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Introduction

One of the hardest concepts for many users of networked computers to understand is
security, privacy and anonymity. For those who wish to have security, privacy and anonymity,
many do not realize or understand how easy it is to lose them all as a result of making common
mistakes. This guide will teach you how to build a secure encrypted system that uses Debian and
Whonix to help maintain your privacy and anonymity.

Now, before you possibly close this document under the mistaken notion that you will not
understand how to use or install the system mentioned above, remember that this guide is written to
be beginner friendly. The truth is that, if you can follow the numbered steps, most of which are
accompanied by screen shots, you will find this process relatively straightforward. It will just take
some time. Do not let the length of this tutorial overwhelm you either. The length is due to the fact
that there are screen shots for almost every instruction. In the end, the time you invest in
building this system for yourself will be worth it.

The benefits of this system for those who wish to have privacy, security and anonymity are
numerous.

* Your system will be encrypted with a very strong encryption technology. Thus,
unless you give someone your encryption password, they will not be able to read
what you keep on this system in a timely manner, if at all. This will protect your
data from entities that are made up of anything from powerful governments to
common thieves.

* The system consists of a USB flash drive as either your main operating system
disk or as your boot disk. Since the device is portable, you can keep it on you at
all times and never have to worry about someone tampering with it to get your
encryption password by modifying the controlling software. Additionally, you
can easily lose it or destroy it, if you so desire, which will make the encrypted
data irrecoverable.

* The Debian Operating System (OS), which will be your host OS, is free, open
source and has a good track record for security.

* The Whonix OS, which will be the main OS you use on top of Debian, is a
customized version of Debian to work with the Tor network. Tor is one of the
more powerful anonymizing free proxy systems available to the public. While
using Whonix, everything you do will be forced through the Tor network,
making it very difficult for you to make a mistake and accidentally reveal your
identity through either mistaken use of, or an attacker's exploitation of, software.
The use of the web, the Internet Relay Chat, and numerous other Internet
services can be done by novice users without having to worry about leaking any
damaging information that would reveal their IP address through their computer.

If you are new to private and anonymous communications, you have everything to gain by
using this system. Everyone makes mistakes while they learn. This system will provide you with
the tools you need to learn while protecting you from the repercussions of common mistakes that
people make by not understanding technology. As you learn the more advanced uses of software,



this system will provide a very secure and anonymous base platform from which to operate.

Before you get started, you will need to acquire a USB flash drive. The following is a break
down of the two types of systems, their advantages and disadvantages, and what you will need to
install them.

Operating System on an Encrypted USB Flash Drive (Most Beginner Friendly)

If you wish to install this entire system on a USB flash drive (which is detailed in Chapter
2A beginning on page 27), you will need the following:

* 1 USB 3.0 flash drive of at least 32 gigabytes.
* Access to computers with at least 2 gigabytes of RAM or more.

There are many benefits to this method. One, you have a mobile operating system that can
be used on just about any computer that has enough RAM. So long as you have the option to boot
from a USB flash drive on a computer in front of you, you can likely take advantage of your own
secure, private and anonymous OS. Two, it will not leave any fingerprints on the computer you use
it on if used properly. Three, the small size of USB flash drive makes it very easy to hide or
physically destroy/lose.

There are also a few possible disadvantages to this method. The first is that most small USB
Flash Drives are not very fast. Thus, the install time to copy the software may be longer.
Additionally, the use of the system may feel sluggish at times due to the slower disk read/write
speeds. The faster your USB flash drive is, the less noticeable any lag will be. Finally, if you use
this system on a machine with less than 2 gigabytes of RAM, the amount of memory caching that
will be required will greatly slow down the use of the system, if not make it unusable, depending on
the possible read/write speeds you have.

Operating System on an Encrypted Internal Hard Drive Partition with a USB Flash Drive
Boot Key

If you wish to install the main operating system on free space existing on your internal hard
drive (which is detailed in Chapter 2B on page 45), you will need the following:

* A computer with an internal hard drive that has at least 32 gigabytes of free space for
the root operating system.

* 1 USB flash drive of at least 256 megabytes for the System Boot Key. (Choose one
with the smallest shape possible. Flash drives are available that are about the size of
the finger nail on your thumb.)

* Aback up of the existing files on your hard drive.

There are a few advantages to this method. The first and foremost is the speed. You will
not notice any sluggishness when you use the system and the install time will likely be much shorter
due to the faster disk writes. Another advantage is that you have the option of more hard drive
space than you will find on a number of USB flash drives for your operating system. Finally, if you
only have access to computers with less than 2 gigabytes of RAM, the faster read and write speeds
on an internal hard drive will allow the system to take advantage of memory caching without
making the system unbearably slow.



There are a few disadvantages as well. One is that your set up will be tied to one computer.
Thus, if you want a mobile set up, you'll need to install this system on a laptop. The other is that, if
anyone else looks at your computer with forensic equipment, they will be able to determine that you
have an encrypted partition on your hard drive. In various jurisdictions, that may trigger suspicion
or possible repercussions. This is a concern for some. However, if you are to turn on your computer
for someone who is forcing you to do so, it will boot right into Microsoft Windows or OS X without
even providing a hint that there is an encrypted operating system installed on the computer.
Furthermore, if you do not have access to your USB Flash Drive Boot Key, you won't be able to
give them access to the encrypted drive anyways. Additionally, it is much more difficult to hide or
lose a large computer than a USB flash drive. However, if you lose the USB flash drive that serves
as your System Boot Key in this method, the data on your internal hard drive will be safely (or
frustratingly) irrecoverable. Finally, if you opt to use this method, please back up your important
files. You will be resizing an existing partition if you use this method which, in a worst case
scenario, can lead to data loss. However, such data loss is unlikely. So, don't let this be a concern
that would prevent you from trying this method.

The choice you make when it comes to the type of system you use will largely come down
to personal comfort and preference. You'll likely find arguments on the Internet for why one of the
two methods mentioned above are better than the other. I broke those arguments down to their
basic points by explaining the basic advantages and disadvantages of both. If you have the time, try
both methods and see which one you like the best. Remember that no system is perfect. Both of the
methods mentioned above are solid secure methods that will provide you with a great deal of
security if you act appropriately. In addition, remember that if you forget the encryption
password you choose for your operating system or if lose your USB boot key, you will never be
able to recover what is on your encrypted drive. That can be a disadvantage for you if you still
want to access your operating system. However, it is a great advantage if someone else gets their
hands on your computer or USB Flash Drive.

With that out of the way, let's get started.



Chapter 1. The Initial Debian Setup and Install

The first and most important step is ensuring that you have a clean and secure operating
system. Most beginners use either a variant of Windows or Apple's OS X. This guide will not
debate the merits of which particular OS is better or more secure than the other. Rather, for the
purposes of maintaining your privacy and anonymity, you should simply assume that your operating
system is compromised already. A compromised operating system will render everything done later
in this tutorial pointless. So, the best thing for you to do is install a new operating system.

First and foremost, you will probably be learning to use a new operating system. In this
tutorial, the OS you will be using is Debian, a well known and very good Linux distribution. Do
not be intimidated by this. It's much easier than you think and, by the time you've gotten used to it,
you will prefer it over anything else. Linux provides much greater privacy and anonymity than the
two other dominant operating systems ever will. Since the purpose of this tutorial is to teach you
how to use a system that protects both your privacy and anonymity, it is time to embrace Linux.
Thus, the first step you need to take is to install Debian onto the USB flash drive that you intend to
use as the Debian Install Disk.

For the purposes of this section of the tutorial, please use a plugged in wired connection for
your Internet connection. It will make things easier for you.

IMPORTANT NOTE: One thing that was not covered in this guide in the past are cameras that are
connected to computers. Many computers now have them built in as a sales feature. BEFORE
YOU DO ANYTHING ELSE, IT IS STRONGLY RECOMENDED THAT YOU DISABLE
ANY CAMERA CONNECTED TO YOUR COMPUTER AND COVER THE LENS WITH A
STRONG OPAQUE PIECE OF TAPE!

IMPORTANT NOTE REGARDING DEBIAN INSTALLATION: Steps 1-3 of this chapter use
the program called “Unetbootin” to download Debian and install it to a USB installation disk. This
is not as secure as manually downloading Debian from http://www.debian.org and verifying
the disk images. If you can manage to download the Debian image manually and then
cryptographically verify it, you are strongly encouraged to do so.

IMPORTANT NOTE FOR BOOTING: The majority of computers in production now use UEFI
instead of BIOS. One feature of UEFTI is known as “Secure Boot,” which is often enabled by
default. If you discover that you cannot boot into the Debian Installer from your installation disk,
you need to enter your computer's “setup” as it first boots up and disable “Secure Boot.”

1. Download a copy of Unetbootin that corresponds to the operating system you are currently
using from http://unetbootin.sourceforge.net/. Unetbootin is a program that creates a “live disk”
on a USB flash drive from a disk image. Insert the USB flash drive that you plan to use with
your system and then run Unetbootin.



http://unetbootin.sourceforge.net/
http://www.debian.org/

2.

In the Unetbootin window that opens, next to where it says “Distribution,” select “Debian” in
the pull down window where it says “Select Distribution” and select “Stable_NetInstall” in the
pull down window where it says “Select Version.”

(@) Distribution

Homepage: hitp://wwvi.debian.org S etinstall x64
Description: Debian is a community-developed LinuX ¢ cipi Hdmedia
variety of architectures and offers a large repository of| c._vio Hdmedia x64
Install Notes: The Netln;tall vgrsicrn allowss for ins.taltz Testing_NetInstall

to use a pre-downloaded install iso, use the HdMedia o Testing_NetInstall_x64
iso file on the root directory of your hard drive or USB ¢ Testing_HdMedia

Testing_HdMedia_x64
Unstable_MetInstall
Unstable_MetInstall_x64
Unstable_HdMedia

| Diskimage Die o I

Space used to preserve files across reboots (Ubuntu only): 0

Type: USB Drive » | Drive: [G:\ > | I




3. Next, select the drive letter of the USB flash drive that you plan to use in the pull down section
next to “Drive:”. Then click “OK.”

NOTE: Depending on what operating system you are using to run Unetbootin, different
information may appear for the “Drive” selection. It generally defaults to any USB device
currently plugged into your computer. However, you should confirm that to be the case if what
appears in the “Drive” field is confusing.

(@) Distribution [ Debian ~ | | Stable NetInstall

Homepage: hitp://wwwi.debian.org

Description: Debian is a community-developed Linux distribution that supports a wide
variety of architectures and offers a large repository of packages.

Install Notes: The Netlnstall version allows for installation over FTR If you would like
to use a pre-downloaded install iso, use the HdMedia option, and then place the install
iso file on the root directory of your hard drive or USB drive

| Diskimage IS0 bl

Space used to preserve files across reboots (Ubuntu only): 0

Type: |USB Drive ~ | Drive: G\ | I

4. When the process is finished and you are prompted, reboot your computer. When your
computer is first starting up, you need to boot from your USB Flash Drive that you used in the
previous steps. Thus, you need to get to a boot menu. The method for doing this differs on
various computers. For example, on a Dell, the boot menu is usually activated by pressing the
F12 key as the computer is first starting up. On others, it can be the ESC key. On an Apple,
hold the "Option" key while the computer is starting and release it when the “Startup Manager’
loads. On whatever platform you use, once you get to a boot menu, select the USB flash drive
that you used in the previous step.

)



5. When you reach the next menu, you will see one menu choice entitled “Default.” Choose
“Default” and press “enter” or simply let it boot automatically. This will take you to the text
based Debian installer.

UNetbhootin

Default

Automatic boot in 3 seconds...




6. On the next screen that appears, choose the default language you want to use and press “enter.”

ivates buttaons




7. On the next screen, choose your default location and press “enter.”

[1!1] Select your location

The selected location will be used to set uour time zone and also for example to help
select the sustem locale. Mormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zambia

Z imbabuwe

other

<Go Back:

<Tab> mowves; <Space: selects; <Enter> activates buttons



8. On the following screen, choose the settings for your keyboard layout and press “enter.” Debian
will likely make a recommendation based on your earlier language choice which you should
accept.

[11] Configure the keuboard
Keymap to use:

American English
filbanian
Arabic
Asturian
Bangladesh
Belarusian
Bengali
Belgian
Bosnian
Brazilian

it Englis
Bulgarian
Bulgarian (phonetic layout)
Canadian French
Canadian Multilingual
Catalan
Chinese
Croatian
Czech
Danish
Dutch
Dvorak
Dzongkha
Esperanto
Estonian
Ethiopian

<Go Back:

ctivates buttons




9. The Install process will now perform a number of tasks and attempt to automatically configure
your network. If you are using a wired connection, everything will likely be configured
automatically and you can continue to the next step. If you also have a wireless network card,
you may be prompted by the installer to choose the network card to use. If prompted to choose a
“primary network interface,” select “eth0” and press “enter.”

While not recommended, if you are going to use a wireless connection for the installation
process, choose “wlan0,” press “enter” and continue through the various prompts that will ask
for your wireless network name (SSID), password, etc. During this step, you may get a warning
stating that you need to install firmware from a disk in order to get the wireless card working
properly. If prompted to do that, choose “no,” and use a wired connection instead. You can

search for your corresponding wireless drivers, in addition to the instructions for installing
them, later.



10. Eventually you will be prompted to “enter the hostname for this system.” Leave this as the
default which is “debian” and press “enter.”

[!1 Configure the network

Flease enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<G0 Back: <Cont inues

<Enter> activates buttons



11. The next prompt will ask you for your “domain name.” Leave this blank and press “enter.”

[ Configure the network

The domain name is the part of your Internet address to the right of your host name. It
iz often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, 4you can make something up, but make sure you use the same domain name on all
Jyour computers.

Domain name:

<Go Back: <Continue>

> MOVES; lects; <Enter: activates huttons




12. In the next screen, you will see a progress bar indicating that it is “installing the base system.”
Depending upon the write speed of your USB flash drive, this could take awhile. When it
finishes, it will prompt you to choose a “Debian archive mirror country.” A selection will likely
be chosen by default based on the location you selected earlier. Select your region and press
“enter.”

> MOVES; : lects; <Enter: activates buttons



13. The next screen will ask you to choose a “Debian archive mirror” server. Again, you can just
choose what the system selected by default by pressing “enter.”

[!T Configure the package manager

Flease select a Debian archive mirror. You should use a mirror in your country or region
if you do not know which mirror has the best Internet connection to you.

Usually, fttp.<your country codes.debian.org is a good choice.

Debian archive mirror:

ftp.uk.debian.org
free.hands.com
ukdehbian.mirror.anlx.net
mirror.posit ive-internet.com
mirrors.melbourne. co. uk
mirror.bytemark.co. uk
mirror.stshosting.co.uk
cdn.debian.net
debian.man.ac.uk
mirrorservice. org
ftp.ticklers.org
the.earth.li
mirror.ox.ac. uk
mirror.sov.uk. goscomb . net
debian.serverspace.co.uk
mirror.vorboss.net

<Go Back:

s buttons




14. The next screen will ask you if you need to use a proxy to access the Internet. If you don't know
the answer to that one, you don't need to use a proxy to access the Internet. Press “enter” to
continue.

[!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leawve this hblank.

The proxy information should be given in the standard form of
“"http:ss [ [user] [:pass] @) host [tport] £,

HTTF proxy information (blank for none)d:

<Go Back: <Continues

<Tab> mov elects; <Enter> activates buttons




15. The next screen is where you choose the password for your “root” account. Leave the password
blank so that the root account is disabled and press “enter.” The root account has the highest
access on a Debian system. It is not necessary to have the root account enabled. In fact, many
consider enabling the root account a security risk. You will be able to execute any command
with root privileges by using the “sudo” command later.

[11] Set up users and passwords

You need to set a password for ‘root', the system administrative account. 8 malicious or
ungualified user with root access can hawve disastrous resulis, so you should take care to
choose a root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular interwvals.

The root user should not have an empty password. If you leave this empty, the root
account will he disahled and the system's initial user account will be given the power to

become root using the "sudo' command.

Mote that wou will not be able to see the password as you tupe it.

Root password:

<Go Back: <Cont inues

<Enter: activates buttons




16. The next screen will prompt you to retype your root password. Simply press “enter” to continue
on to the next screen.

[I1] Set up users and passwords

Flease enter the same root password again to werify that you have typed it correctly.

Re-enter password to wverify:

<Go Back: <Cont inues

<Tab> mow elects; <Enter: activates huttons




17. The next screen will ask you for the “full name of the new user.” Leave this blank and press
“enter.”

[11] Set up users and passwords

A user account will be created for you to use instead of the root account for
non-administrative activities.

Flease enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is & reasonable choice.

Full name for the new user:

<G0 Back: <Cont inues

<Enter: activates buttons




18. The next screen will prompt you to enter a “Username for your account.” Type “user” and press
“enter.”

[11] Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by any combination
of numbers and more lower-case letters.

Username for your account:

<Go Back: <Continues

<Enter: activates huttons



19. The next screen will prompt you to “choose a password for the new user.” It is very important
for you to choose a strong password. An 8 character password is never a good password. Rather,
choose something that is easy to remember but is also long. Make use of upper case and lower
case letters, symbols and numbers.

There are numerous different mental tricks people use to create strong but memorable
passwords. Some people use a combination of random words that they can easily remember
padded with symbols in between like “Horse-Atlant1c!Ocean-Cheese”. Others use a
nonsensical phrase. The example password is nonsensical enough that nobody is likely to guess
it. Nor will a similar password appear in any stand alone dictionary file to be used for
dictionary based cracking attacks. Additionally, the passwords take full advantage of the
spectrum of characters on your keyboard and is lengthy enough to prevent a brute force guess
based attack. For any password you create and need to remember, use such a method. Just
don't forget it. Create your strong password and press “enter.”

[11] Set up users and passwords |

f good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular interwvals.

Choose a password for the new user:

<G0 Back: <Cont inues

= huttons



20. When prompted to retype the password, retype it and press “enter.”

[I1] Set up users and passwords

Please enter the same user password again to wverify you have typed it correctly.

Re-enter password to werifu:

<Go Back: <Cont inues

> MOVES lects; <Enter: activates buttons




21. Depending on your choice of region, you may be asked to select a time zone. If prompted for
such, select your corresponding time zone.

['] Configure the clock |

If the desired time zone is not listed, then please go hack to the step 'Choose language"
and select a country that uses the desired time zone (the country where you live ar are
located) .

Select your time zone:

Eastern
Central
Mountain
Facific
filaska
Hawaii
Arizona

East Indiana
Samoa

<Go Back:>

huttons

You have completed the pre-installation steps of this tutorial.



Chapter 2. Choosing your Installation Method

Now you have reached the point where you need to decide how you want to install your new
system. As detailed in the introduction to this tutorial, one involves installing the entire operating
system on an encrypted USB flash drive. The other involves installing the majority of the operating
system on an encrypted internal hard drive partition and using a USB flash drive as a boot key with
an encrypted key file to unlock the encrypted internal hard drive.

If you wish to use a USB flash drive for the entire operating system, continue on to
Chapter 2A beginning on the next page.

If you wish to install the operating system on an encrypted internal hard drive partition and
access it with a USB flash drive boot key, continue this tutorial beginning at Chapter 2B on page 45.



Chapter 2A. Installing an Operating System on an Encrypted USB Flash Drive

1. When prompted to select a “partitioning method.” Choose “Guided — use entire disk and set
up encrypted LVM” and press “enter.”




2. On the next screen that appears, choose your USB Flash Drive and press “enter.” You will
likely see other choices of disks that differ from the picture below. Make sure you choose
your USB Flash Drive since whichever disk you choose will be erased. The amount of disk
space available on each drive can be used to determine which is your USB Flash Drive.
Also, make note of your USB Flash Drive's device name and save it for later. You will
need to know it later in this tutorial. In the example below, the device name is “sda.” It
may be different for you.

[I'1] Partition disks |

Mote that all data on the disk you select will be erased, but not
before you have confirmed that you really want to make the changes.

Select disk to partition:

SCSI1 (0,0,0) (sda) - 34.4 GB ATA YBOX HARDDISE

<Go Back:




3. On the next screen, select the entry that says “All files in one partition (recommended for
new users)” and press “enter.”




4. You will next be prompted to “Write the changes to disks and configure LVM.” Select “Yes”
and press “enter.”




5. Next, the installation wizard will eventually begin automatically “erasing data” from your
USB Flash Drive. This can take a very long time. If you've ever used the drive to store data
that is related to your personal identity, it is probably best to let this process finish. However,
if it is a new drive, or you don't have the patience, you can select “cancel” and continue to
the next step. All new data that is written to your USB Flash Drive will be encrypted.
However, old data on the disk left over from before you encrypted it may be discoverable
through digital forensics.

Erasing data on SCSI1 (0,0,0), partition #5 (sda)

<Cancel:




6. On the next screen, you will be prompted for your encryption passphrase. It is imperative
that you choose a very strong passphrase! Otherwise, encrypting your flash drive will
simply amount to a waste of time! As was discussed earlier in step 19 of chapter 1, an 8
character password is never a good passphrase. Since the Debian Installer is making use of
the cryptsetup program and the LUKS encryption system, the following breakdown of the
importance of a strong passphrase comes from the developer.

“First, passphrase length is not really the right measure, passphrase entropy is. For example,
a random lowercase letter (a-z) gives you 4.7 bit of entropy, one element of a-z0-9 gives you
5.2 bits of entropy, an element of a-zA-Z0-9 gives you 5.9 bits and a-zA-Z0-9! @#$%/\&:-+
gives you 6.2 bits. On the other hand, a random English word only gives you 0.6...1.3 bits of
entropy per character. Using sentences that make sense gives lower entropy, series of
random words gives higher entropy. Do not use sentences that can be tied to you or found on
your computer. This type of attack is done routinely today. To get reasonable security for the
next 10 years, it is a good idea to overestimate by a factor of at least 1000.

Then there is the question of how much the attacker is willing to spend. That is up to your
own security evaluation. For general use, I will assume the attacker is willing to spend up to

1 million EUR/USD. Then we get the following recommendations:

LUKS: Use > 65 bit. That is e.g. 14 random chars from a-z or a random English sentence
of > 108 characters length.

If paranoid, add at least 20 bit. That is roughly four additional characters for random
passphrases and roughly 32 characters for a random English sentence.*

https://code.google.com/p/cryptsetup/wiki/FrequentlyAskedQuestions#5. Security Aspects

Not in the mood to do math? The lesson to take away is that length, randomness and
nonsense matter. They will get you more entropy. There are many tricks people use to come
up with a nonsensical passphrase that they remember. For example, you could use a play on
a favorite line from a movie you enjoy combined with a date you would remember like “If
My Calculations Are Proper, When This Baby Hits 88 Miles Per Hour, You're Going 2 See
Some Serious Business! January-1-2013?”. This is a very secure type of passphrase that has
plenty of entropy per the suggested numbers by the developer of cryptsetup.

For further discussion of strong passphrases, go to https://www.grc.com/haystack.htm.



https://www.grc.com/haystack.htm
https://code.google.com/p/cryptsetup/wiki/FrequentlyAskedQuestions#5._Security_Aspects

Once you have decided upon a strong passphrase, type it into the “encryption passphrase”
field and press “enter.” Remember, if you forget this passphrase, you have lost
everything on your disk! Make sure you remember it! It cannot be recovered!

| [!!'] Partition disks |

You need to choose a passphrase to encrypt SCSI1 (0,0,00, partition
#5 (sdal.

The owerall strength of the encruption depends strongly on this
passphrase, =o you should take care to choose a passphrase that is
not easy to guess. It should not be & word or sentence found in
dictionaries, or a phrase that could be easily associated with you.

A good passphrase will contain @ mixture of letters, numbers and
punctuation. Passphrases are recommended to hawe a length of 20 or
more characters.

Encrypt ion passphrase:

<G0 Back: <Cont inues




7. On the next screen, you will be prompted to confirm your encryption passphrase. Retype it
and press “enter.”

[Il] Partition disks

Flease enter the same passphrase again to wverifu that you have typed
it correctly.

Re-enter passphrase to verifuy:

<Go Back: <Cont inues




8. On the next screen, select “Finish partitioning and write changes to disk” and press “enter.”




9. The next screen will ask if you want to write the changes to disks. Select “yes” and press
“enter.”




10. The installer will now begin “retrieving files” and installing the required packages for the
OS. At the next prompt, it will ask you if you want to “participate in the package usage
survey.” Select “no” and press “enter.”

[!] Configuring popularity-contest

The system may anonumously supply the distribution developers with statistics about the
most used packages on this sustem. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week,
sending statistics to the distribution developers. The collected statistics can be wviewed
on http://popcon.debian.orgs.

This choice can be later modified by running "dpkeg-reconfigure popularity-contest'.

Farticipate in the package usage surwvey?

<Yess By

<Tab> mow elects; <Enter: activates huttons




11. The installer will again perform some tasks until it prompts you to “choose software to
install.” You only need to install the “Debian Desktop Environment.” Unselect the other
chosen items by moving the arrow key until they are highlighted and pressing the space bar.
When the “*” disappears, the item is unselected. When your screen looks like the screen
shot below, press “enter” to continue.

| [!] Software selection

ft the moment, only the core of the system is installed. To ftune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Cont inues




12. The installer will now begin retrieving files and will then install them. This will take a long
time. Eventually, you will be asked if you want to “Install the GRUB boot loader to the
master boot record.” The screen shot below will not likely look the same as your's, as it will
probably have discovered additional operating systems. This is not something you need to
be concerned about. Select “no” and press “enter.”

| [!] Install the GRUE hoot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. IT so,
it should he safe to install the GRUB boot loader to the master boot record of your first

hard drive.

Warning: If the installer failed to detect ancther operating sustem that is present on
your computer, modifuying the master boot record will make that operating suystem

temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUE hoot loader to the master boot record?

<GOo Back:

i <Enter: activates buttons




13. The next screen will ask you to type the “Device for boot loader installation.” In step 2 of
this chapter, you were instructed to make a note of the device name that was the USB flash
drive where you were installing Debian. The example used in this tutorial was “sda.” You
need to enter the device name for your USB flash drive. However, the name needs to be
preceded by “/dev/”. Thus, in the example in this tutorial, the entry would be “/dev/sda”.
You need to enter the name of your device which will be in the format of
“/dev/YourDeviceName” and press “enter.”

[!''] Install the GRUB bhoot loader on a hard disk

You need to make the newly installed system bootable, by installing
the GRUE boot loader on a bootable device. The usual way to do this
is to install GRUB on the master boot record of your first hard
drive. If you prefer, you can install GRUB elsewhere on the drive, or
to another drive, or even to a floppy.

The device should be specified as a device in Adew. Below are some
examples:
- "sdevssda will install GRUB to the master boot record of your
first

hard drive;
- "sdevssda’" will use the second partition of your first hard
drive;
- "sdevssdes' will use the first extended partition of your third
hard

drive;
- "sdevsfdo" will install GRUB to a floppy.

Device for boot loader installation:

<Go Back: <Cont inues




14. Now the installer will go through the process of finishing the installation. You will
eventually be informed that the installation is complete. Select “continue” and press “enter.”

NOTE: If the installation process took long enough to make you run out of time, you can
shut down your computer at this point after the installer goes through the clean up process
and restarts the machine. You can then continue from step 15 at a later time.

[''] Finish the installation |

Installation complete
Installation is complete, so it is time to boot into your new sustem. Make sure to remove
the installation media (CD-ROM, floppies), so that you boot into the new system rather
than restarting the installation.

<Go Back: <Continuesr

1 MOVES; i <Ente activates buttons



15. The installer will eventually reboot your computer. As your computer restarts, you need to
get into a boot menu again in the same manner the you did in step 4 of chapter 1. When you
activate the boot menu, choose your USB flash drive on which you installed Debian.
Eventually, you will be prompted to choose a boot selection. It will default to Debian and,
thus, you can either press “enter” or wait for the timer to run out. The example screen below
may not look exactly the same as your's. But, it is essentially the same thing.

GHNU GRUB wersion 1.99-27+deb?ul

Debian GHNUsLinux, with Linux 3.2.0-4-086-pae

Use the T and } keys to =select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands

x

before booting or ‘e’ for a cummand—linif
The highlighted entry will be executed autdhatically in 3s.




16. The next screen will prompt you to “enter passphrase.” This is the encryption passphrase
you created in step 6 of this chapter. You will not see any symbols on your screen when you
type your password. While this may seem odd, it is for security reasons. Someone watching
your screen won't be able to determine the length of your passphrase. Type your passphrase
and press “enter.”

Booting ’'Debian GHU-Linux, with Linux 3.2.0-4-amdb64’

Loading Linux 3.2.0-4-amdb4

Loading initial ramdisk

Loading, please wait...

Unlocking the disk sdevsdisks/by-uwuidrsBaabadfc-7a9d-43chb-b?a0-aled54356bdb (sdal_
crypt)

Enter passphrase:

17. Debian will now go through its boot process. Eventually you will reach the login window.
When you reach the login window, press “enter” or click on “user.”

©

debian




18. On the next screen, you will be prompted for your password. Before typing your password,
click on the pull down menu that says “system default” and select “GNOME Classic.” Then,
type the password you created for “user” in step 19 of chapter 1 and press “enter.” Debian
will use “GNOME Classic” for every other login until you choose something different.

] T e o
fssaoesReesnee

System Default Cancel

Congratulations! You now have a fully functional encrypted USB flash drive running
Debian. At this point, continue the tutorial starting from Chapter 3 at page 124.



Chapter 2B. Installing the Operating System on an Encrypted Internal Hard Drive Partition
with a USB Flash Drive Boot Key

As was stated earlier, if you have any sensitive files you may be worried about losing,
please back them up before beginning this process if you haven't already. While it is unlikely
that anything bad will happen, since you will be resizing an existing partition on your hard drive,
there is a chance of data loss. With that out of the way, let's begin.

1. When prompted to select a “partitioning method.” Choose “manual” and press “enter.”

[11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to rewiew and customise the results.

It you choose guided partitioning for an entire disk, you will next he asked which disk
should be used.

Fartitioning method:

Guided - use entire disk
Guided - use entire disk and set up LWH

Guided — wse entire disk and set UE EﬂCPiEtEd | 4M

<Go Back:

2; <Enter: activates huttons



2. First, you need to prepare the USB Flash Drive to use as the Boot Key Disk in addition to
making a note. In the image below, the USB Flash Drive I want to use as the Boot Key Disk
is displayed as “SCSI1 (0,0,0) (sdc)” and the internal hard drive where the Debian root
system will be installed is “SCSI3 (0,0,0) (sda).” Of particular importance is the device
name of the flash drive which will be your Boot Key Disk. In the example below, it is
“sdc.” However, it will likely be different on your computer. Make note of your USB Flash
Drive's device name and save it for later. You will need to know it later in this tutorial.
Select the flash drive you desire to use as the Boot Key Disk and press “enter.”

[11] Partition disks |

This is an owverwview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a dewvice to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Yolume Manager
Configure encryptied wolumes

SC5I3 (0,0,0) (sda) - 128.8 GB ATA WBOX HARDDISK
#1 primary 4.0 GB tat3z
#2 primary 124.8 GB B fatdz
)

SCSI4 (0,0,01 (sdb) - 4.1 GB PNY USB 2.0 FD
#1  primar 4.1 GBE B fat3z
{=dc) - 16.2 GE PHY USE 2.0 FD
#1 primary 16.2 GB

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back:

> for help; » 1e <Ent : buttons



3. On the next screen that appears, choose “yes” and press “enter.”

[V'] Partition disks

You have selected an entire device to partition. If you proceed with creating a new
partition table on the device, then all current partitions will be remowved.

Mote that you will be able to undo this operation later it you wish.

Create new empty partition table on this dewice?

<Go Back:

> Iy :lects; <Enter: activates buttons




4. On the next screen, you will now see an entry labeled as “FREE SPACE.” Select that entry
and press “enter.”

[11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a dewice to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Yolume Manager
Configure encrypted volumes

SCSI3 (0,0,0) (=sda) - 128.8 GE ATA YBOX HARDDISKE
#1 primary 4.0 GB fataz
#2 primary 124.8 GBE B tataz
SCSI4 (0,0,0) (sdh) - 4.1 GB PNY USB 2.0 FD
#1 primary 4.1 GB B fat3z
SCEIS (0.0,0) (sdc) - 16.2 GB PHNY USE 2.0 FD
orislog  16.2 GH FREE SPACE

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back

<Fil» for helps <Tab: mo <Ent s huttons



5. On the next screen, choose “Create a new partition” and press “enter.”

[1!] Partition disks
How to use this free space:
C a new partition
Automatically partition the free space
Show CylindersHeads/Sector information

<Go Back:

1> for help; <Tah> moves; - selects; <Enter: activates buttons




6. In the next screen, you will be asked to choose a new partition size. You can accept what is
already selected by the installer. Simply press “enter” to continue.

[11] Partition disks

The maximum size for this partition is 16.2 GB.

Hint: "max' can be used as a shortcut to specify the maximum size, or enter a percentage
(e.g. "20%") to use that percentage of the maximum size.

New partition size:

<Go Back: <Continues

es buttons



7. The next screen will ask you to choose the “type for the new partition.” Choose “Primary”
and press “enter.”

[11] Partition disks

Tupe for the new partition:

Primary
Logical

<Go Backs

s huttons




8. The next screen is for choosing your partition settings. There are many options here.
However, in this step, you only need to concern yourself with one. You need to change the
mount point to “/boot.” So, choose “Mount point” and press “enter.”

[11] Partition disks |

You are editing partition #1 of SCSIS (0,0,0) (sdc). Mo existing file system was detected
in this partition.

Partition settings:
Ext4 journaling file sustem

Hount /

Mount options: defaults
Lahel: none
Reserved hlocks: 5%
Tupical usage: standard
Bootable flag: off

Copy data from another partition
Erase data on this partition
Delete the partition

Done setting up the partition

<Go Back:

<F1> for help; < > MOVES; sele <Ente activates buttons



9. On the next screen, choose “/boot — static files of the boot loader” and press “enter.”

[I1] Partition disks
Mount point for this partition:

£ — the root file sustem

Shoot - static files of the boot loader
fhome - user home directories

Atmp - temporary files

fusr - static dats

fyar - wariable data

fsry - data for services provided by this system
Jopt add-on application software packages
fusrslocal - local hierarchy

Enter manually

Do not mount it

<Go Back:

> MOVES lects; <Enter: activates buttons




10. On the next screen, choose “Done setting up the partition” and press “enter.”

in this partition.

Fartition settings:

<Go Back:

(1]

Use as:

Mount point:
Mount options:
Label:

Reserved blocks:
Tupical usage:
Bootable flag:

Fartition disks |

You are editing partition #1 of SCSIS (0,0,0) (=sdc). No existing file system was detected

Extd journaling file system

Jhoot
defaults
nong

5%
standard
off

Copy data from another partition
Delete the partition
Don etting up the partition

<Fil: for help;

s buttons




11. In the next step, you will begin the process of resizing the partition on your internal hard
drive so you can create an encrypted partition for the Debian operating system. In this
tutorial, the internal hard drive is “sda.” On your computer, the device name for your
internal hard drive may be different. You may already have a number of partitions residing
on “sda.” Choose the largest one and shrink it by the size you wish to allow for Debian.
However, before doing this, make sure there is enough free space on the drive to allow
you to shrink it. Select the drive to resize and press “enter.”

{ [!!1] Partition disks |

This is an owerview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Yolume Manager
Configure encrypted wvolumes

SCSI3 (0,0,0) (sda) - 128.8 GB ATA WBOX HARDDISK
#1 ' .0 GE fat3z

SCSI4 (0,0,0) (sdb .1 GB PNY USE 2.0 FD
#1 primary 4.1 GBE B fataz
SCSIS (0,0,0) (sdc) - 16.2 GB PNY USB 2.0 FD
#1 primary 16.2 GB f extd fhoot

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back:

<F1> for help; <Tab> mo <Ente activ buttons



12. On the next screen, select the “resize the partition” option and press “enter.”

[I1] Partition disks

You are editing partition #2 of SCSI3 (0,0,0) (sda). This partition is formatted with the

FAT3Z file sustem.

Fartition settings:

<Go Back>

Use as:

do not use

Bootable flag: on

Copy data from another partition
Erase data on this partition
Delete the partition

Done setting up the partition

e partition (currently 124.8 GB)

<F 1

for help;

s buttons




13. On the next screen, choose “yes” and press “enter.”

[11] Partition disks |

Before you can select a new partition size, any previous changes have to be written to
disk.

You cannot undo this operation.

Flease note that the resize operation may take a long time.
HWrite previous changes to disk and continue?

<Go Back:

= huttons




14. On the next screen, you will be prompted to enter a new partition size. 32 gigabytes will be
sufficient for your purposes. However, if you wish to make it larger and have the space, feel
free to do so. In the example below, 32 gigabytes is chosen for what will be our encrypted
operating system disk. Since the maximum size of the disk in the example is 124.8 GB,
subtracting 32 GB results in 92.8 GB. Use the same math to determine what you should
type in the field for the new partition size and press “enter” when done. This process may
take a bit of time.

[11] Partition disks |

The minimum size for this partition is 33.8 MB (or 0%) and its maximum size is 124.8 GB.

Hint: "max' can be used as a shortcut to specify the maximum size, or enter a percentage
fe.g. "20%") to use that percentage of the maximum size.

MNew partition size:

<G00 Back: <Cont inues

; <Enter> activates buttons




15. On the next screen, you will see a new entry marked “FREE SPACE” under (sda) with the
size you chose for your encrypted disk. Select it and press “enter.”

[11] Partition disks |

This is an overwview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Yolume Hanager
Configure encrupted wolumes

SCSI3 (0,0,0) (sda) - 128.8 GB ATA WBOX HARDDISK
#1 primary 4.0 GB fat3z
#2 primary 92.8 GB B tat3z
arislog  32.0 GB FEEE SPRCE
SCSI4 (0,0,0) (=sdh) - 4.1 GB PNY USE 2.0 FD
#1 primary 4.1 GB B tat3z
SCSIS (0,0,0) (sdc) - 16.2 GB PNY USB 2.0 FD
#1 primary 16.2 GB F extd fboot

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back:

<F1y for help; <Tab: moves; sele HE activates buttons



16. On the next screen, select “Create a new partition” and press “enter.”

[I''] Partition disks
How to use this free space:
Create a new partition
Automatically partition the free space
Show CylindersHead/Sector information

<G00 Back>

<F1l» for help; <Ts | g 1B t -t iva buttons




17. On the next screen, the maximum size for the disk will already be selected. Press “enter” to
continue.

[11] Partition disks

The maximum size for this partition is 32.0 GB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage
(e.g. "20%") to use that percentage of the maximum size.

New partition size:

<G0 Back: <Continue>

<Tab: moves; lects; <Enter:> activates buttons




18. On the next screen, select “Logical” and press “enter.”

[111 Partition disks

Type for the new partition:

Fnimahi

<Go Backy

<Entery activates buttons



19. On the next screen, we need to set this partition to be used for encryption. Select the “Use
as: Ext4 journaling file system” entry and press “enter.”

[11] Partition disks |

You are editing partition #5 of SCSIS (0,0,0) (sda). Mo existing file system was detected
in this partition.

Partition settings:
Extd journaling file system

Mount point: £

Mount options: defaults
Lahel: nane
Reserved hlocks: 5%
Tupical usage: standard
Bootable flag: off

Copy data from another partition
Delete the partition
Done setting up the partition

<Go Back:

<Fl> for help; <T ma af= Enter; ARATT huttaons



20. On the next screen, choose “physical volume for encryption” and press “enter.”

['!1] Partition disks
How to use this partition:

Extd journaling file systiem
Ext3 journaling file sustem
Extz file system

btrfs journaling file sustem
JFS Jjournaling file sustem
X¥FS journaling file system
FAT1E file sustem

FAT3Z file sustem

swap area

nhysical volume for encrdption
phusical wolume for RAID
physical volume for LYM

do not use the partition

<Go Back>

<F1> for help; <Tab> mov sele 4 » activates buttons



21. This step is optional. In the next screen, there is an option to “erase data” which is set to
“yes” by default. If you choose to erase data, the installer will overwrite the full partition
with pseudo-random data. If you want the tightest security, this is a wise step since it will be
even more difficult for someone who has possession of your hard drive to successfully use
forensics to decode it. However, this process can take a very long time. To skip erasing
data, select “Erase data:” and press “enter.” The option will change to “no.” If you wish to
erase data, skip this step and proceed to step 22.

| ['!] Partition disks ;|

You are editing partition #5 of SCSI3 (0,0,0) (sda). Mo existing file system was detected
in this partition.

Fartition settings:

Use as: phuysical wolume for encryption
Encruption method: CDevice-mapper (dm-crupt)

Encryption: aes

kKey size: 256

IV algorithm: xts-plaingd

Encryption key: Passphrase
~ase data: (aln]

Bootable flag: of f

Copy data from another partition
Delete the partition
Done setting up the partition

<Go Back:

‘F1> for help; <Tab> moves; > seplects; < activates buttons



22. In this step, select “done setting up the partition” and press “enter.”

[11] Partition disks |

You are editing partition #5 of SCSI3 (0,0,0) (sda). Mo existing file system was detected
in this partition.

Fartition settings:

lUse as: physical wolume for encryption
Encryption method: Device-mapper (dm-crypt)

Encrupt ion: aes
key size: 256
Iv algorithm: xts-plaingd
Encruption key: Fassphrase
Erase data: Ues
Bootable flag: off

Copy data from another partition
Delete the partition
. partition

<Go Back:

<Fl> for help; <Tab> mowves; selec <Ent activates huttons




23. On the next screen, select “configure encrypted volumes” and press “enter.”

[11] Partition disks

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or & dewvice to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Wolume Manager
encrypted volumes

SCSI3 (0,0,0) (sda) - 128.8 GB ATA YBOX HARDDISK

#1 primary 4.0 GB fataz

#2 primary 92.8 GB B fat3z

#5 logical 32.0 GB K crypto not active
SC5I4 (0,0,0) (sdh) - 4.1 GB PNY USE 2.0 FD

#1 primary 4.1 GB B fata3e
SC5IS (0,0,0) (sdc) - 16.2 GE PNY USE 2.0 FD

#1 primary 16.2 GB F extd sboot

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back:

<Fl» for help; <Tab> moves; selec g activates buttons



24. On the next screen, choose “yes” and press “enter.”

[11] Partition disks |

Before encrypted wvolumes can be configured, the current partitioning scheme has to he
written to disk. These changes cannot be undone.

After the encrypted volumes have been configured, no additional changes to the partitions
on the disks containing encrupted wolumes are allowed. Please decide if you are satisfied
with the current partitioning scheme for these disks before continuing.

The partition tables of the following devices are changed:
SC5I3 (0,0,0) (=da)

HWrite the changes to disk and configure encrupted wolumes?

activates buttons




25. On the next screen, select “finish” and press “enter.”

[11] Partition disks |

This menu allows you to configure encrupted wolumes.

Encruption configuration actions

Create EﬂCI"‘iﬁtEd yolumes

<Go Back:

activates buttons




26. If you opted to “erase data” when you set up the encrypted partition in step 21, you will be
asked again if you want to erase the data. Choose “yes” if you do and press “enter.” This
process can take hours. If you opted to not erase data, this screen will not appear and you
can continue to step 27.

| [!!] Partition disks

The data on SCSI3 (0,0,0), partition #5 (sda) will be overwritten with random data. It
can no longer be recowvered after this step has completed. This is the last opportunity to
abort the erase.

Really erase the data on 5CSI3 (0,0,0), partition #5 (sda)?

<Go Back:>

<Tab> moy elects s buttons




27. On the next screen, you will be prompted for your encryption passphrase. It is imperative
that you choose a very strong passphrase! Otherwise, encrypting your hard drive will
simply amount to a waste of time! As was discussed earlier in step 19 of chapter 1, an 8
character password is never a good passphrase. Since the Debian Installer is making use of
the cryptsetup program and the LUKS encryption system, the following breakdown of the
importance of a strong passphrase comes from the developer.

“First, passphrase length is not really the right measure, passphrase entropy is. For example,
a random lowercase letter (a-z) gives you 4.7 bit of entropy, one element of a-z0-9 gives you
5.2 bits of entropy, an element of a-zA-Z0-9 gives you 5.9 bits and a-zA-Z0-9! @#$%/\&:-+
gives you 6.2 bits. On the other hand, a random English word only gives you 0.6...1.3 bits of
entropy per character. Using sentences that make sense gives lower entropy, series of
random words gives higher entropy. Do not use sentences that can be tied to you or found on
your computer. This type of attack is done routinely today. To get reasonable security for the
next 10 years, it is a good idea to overestimate by a factor of at least 1000.

Then there is the question of how much the attacker is willing to spend. That is up to your
own security evaluation. For general use, I will assume the attacker is willing to spend up to

1 million EUR/USD. Then we get the following recommendations:

LUKS: Use > 65 bit. That is e.g. 14 random chars from a-z or a random English sentence
of > 108 characters length.

If paranoid, add at least 20 bit. That is roughly four additional characters for random
passphrases and roughly 32 characters for a random English sentence.*

https://code.google.com/p/cryptsetup/wiki/FrequentlyAskedQuestions#5. Security Aspects

Not in the mood to do math? The lesson to take away is that length, randomness and
nonsense matter. They will get you more entropy. There are many tricks people use to come
up with a nonsensical passphrase that they remember. For example, you could use a play on
a favorite line from a movie you enjoy combined with a date you would remember like “If
My Calculations Are Proper, When This Baby Hits 88 Miles Per Hour, You're Going 2 See
Some Serious Business! January-1-2013?”. This is a very secure type of passphrase that has
plenty of entropy per the suggested numbers by the developer of cryptsetup.

For further discussion of strong passphrases, go to https://www.grc.com/haystack.htm.



https://www.grc.com/haystack.htm
https://code.google.com/p/cryptsetup/wiki/FrequentlyAskedQuestions#5._Security_Aspects

Once you have decided upon a strong passphrase, type it into the “encryption passphrase”
field and press “enter.” Remember, if you forget this passphrase, you have lost
everything on your disk! Make sure you remember it! It cannot be recovered!

[11] Partition disks |
vou need to choose a passphrase to encrupt SCSIS (0,0,0), partition #5 (sda).

The overall strength of the encruption depends strongly on this passphrase, so you should
take care to choose a passphrase that is not easy to guess. It should not be a word or
sentence found in dictionaries, or a phrase that could be easily associated with wou.

A good passphrase will contain a mixture of letters, numbers and punctuation. Passphrases
are recommended to have a length of 20 or more characters.

Encryption passphrase:

<G00 Back: <Cont inue>

<Enter: activates huttons



28. On the next screen, type your passphrase again to confirm it and press “enter.”

[11]

Re-enter passphrase to verify:

<Go Back:

Partition disks |

Please enter the same passphrase again to werify that you have typed it correctly.

<Cont inues

huttons




29. On the next screen, choose “Configure the Logical Volume Manager” and press “enter.”

[11] Partition disks

This is an overwview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Yolume Manager
Configure encrupted wolumes

Encrypted volume (sdaS_crypt) - 32.0 GB Linux device-mapper (crypt)
#1 2.0 GB f extd
SCSI3 (0,0,0) (sda) - 128.8 GE ATA YBOX HARDDISK
#1 primary 4.0 GB fat3z
#2 primary 92.8 GB B fata3z
#5 logical 32.0 GB K crupto (sdaS_crypt)
SCEI4 (0,0,0) (=sdh) - 4.1 GE PNY USE 2.0 FD
#1 primary 4.1 GB B fata3z
SCSIS (0,0,0) (sdc) - 16.2 GB PNY USE 2.0 FD
#1 primary 16.2 GB F extd Shoot

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back>

<F1> for help; <Tab> mov ] {Ente tivates huttons



30. On the next screen, choose “yes” and press “enter.”

[11] Partition disks |

Before the Logical Yolume Manager can be configured, the current partitioning scheme has
to be written to disk. These changes cannot be undone.

After the Logical WYolume Manager is configured, no additional changes to the partitioning
scheme of disks containing physical volumes are allowed during the installation. Please
decide if you are satisfied with the current partitioning scheme before continuing.

The following partitions are going to be formatted:
Encrypted wolume (sdaS_crypt) as extd

Hrite the changes to disks and configure LWM?

cTabs mow elects; <Enter: actiwvates buttons




31. On the next screen, choose “create volume group” and press “enter.”

[V1] Partition disks
Summary of current LWM configuration:
Free Physical wolumes: 0
Used FPhysical Yolumes: 0
Yolume Groups: 0
Logical Volumes: 0

LYM configuration action:

<Go Back:

» for help; <Tabk: ; <Enter: activates buttaons




32. At the next screen, you will be asked to choose a “volume group name.” Type “vg” and
press “enter.”

[T Partition disks
Flease enter the name wou would like to wse for the new wolume group.

Yolume group name:

<Go Back: <Cont inues

es buttons




33. On the next screen, you will be asked to choose devices for the new volume group. You
want to choose your encrypted partition. It will appear as
“/dev/mapper/PartitionDeviceName_crypt”. In the example below, it is
“/dev/mapper/sda5_crypt.” Select the box next to that entry and press the space-bar to
enable it. When you enable it, an “*” will appear in the box. Then press “enter” to
continue.

[11] Partition disks |
Flease select the dewices for the new wolume group.
You can select one or more devices.

Devices for the new wolume 2roup:

o I B o I o I
M M ™ M

<G00 Back: <Cont inue>

<Entery activates buttons




34. On the next screen, select “create logical volume” and press “enter.”

[1!] Partition disks
Summary of current LvM configuration:

Free Phuysical Yolumes:
Used Physical Yolumes:
Yolume Groups:

Logical Volumes:

0
1
1
0

LYH configuration action:

Display configuration details
Create wolume Zroup

;  logical wolume

Delete wolume group

Extend wolume group

Finish

<Go Back:

cFl1> for help; <Tab> moves lects; <Enter: actiwvates buttons



35. On the next screen, press “enter” to select “vg” and continue.

| [1!] Partition disks |

Flease select the wolume group where the new logical wvolume should be created.

Yolume group:

<Go Back:

<Tab: moves; lects; <Enter:> activates buttons




36. At the next screen, you will be prompted to create a logical volume name. Type “root” and
press “enter.”

[T Partition disks

Flease enter the name you would like to wuse for the new logical wolume.

Logical wolume name:

<Go Back: <Cont inues

<Taby moves; selects; <Enter: activates buttons



37. At the next screen, you will be asked to enter the logical volume size. If you are installing
this on a computer with less than 2 gigabytes of RAM, you will need to create an
appropriately sized swap partition or the system will not work! If you need a swap
partition, a roughly 2 gigabyte partition will be more than safe (but, you may choose a
smaller swap size depending on how much RAM is in your computer). Subtract 2 gigabytes
from the default logical volume size and enter that number for your logical volume size. In
the example below, the number would be changed from “32044” to “30044.” After you have
entered the new size, press enter to continue.

If you do not need a swap partition, accept the default entry. Press “enter” and continue to
step 42.

[11] Partition disks |

Flease enter the size of the new logical wolume. The size may be entered in the following
formats: 10K (Kilobytes), 10M (Megabutes), 10G (Gigahytes), 10T (Terabytes). The default
unit is HMegabutes.

Logical volume size:
32044HB

<Cont inue>

«Tab> moves; <Space> selects; <Enter> activates buttons




38. You only need to do this step if you need a swap partition. If you do not need a swap
partition, skip to step 42. Select “create logical volume” and press “enter.”

[11] Partition disks

summary of current LWM configuration:

Free Physical Yolumes: 0
Used Physical Yolumes: 1
Yolume Groups: 1
Logical Wolumes: 0

L¥HM configuration action:

Dizplay configuration details
Create g

C te logical wolume

Delete wolume group

Extend volume group

Finish

<Go Back>

‘F1> for help; <Tab> mo lects; <Entery actiwvates huttons




39. You only need to do this step if you need a swap partition. If you do not need a swap
partition, skip to step 42. On the next screen, press “enter” to select “vg” and continue.

[11] Partition disks |

Please select the wolume group where the new logical wvolume should be created.

Volume group:
(2000ME )

<Go Back:

40. You only need to do this step if you need a swap partition. If you do not need a swap
partition, skip to step 42. At the next screen, you will be prompted to create a logical
volume name. Type “swap1” and press “enter.”

[I1] Partition disks |

Flease enter the name you would like to use for the new logical
valume.

Logical volume name:

<G00 Back: <Cant inues

k-

41. You only need to do this step if you need a swap partition. If you do not need a swap
partition, skip to step 42. Next, accept the default size and press “enter.”

[1'1] Partition disks |
Flease enter the size of the new logical wolume. The size may be
entered in the following formats: 10K (Kilobytes), 10M (Megabytes),
106G (Gigahytes), 10T (Terahytes). The default unit is Megahytes.

Logical volume size:

<Go Back: <Cont inue:




42. On the next screen, select “finish” and press “enter.”

<F1> for help;

[V1] Partition disks

Summary of current LYM configuration:
Free Physical Wolumes: O

Used Physical Yolumes: 1

Yolume Groups: 1

Logical wWolumes: 1
LYM configuration action:

Display configuration details

Create volume group
Delete logical wvolume

Extend wolume iPDUE

<Go Back:




43. On the next screen, you will see a new entry for “LVM VG vg, LV root.” Choose the entry
directly beneath it and press “enter.”

[I'1] Partition disks |

This is an overwiew of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space fo create
partitions, or a device to initialize its partition tahle.

Guided partitioning

configure software RAID

Configure the Logical Yolume Hanager
Configure encrypted wolumes

Encrypted wolume (sdaS_crupt) - 32.0 GB Linux device-mapper (crypt)
Jz2.0 GB Ko Lwm
32.0 GB Linux device-mapper (linear)

] 32.0 GB

SCSIZ (0,0,0) (sda) - 128.8 GB ATA YBOX HARDDISK

#1 primary 4.0 GB fataz

#2 primary 92.8 GB B fat3z

#5 logical 32.0 GB K crypto {sdaS_crypt)
SCSI4 (0,0,0) (=dh) - 4.1 GBE PNY USE 2.0 FD

#1 primary 4.1 GB B fat3z
SCSI5 (0,0,0) (sdc) - 16.2 GB PHY USE 2.0 FD

#1 primary 16.2 GB F extd Shoot

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back:

» for help; <Tab> moves:; selects; <Enter: activates huttons




44. On the next screen, select “Use as: do not use” and press “enter.”

[I1] Partition disks |

You are editing partition #1 of LYM VG wg, LY root. Mo existing file sustem was detected
in this partition.

Fartition settings:
do not use
Copy data from another partition
Erase data on this partition

Done setting up the partition

<Go Back:

F1> for help; <Tab: mow sele 3 s hbuttons



45. On the next screen, select “Ext4 journaling file system” and press “enter.”

[V'] Partition disks
How to use this partition:

Journaling file system
Ext3 journaling file sJystem
Extz file system
btrfs journaling file sustem
JFS journaling file system
®FS Jjournaling file system
FAT16 file sustem
FAT3Z file system
suwap area
phusical wolume for encryption
do not use the partition

<Go Back>

‘F1> for help; <Tab> mow : BC ctivates buttons




46. On the next screen, select “Mount point: none” and press “enter.”

in this partition.

Partition settings:

<Go Back>

{ [!!] Partition disks

You are editing partition #1 of LWM WG wg, LV root. No existing file system was detected

Extd journaling file system

none
Mount options: defaults
Lakel: none
Reserved blocks: 5%
Tupical usage: standard

Copy data from another partition
Erase data on this partition
Done setting up the partition

<Fil: for help; <Tab: mo

s huttons




47. At the next screen, select “/ - the root file system” and press “enter.”

[V'] Partition disks
Mount point for this partition:

/- the root file

fhoot - static files of the boot loader
Jhome — user home directories

Atmp - temporary files

Jusr - static data

Auar variable data

fsry - data for services provided by this sustem
Jopt add-on application software packages
Ausrslocal - local hierarchy

Enter manually

Do not mount it

<Go Back>

ctivates buttons



48. At the next screen, select “done setting up the partition” and press “enter.”

in this partition.

Partition settings:

<Go Back>

| [!1!] Partition disks

You are editing partition #1 of LWM WG wg, LV root. No existing file system was detected

Use as: Ext4 journaling file sustem

Mount point: £

Mount options: defaults
Label: nane
Reserved blocks: 5%
Tupical usage: standard

Copy data from another partition
Erase data on this partition
Done setting up the partition

<F1> for help; <

s huttons




49. You only need to do this step if you created a logical volume for a swap partition. If you
did not create a logical volume for a swap partition, skip to step 53. If you created a
logical volume for your swap space, you will also see a new entry entitled “LVM VG vg, LV
swapl.” Choose the entry directly beneath it and press “enter.”

[11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), a free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical VYolume Manager
Configure encrypted wolumes

Encrypted wolume (sdaS5_cryptl - 32.0 GB Linux device-mapper (crypt)
#1 32.0 GB K 1vm

LM Y6 wg, LY root - 32.0 GB Linux dewice-mapper flinear)
#1 32.0 GB f extd 7

LM WG vii LY swaﬁl - 2.0 GB Linux device—maiﬁer tlinear)

SC5I3 (0,0,0) (sda) - 128.8 GB ATA WBOX HARDDISK

#1 primary 4.0 GB fat3z

#2 primary 92.8 GB B fat3z

#5 logical 32.0 GB k. crypto {sdaS_crypt)
SCEI4 (0,0,00 (sdh) - 4.1 GB PWY USE 2.0 FD

#1 primary 4.1 GB B fat3z
SCSIS (0,0,0) isdcy - 16.2 GB FNY USB 2.0 FD

#1 primary 16.2 GB Fextd shoaot

Undo changes to partitions
Finish partitioning and write changes to disk

<Go Back:

> for help; <Tah» ; lects; <Enter> activates buttons



50. You only need to do this step if you created a logical volume for a swap partition. If you
did not create a logical volume for a swap partition, skip to step 53. On the next screen,
select “Use as: do not use” and press “enter.”

51. You only need to do this step if you created a logical volume for a swap partition. If you
did not create a logical volume for a swap partition, skip to step 53. On the next screen,
select “Swap area” and press “enter.”




52. You only need to do this step if you created a logical volume for a swap partition. If you
did not create a logical volume for a swap partition, skip to step 53. At the next screen,
select “done setting up the partition” and press “enter.”

[1'] Partition disks |

You are editing partition #1 of LWM WG we, LY swapl. No existing file
system was detected in this partition.

Fartition settings:

Use as: swap ares

Copy data from another partition
Erase data on this partitiaon
Done setting up the partition

<Go Back:

53. On the next screen, select “finish partitioning and write changes to disk” and press “enter.”

| [!!'] Partition disks

This is an overview of your currently configured partitions and mount points. Select &
partition to modify its settings (file system, mount point, etc.), & free space to create
partitions, or a dewvice to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical wolume Manager
Configure encrupted wolumes

Encrypted volume (sdaS_crypt) - 32.0 GB Linux device-mapper (crypt)
#1 32.0 GB K lvm
LWM WG we, LV root - 32.0 GBE Linux device-mapper (linear)
#1 2.0 GB f extd £
SCSI3 (0,0,0) (sda) - 128.8 GE ATA WBOX HARDDISK
#1 primary 4.0 GB fataz
#2 primary 92.8 GB B fata3z
#5 logical 32.0 GB K crupto (sdaS_crypt)
SCEI4 (0,0,0) (sdhb) - 4.1 GB PNY USE 2.0 FD
#1 primary 4.1 GB B fat3z
SCSIS (0,0,0) (sdc) - 16.2 GB PNY USE 2.0 FD
#1 primary 16.2 GB F extd Shoot

s to partitions
ition and write ct

<Go Back>

1> for help; <Tab: mo: sele <Ente tivates buttons




54. If you decided you did not need a swap partition, the next screen will inform you that you

haven't selected a partition for swap space and ask if you want to return to the partitioning
menu. Select “no” and press “enter.”

[11] Partition disks |

You hawve not selected any partitions for use as swap space. Enabling swap space is
recommended so that the sustem can make better use of the available physical memory, and
s0 that it behaves hetter when physical memory is scarce. You may ex<perience installation
problems if uyou do not have enough phusical memory.

If you do not €0 back to the partitioning menu and assign a swap partition, the
installation will continue without swap space.

Do Jou want to return to the partitioning menu?

<Go Back:

> MO 1 i <Enter: activates buttons



55. The next screen will ask if you want to write the changes to disk. Select “yes” and press
“enter.”

[11] Partition disks |

If you continue, the changes listed below will be written to the disks. O0therwise, you
will be ahle to make further changes manually.

The partition tables of the following devices are changed:
LvM WG wg, LY root

The following partitions are going to be formatted:
L¥YM WG wg, LY root as extd

Write the changes to disks?

<Tab> mow elects; <Enter: activates buttons




56. The installer will next go trough the process of “configuring apt” and installing various
software. At the next prompt, you will be asked if you want to “participate in the package
usage survey.” Select “no” and press “enter.”

[!] Configuring popularity-contest

The system may anonumously supply the distribution developers with statistics about the
most used packages on this sustem. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week,
sending statistics to the distribution developers. The collected statistics can be wviewed
on http://popcon.debian.orgs.

This choice can be later modified by running "dpkeg-reconfigure popularity-contest'.

Farticipate in the package usage surwvey?

<Yess By

<Tab> mow elects; <Enter: activates huttons




57. The installer will again perform some tasks until it prompts you to “choose software to
install.” You only want to install the “Debian Desktop Environment.” Unselect the other
chosen items by moving the arrow key until they are highlighted and pressing the space bar.
When the “*” disappears, the item is unselected. When your screen looks like the screen
shot below, press “enter” to continue.

[!]1 Software selection

At the moment, only the core of the suystem is installed. To ftune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Continues




58. The installer will now begin retrieving files and will then install them. This will take a long
time. Eventually, you will be asked if you want to “Install the GRUB boot loader to the
master boot record.” The screen shot below will not likely look the same as your's, as it will
probably have discovered additional operating systems. This is not something you need to
be concerned about. Select “no” and press “enter.”

| [!] Install the GRUE hoot loader on a hard disk |

It seems that this new installation is the only operating system on this computer. IT so,
it should he safe to install the GRUB boot loader to the master boot record of your first

hard drive.

Warning: If the installer failed to detect ancther operating sustem that is present on
your computer, modifuying the master boot record will make that operating suystem

temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUE hoot loader to the master boot record?

<GOo Back:

i <Enter: activates buttons




59. The next screen will ask you to type the “Device for boot loader installation.” In step 2 of
this chapter, you were instructed to make a note of the device name that was the USB flash
drive where you were installing Debian. The example used in this tutorial was “sdc.” You
need to enter the device name for your USB flash drive. However, the name needs to be
preceded by “/dev/”. Thus, in the example in this tutorial, the entry would be “/dev/sdc”.
You need to enter the name of your device which will be in the format of
“/dev/YourDeviceName” and press “enter.”

1 [!'!1] Install the GRUB boot loader on a hard disk |

You need to make the newly installed system bootable, by installing the GRUB boot loader
on a hootable dewvice. The usual way to do this is to install GRUB on the master boot
record of your first hard drive. If you prefer, you can install GRUE elsewhere on the
drive, or to another drive, or even to a floppy.

The device should he specified as a device in Adev. Below are some examples:
- "sdevssda' will install GRUB to the master boot record of your first
hard drive;
"sdewssdaz' will use the second partition of your first hard drive;
“sdewssdes' will wuse the first extended partition of your third hard
drive;
“sdevsfdo' will install GRUB to a floppu.

Device for hoot loader installation:

<Go Back: <Cont inues

huttons



60. Now the installer will go through the process of finishing the installation. You will
eventually be informed that the installation is complete. Remove the Debian Install Disk and
press “enter.”

NOTE: If the installation process took long enough to make you run out of time, you can
shut down your computer at this point after the installer goes through the clean up process
and restarts the machine. You can then continue from step 61 at a later time.

[11] Finish the installation |

Inztallation complete
Installation is complete, so it is time to boot into your new sustem. Make sure to remove
the installation media (CD-ROM, floppies), so that you boot into the new system rather
than restarting the installation.

<Go Back: <Continues




61. The installer will eventually reboot your computer. As your computer restarts, you need to
get into a boot menu again in the same manner the you did in step 4 of chapter 1. When you
activate the boot menu, choose your USB flash drive on which you installed Debian.
Eventually, you will be prompted to choose a boot selection. It will default to Debian and,
thus, you can either press “enter” or wait for the timer to run out. The example screen below
may not look exactly the same as your's. But, it is essentially the same thing.

GNU GRUB wersion 1.99-27+deb?uZ

Debian GNU-Linux, with Linux 3.2.0-4-686-pae

Use the t and 1 keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line,

The highlighted entry will be executed autiﬁaticallg in 3=.




62. The next screen will prompt you to “enter passphrase.” This is the encryption passphrase
you created in step 27 of this chapter. You will not see any symbols on your screen when
you type your password. While this may seem odd, it is for security reasons. Someone
watching your screen won't be able to determine the length of your passphrase. Type your
passphrase and press “enter.”

Booting ’Debian GNUsLinux, with Linux 3.2.0-4-amd64’

Loading Linux 3.2.0-4-amdb4

Loading initial ramdisk

Loading, please wait...

Unlocking the disk rdevsdisksby-uunid-Qaaba4fc-?a9d-43cb-b7a0-aPed54356bdb (sdaZ_
crypt)

Enter passphrase:

63. Debian will now go through its boot process. Eventually you will reach the login window.
When you reach the login window, press “enter” or click on “user.”




64. On the next screen, you will be prompted for your password. Before typing your password,
click on the pull down menu that says “system default” and select “GNOME Classic.” Then,
type the password you created for “user” in step 19 of chapter 1 and press “enter.” Debian
will use “GNOME Classic” for every other login until you choose something different. You
won't ever need to.

System Default Cancel




65. When you reach the Debian desktop, click on Applications in the upper right corner, then
choose “Accessories — Root Terminal.”

NOTE: Whenever you use this command, you will have full root/administrative access
until you “exit” the session. Thus, be extra cautious in your session whenever you decide
to use this command. The changes you make can be damaging and permanent if you do
something wrong.

Applications Places
fE Accessories & Archive Manager
.-"'_Lll-. Games E Calculator
‘E&I Graphics Character Map
@ Internet @ Contacts
‘?‘j’ Office q Desktop Search
% Sound & Video L2l Disk Utility
LJ System Tools }&él Documents
6 Universal Access 2] Files
m gedit Text Editor
g Help

@ Main Menu

Root Terrnir_'ual.

Screensho *
Terminal

ﬂ Time Tracker

ﬁ Time Tracking Overview

z Tomboy MNotes




66. You will next be prompted to enter your password to perform administrative tasks. This is
the same password you chose for “user” in step 19 of chapter 1. Type your password and
click “ok.”

Enter your password to per‘Forr‘n

administrative tasks

The application ‘fusr/bin/x-terminal-emulator’ lets you

modify essential parts of your system.

Password: |e#sssess

i Cancel ||._




67. You will now be at a shell prompt as superuser (aka root") in a terminal program. Now you
need to create your key file to unlock your hard drive in the future. Type the following line
into the terminal:

dd if=/dev/random of=/keyfile bs=1 count=4096

This will create a 4 kilobyte key file of entirely random data. The process may take awhile.
In order to create more entropy for /dev/random and speed up the process, consider playing
the included games from the Applications menu. /dev/random will create entropy from your
mouse gestures and clicks in those games. When the process for generating the key file
finishes, a cursor will appear next to a new prompt.

NOTE: If you wish to use “copy and paste” throughout the guide for any terminal

commands in the Debian Host OS, press “CTRL-SHIFT-V” to paste what you copied from
this guide into a terminal session.

Terminal (as superuser)

File Edit WView Search Terminal Help

roct@debian: /home/user# dd if=/dev/random of=/keyfile bs=1 count=4096
A096+0 records in

A4396+0 records out

4096 bytes (4.1 kB) copied, 2576.45 s, 0.0 kB/s

rooti@debian: /home/user# I




68. When your key file is created, now you can edit your /etc/crypttab file. This is a file that
tells Debian how to handle encrypted drives on boot. Type “nano /etc/crypttab” in your

terminal window.

Terminal (as superuser)

File Edit View Search Terminal Help
root@debian:/home/user# dd if=/dev/random of=/keyfile bs=1 count=40595

A6096+0 records in

409640 records out
4096 bytes (4.1 kB) copied, 2576.45 s, 0.0 kB/s

root@debian:/home/user# nano /etc/crypttabl




69. Now you need to change the existing line in /etc/crypttab to handle your future encrypted
key file. When you open /etc/crypttab, you will see something similar to the screen shot
below:

Terminal (as superuser)

File Edit View 5Search Terminal Help
GNU nano 2.2.6 File: /etc/crypttab

Bda5 crypt UUID=fccelefd-3994-48aa-97dd-35874c092403 none luks

[ Read 1 1line ]
@e Get Help @ WriteOut @R Read File @ Prev Page @d Cut Text @8 Cur Pos
iy Exit g Justify @l Where Is @@l Mext Page g UnCut Textid To Spell

Make note of the section called “sda5_crypt” in the above example. “sda5” is the device
name for the encrypted hard drive. It may be something different for your computer (for
example, “sda6”). You will need this information steps in 70 and 81.



Move the cursor to the far right with your arrow keys and then erase “none luks” with the
backspace key. Then add:

/boot/keyfile.gpg  luks,keyscript=/lib/cryptsetup/scripts/decrypt_gnupg

Terminal (as superuser) _ o

File Edit View Search Terminal Help
GNU nano 2.2.6 File: fetc/crypttab Modified

sda5_crypt UUID=fcceleB®d-3994-48aa-97dd-35874c092403 /boot/keyfile.gpg luks,keyscript=/lib/cryptsetup/scripts/decrypt_gnupg

We Get Help e WriteOut Bi Read File Wl Prev Page By Cut Text B® Cur Pos
B Exit @ Justify @ Where Is @l Mext Page B UnCut Text gl To Spell

Press the “Control” and “X” key at the same time. When prompted to “save modified

[{=})

buffer,” type “y” and press the enter key.

Terminal (as superuser) _ | o

File Edit View Search Terminal Help
|| GNU nano 2 L vp Modified

sdab5_crypt UUID=fcceleld-3994-48aa-97dd-35874c092403 /boot/keyfile.gpg luks,keyscript=/1ib/cryptsetup/scripts/decrypt_gnupg

2 (ANSWERING "MNo" WILL DESTROY CHAMGES) ?

Cancel




Press “enter” when prompted with “File Name to Write: /etc/crypttab”.

Terminal (as superuser) — | O

File Edit View Search Terminal Help

GNU nano 2. 5 ) Modified

sdaS_crypt UUID=fcceleld-3994-48a5-97dd-35874c092403 /boot/keyfile.gpg luks,keyscript=/lib/cryptsetup/scripts/decrypt_anupg

File Name to Write: HE PP
@t Get Help LBy DOS Format B Append R Backup File
® Cancel ik Mac Format WEE Frepend




70. Now you need to add your key file to your LUKS keyring. You will need the device name
for your encrypted hard drive that I told you to make note of in step 69. In my case, it is
“sda5.” Type the following in your terminal window and press “enter”:

cryptsetup luksAddKey /dev/YourDeviceName /keyfile
When prompted to “Enter any passphrase,” type the passphrase you created for your

encrypted hard drive in step 27 of this chapter and press “enter.” If the process was a
success, you will return to the command prompt.

Terminal (as superuser)

File Edit View Search Terminal Help

root@debian: /home/user# cryptsetup lukshAddKey /dev/sdab /keyfile
Enter any passphrase:
root@debian:/home/user# I




71. Now you need to encrypt your key file with the “gpg” program. Type the following line at
your command prompt and press “enter”:

gpg -c --cipher-algo AES256 /keyfile

When prompted to “Enter passphrase,” either use the same passphrase you chose in step 27
of this chapter or create something new that is just as long and random. Retype your
passphrase to confirm it when prompted. This will now be the passphrase you need to
enter when you boot up Debian in the future.

Terminal (as superuser) - [ O

File Edit View Search Terminal Help

root@debian: /home/user# gpg -c --cipher-algo AESZEE /keyfile

gpg: directory "/root/.gnupg' created

gpg: new configuration file "/root/.gnupg/gpg.conf' created

gpg: WARNING: options in “/reoot/.gnupg/gpg.conf' are not yet active during this run
apg: keyring " /root/.gnupg/pubring.gpg’ created

Enter passphrase:

If all went successfully, you will be returned to a command prompt with no error message.




72. Next, type “mv /keyfile.gpg /boot/keyfile.gpg”and press “enter.” This will move a copy of
your encrypted key file to your USB Boot Key if you ever need it in the future.

Terminal (as superuser)

File Edit WView Search Terminal Help
root@debian:/home/user# mv /keyfile.gpg /boot/keyfile.gpdl]




73. Now you need to update your boot process to actually use the encrypted key file. Type
“update-initramfs -u” and press “enter.” If all goes well, you will be returned to a
command prompt with no error messages and your screen will look similar to the shot
below. Do not worry about the “Warning: GnuPG key /boot/keyfile.gpg is copied to

initramfs” message. That is supposed to happen.

Terminal (as superuser)

File Edit View Search Terminal Help

root@debian:/home/user# update-initramfs -u
update-initramfs: Generating /boot/initrd.img-3.2.0-4-amd64

WARNING: GnuPG key /boot/keyfile.gpg is copied to initramfs
root@debian:/home/user# |




74. Now it is time to restart your computer. Click on “user” in the top right corner of your
desktop and select “Shut Down.”

e Available

Busy

System Settings

Lock Screen
Switeh User

Log Out...

Shut Down... [+

In the window that appears, click on “Restart.”

Shut down this system now?

You are currently logged in as "user”,
This system will be automatically shut down in 40 seconds.

. %_ﬂeﬁtﬂrt 3 Cancel Shut Down




75. As your computer restarts, you need to get into a boot menu again in the same manner the
you did in step 4 of chapter 1. When you activate the boot menu, choose your USB flash
drive on which you installed Debian. Eventually, you will be prompted to choose a boot

selection. It will default to Debian and, thus, you can either press “enter” or wait for the
timer to run out.

GNU GRUB wersion 1.99-27+deb?uZ

Debian GHU-Linux, with Linux 3.2.0-4-686-pae

Use the Tt and | keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands

before booting or 'c’ for a cummand—linif
The highlighted entry will be executed autohatically in 3s.




76. Eventually you will be prompted to enter your passphrase. Enter the passphrase you chose
in step 71 of this chapter and press “enter.”

Booting “Debian GHU-sLinux, with Linux 3.2.0-1-amdb64’

Uolume group "vg" not found

Skipping volume group wvg
Unable to find LUM volume vg-root
Performing GPG key decryption
Enter passphrase for key ~boot-keyfile.qgpg:

77. Debian will now go through its boot process. Eventually you will reach the login window.
When you reach the login window, press “enter” or click on “user.”




78. On the next screen, you will be prompted for your password. Type the password you created
for “user” in step 19 of chapter 1 and press “enter.”

©




79. When you reach the Debian desktop, click on Applications in the upper right corner, then
choose “Accessories — Root Terminal.”

NOTE: Whenever you use this command, you will have full root/administrative access
until you “exit” the session. Thus, be extra cautious in your session whenever you decide
to use this command. The changes you make can be damaging and permanent if you do
something wrong.

Applications Places
fE Accessories & Archive Manager
.-"'_Lll-. Games E Calculator
‘E&I Graphics Character Map
@ Internet @ Contacts
‘?‘j’ Office q Desktop Search
% Sound & Video L2l Disk Utility
LJ System Tools }&él Documents
6 Universal Access 2] Files
m gedit Text Editor
g Help

@ Main Menu

Root Terrnir_'ual.

Screensho *
Terminal

ﬂ Time Tracker

ﬁ Time Tracking Overview

z Tomboy MNotes




80. You will next be prompted to enter your password to perform administrative tasks. This is
the same password you chose for “user” in step 19 of chapter 1. Type your password and
click “ok.”

Enter your password to per‘Forr‘n

administrative tasks

The application ‘fusr/bin/x-terminal-emulator’ lets you

modify essential parts of your system.

PEESWﬂrd: s BBEBAIBEN

i Cancel || OK K |




81. Next, you need to remove the initial passphrase you created for your encrypted hard drive
partition in step 27 of this chapter. The LUKS encryption system uses what is called a
keyring. At this point, you have two keys in your keyring: one containing the passphrase
you chose when installing Debian in step 27 of this chapter and one containing the key file
you created and added to the keyring in steps 67-73 of this chapter.

Removing the passphrase you created in step 27 will make it so that your key file is the only
means to unlock your encrypted hard drive. This provides strong security since you will
never know the contents of the key file. As a human, it's unlikely that you could remember
4096 bytes of random characters. Thus, if you lose or destroy your USB flash drive boot
key, the data on your hard drive is irrecoverable. You will need the device name for your
encrypted hard drive that I told you to make note of in step 69. In my case, it is “sda5.”
Type the following and press “enter”:

cryptsetup luksKillSlot /dev/YourDeviceName 0 --key-file /keyfile

If the process is successful, you will be returned to a command prompt with no error
message.

Terminal (as superuser)

File Edit View Search Terminal Help

root@debian: /home/user# cryptsetup lukskKillSlot /dev/sdab 0 --key-file /keyfile
root@debian: /home/usar# I




82. Now it is time to securely remove your unencrypted key file from your hard drive. This
further minimizes the risk of a potential attacker ever discovering it. If you ever need access
to your unencrypted key file in the future, remember that you have an encrypted version of it
stored on your boot key as “keyfile.gpg.” Type “shred -n 30 -uvz /keyfile” and press
“enter.” When the process is over, type “exit” and press the “enter” key, or click on the “x”
in the upper right corner to c lose the window.

Terminal (as superuser)

File Edit Wiew Search Terminal Help
root@debian: /home/user# shred -n 30 -uvz /keyfile

Congratulations! You have finished up the lengthy process of installing Debian onto an
encrypted hard drive with a secure USB boot key. Continue on to the next chapter for the
final steps of installing Debian and Whonix.



Chapter 3. Final Debian Tweaks and Whonix Installation

You are almost done with the Debian install! There are now only a few more steps you need
to take. If you desire, you can take a break here and start from this chapter at another time. But, if
you're ready to go, let's get started.

1. First, let's set up your networking connection. It is ideal to use a wired network connection
for security reasons. If you left your wired connection plugged in, Debian's network
manager should automatically detect it and connect to the Internet. If you prefer to remain
using a wired connection only, you can skip to Step 5. But, if you prefer to use a wireless
connection, or if you used one during the initial install in chapters 1 and 2, do a right-click
(or Control-Key + Click if on a Mac) on the Gnome Network Manager icon in the upper
right hand corner. The Gnome Network Manager icon will look like either of the following
icons:

Emable Metworking
Enable Motifications

Connection Information

Edit Connections...




2. When the Network Manager window appears, click on the “Wireless” tab and click “add.” If
you configured a wireless connection during the install phase, click on your existing
wireless connection and select “edit.”

Metwork Connections

1) '§' Mobile Broadband | @ VPN | # DSL.

Last Used 4




3. If you are setting up your wireless connection for the first time, type the name for your
wireless connection in the spaces next to “connection name” and “SSID.” Then, uncheck
the checked box next to “connect automatically.” Allowing your computer to automatically
connect to your wireless connection opens up an opportunity for an attacker to compromise
your security.

If you are editing an existing connection, uncheck the checked box next to “connect

automatically,” click “save,” close the Connection Manager window and continue to
step 5.

Editing MyWifi

Connection name: | MyWifi

Infrastructure

BSsSID:,

Device MAC address;

Cloned MA C address:

MTL: .autumatic

% Available to all users Cancel




4. Next, click on the “Wireless Security” tab. Select “WPA & WPA2 Personal” for “Security.”
Then type the password for your wireless router in the “Password” field. Then click “Save.”

If your router is still configured to use WEP for security, you should change it immediately.

WERP is notoriously insecure and can often be cracked in less than 1 minute.

When this process is finished, click the “X” in the upper corner of the Gnome Network
Manager at the main screen to close the window. To connect to your wireless connection
now and in the future, simply click on the Gnome Network Manager icon in the upper right
corner and choose the network profile you created.

Editing MyWifi

Connection name: 'Meriﬁ

Connect automatically

Wireless i||I Wi

Security;

Password,

! Show password

%" Available to all users Cancel




5. Next, click on “Applications” in the upper left hand corner of your desktop and select
“Accessories —» Terminal.”

Applications Places

;E Accessories b & Archive Manager
.ﬂ] — 3 E Calculator
‘Eﬁ Granlics ) @ Character Map

@ Internet ? @ Contacts

?’“_ﬁ Office Cl Desktop Search

R

b

HN sound & Video

e

xw_; System Tools

iy Disk Utility
@ Documents
=1 Files

@ gedit Text Editor
& Help

@ Main Menu

Foot Terminal
Screenshot
[ ] Terminal
_ﬂ Time Tracker

L

L

@ Universal Access

ﬁ Time Tracking Overview
ﬁ Tomboy Motes



6. Next, you need to give yourself root/administrative privileges to install additional software.
Type “sudo -i” at the command prompt. When prompted for your password, type the same
password you chose for “user” in step 19 of chapter 1.

NOTE: Whenever you use this command from a terminal session, you will have full
root/administrative access until you “exit” the session. Thus, be extra cautious in your
session whenever you decide to use this command. The changes you make can be
damaging and permanent if you do something wrong.

ADDTIONAL NOTE: If you wish to use “copy and paste” throughout the guide for any
terminal commands in the Debian Host OS, press “CTRL-SHIFT-V” to paste what you
copied from this guide into a terminal session.

user@hostname: ~ - | O

Filew Edit View Search Terminal Help
User@hostname =$su:ia "—i

[sudo] password for user: -



7. Now you need to install VirtualBox, Tor and ufw. VirtualBox is the software that will run the
Whonix virtual machines. Tor is a strong anonymizing proxy service that will enable you to
download Whonix anonymously. Ufw is a software that will configure firewall rules for
your OS. At the command prompt, type “apt-get install virtualbox tor ufw” and press
“enter.” When asked if “you wish to continue,” type “Y” and press “enter.”

Terminal (as superuser) bl L

File Edit Wiew Search Terminal Help

root@debian:/home/user# apt-get install wirtuslbox tor Ufw

Reading package lists... Done —

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
Tibcurl3 libgsocap2 libgtd-network libgtd-opengl libgt4-xml Libgtcored
libgtdbusd 1ibgtguid libvncserver® tor-gecipdb torsocks virtualbox-dkms
virtualbox-gt

Suggested packages:
qtd-gtconfig Libvncserver®-dbg mixmaster xul-ext-torbutton socat tor-arm
polipo privoxy apparmor-utils virtualbox-guest-additions-iso vdeZ

The following NEW packages will be installed:
Tibcurl3 1libgsoap? 1ibqtd-network 1ibgtd4-opengl libgtd4-xml libgtcored
libgtdbusd libgtguid libwncserver® tor tor-gecipdb torsocks virtualbox
virtualbox-dkms virtualbox-gt ufw

B upgraded, 16 newly installed, 0 to remove and 0 not upgraded.

MNeed to get 29.1 MB of archives.

After this operation, 186 MB of additional disk space will be used.

Do you want to continue [Y/n]? Yl




8. Next, enable your firewall. Type “ufw enable” at the command prompt and press “enter.”
UFW should inform you that it is active. It will remain active through every reboot.

Terminal (as superuser) = LT

File Edit View Search Terminal Help

root@debian: /home/useré# Ufn 't_aﬁabl"e'-
Firewall is active and enabled on system startup
root@debian: /home/user#

After you have enabled ufw, you need to “exit” your root/administrative privileges. Type
“exit” at the command prompt and continue to the next step.

I root@hostname : ~# exit

9. Next, type “cd Downloads” to change your directory to the Downloads directory. You are
going to download all of the Whonix related files here.

user@debian: ~ - | O

File Edit View Search Terminat Help
user@debian:~$ ﬂ:ﬁLBmm"ér;&ﬁﬁ



10. Now you are going to download the Whonix-Gateway virtual machine. You will use a
program called “wget” to download the file. If the connection gets interrupted for any
reason, using the following command will continue downloading the Whonix-Gateway
anonymously over the Tor Network from where you left off. Type
“torsocks wget -c http://mirror.whonix.de/9.6/Whonix-Gateway-9.6.ova”and press
“Enter.”

user@debian;: ~/Downloads - [ O

File Edit View Search Terminal Help

user@debian:~/Downloads$ torsocks wget -c http://mirror.whonix.de/9.6/Whonix-Gat
eway.9.6.ova

11. When you have successfully downloaded the Whonix-Gateway, it is time to download the
Whonix-Workstation. Type
“torsocks wget -c http://mirror.whonix.de/9.6/Whonix-Workstation-9.6.ova”
and press “enter.”

user@debian: ~/Downloads - B

File Edit View Search Terminal Help

user@debian:~/Downloads$ torsocks wget -c http://mirror.whonix.de/9.6/Whonix-Wor
kstation.9.6.oval}

12. Now, download the verification signatures for the Whonix virtual machines. The verification
signatures will allow you to test if the virtual machines have been tampered with. First,
download the Whonix Gateway OpenPGP Signature. Type
“torsocks wget -c https://www.whonix.org/download/9.6/Whonix-Gateway-9.6.ova.asc”
and press “enter.”

user{@debian: */Downloads - | O

File Edit WView Search Terminal Help

user@debian:~/Downloads$ torsocks wget -c https://www.whonix.org/download/9.6/Wh
onix-Gateway-9.6.0va.asc

13. Next, download the Whonix Workstation OpenPGP Signature. Type
“torsocks wget -c https://www.whonix.org/download/9.6/Whonix-Workstation-
9.6.0ova.asc” and press “enter.”

user@debian: ~/Downloads - | O

File Edit View Search Terminal Help

user@debian:~/Downloads$ torsocks wget -c https://www.whonix.org/download/9.6/Wh
onix-Workstation-9.6.ova.asc



14. Now, download the Whonix Signing Key. Type
“torsocks wget -c https://www.whonix.org/patrick.asc” and press “enter.”

user@hostname: ~/Downloads H o '_ :

File Edit View Search Terminal Help
user@hostname:~/Downloads$ torsocks wget https:// www.whonix.org/patrick.asc

15. Now, import the developer's signature key by typing “gpg --import patrick.asc” and
pressing “enter.”

user@hostname: ~/Downloads Hﬁ x

File Edit View Search Terminal Help
user@hostname :~/Downloads$ gpg --import patrick.ascl

When finished, your screen should look similar to the one below. You may see some various
errors or warnings. None of these are usually of any significance and will likely relate to the
fact that you haven't used GPG to create your own key yet. The output of importance to you
is highlighted in red below.

[ user@hostname: ~/Downloads wﬁd

File Edit View Search Terminal Help

user@hostname:~/Downloads$ gpg --import patrick.asc
gpg: directory " /home/user/.gnupg' created

gpg: new configuration file " /home/user/.gnupg/apg.conf' created

gpg: WARNING: options in “/homefuser/.gnupg/gpg.conf' are not yet active during
this run

gpg: keyring " /home/user/.gnupg/secring.gpg' created

gpg: keyring " /home/user/.gnupg/pubring.gpg' created

! Jhome/user/.gnupg/trustdb.gpg: trustdb created

ghg: no ultimately frustéd keys found
userghostname:~/Downloadss$ I




16. Next, verify the signature key using its fingerprint. Type
“gpg --fingerprint 916B8D99C38EAF5E8ADC7A2A8D66066A2EEACCDA” and press
“enter.”

user@hostname: */Downloads Hﬂ

File Edit View Search Terminal Help

user@hostname:~/Downloads$ gpg --fingerprint 916B8L99C38EAFSEBADCTAZABDGEEOGGAZEE
accoaAfl

When finished, your screen should look the same as the one below. If it does not, you may
have a bad signature. Download it again as described in step 14.

user@hostname: ~“/Downloads m

File Edit View Search Terminal Help

user@hostname:~/Downloads$ gpg --fingerprint 916B8LOSC3BEAFSEBADCTAZABDELOGEAZEE
ACCDA

user@hostname : ~/Downloads$ I



17. Next, test the integrity of Whonix-Gateway-9.6.0va by typing:

“gpg --verify-options show-notations --verify Whonix-Gateway-*.ova.asc Whonix-
Gateway-*.ova” and then press “enter.” This may take a short while.

user@debian: “~/Downloads - [.O

File Edit View Search Terminal Help

user@debian:~/Downloads$ gpg --wverify-options show-notations --verify Whonix-Gat
eway-*.ova.asc Whonix-Gateway-*.ova

When the verification is done, your screen should look similar to the screen shot below. If
you see “gpg: Good signature from "Patrick Schleizer <adrelanos@riseup.net>”" and
“gpg: Signature notation: file@name=Whonix-Gateway-9.6.0va” on your screen, then
you have successfully verified the integrity of the image. The warnings that appear after that
line can be ignored. However, if you see “gpg: BAD signature from "Patrick Schleizer
<adrelanos@riseup.net>"” or a file@name that is different than “Whonix-Gateway-
9.6.0va” on your screen, delete the image and do not use it. This means the image has
probably been tampered with or got corrupted during the download process. Try
downloading the image again at a later time.

user@debian: ~/Downloads i (1

File Edit View Search Terminal Help

user@debian:~/Downloads$ gpg --verify-options show-notations --verify Whonix-Gat

eway -* _ova.asc Whonix-Gateway-*.ova

gpg: Slgnature made Mon 19 Jan 2015 05:45:41 PM EST using RSA key 1D /77BB3C48

gpa: ‘signature from "Patrick Schl <adrelanos sup.nets"

gpg: Signature notatlon: issuer- Fp|@notatlonq openpgp.flfthho|seman net=6E979B828

AGF37C43BE30AFALICEEBDEEBEY 7EB3C48

gpg: Signature notation: file@name=whonix-Gateway-9.6.ova

gpg: WARNING: This key is not certified with a trusted signature!

apg: There is no indication that the signature belongs to the owner.

Primary key fingerprint: 916B 8099 C38E AFSE BADC 7AZA 8D66 066A ZEEA CCDA
Subkey fingerprint: 6E97 9B28 ABF3 7C43 BE3Q AFAl CBBD LOBB 77BB 3C48

user@debian:~/Downloads$ I




18. Now, test the integrity of Whonix-Workstation-9.6.o0va by typing:

“gpg --verify-options show-notations --verify Whonix-Workstation-*.ova.asc Whonix-
Workstation-*.ova” and then press “enter.” This may take a short while.

user@debian: “/Downloads - [ O

File Edit View 5Search Terminal Help

user@debian:~/Downloads$ gpg --verify-options show-notations --verify Whonix-Wor
kstation-*.ova.asc Whonix-Workstation-*.oval]

When the verification is done, your screen should look similar to the screen shot below. If
you see “gpg: Good signature from "Patrick Schleizer <adrelanos@riseup.net>”" and
“gpg: Signature notation: file@name=Whonix-Workstation-9.6.0va” on your screen,
then you have successfully verified the integrity of the image. The warnings that appear
after that line can be ignored. However, if you see “gpg: BAD signature from "Patrick
Schleizer <adrelanos@riseup.net>"” or a file@name that is different than “Whonix-
Workstation-9.6.0va” on your screen, delete the image and do not use it. This means the
image has probably been tampered with or got corrupted during the download process. Try
downloading the image again at a later time.

user@debian: ~/Downloads = =

File Edit WView Search Terminal Help

user@debian:~/Downloads$ gpg --verify-options show-notations --verify Whonix-Wor

kstation-*.ova.asc Whonix-Workstation-*.ova

ggg;_algpaturapmade Mon 19.Jan 2015 05:46:14 PM EST using RSA key 10D 7/BB3C48

gpg: Good signature from "P hleizer <adrelanos@riseup.net>"

gpg: Signature notation: issuer- fpr@notatlone openpgp fifthhorseman.net=6E979B28

ABF37C43BE3BAFA1CBBDSEER7/BB3C48

gpg: Signature notation: file@name=Whonix-Workstation-9.6.ova

gpg: WARNING: This key is not certified with a trusted Slgnature'

gpg: There is no indication that the signature belongs to the owner.

Frimary key fingerprint: S916B BDSS C38E AFSE BADC 7AZA BDEG6 BEGA ZEEA CCDA
Subkey fingerprint: 6E97 SB28 AGF3 7C43 BE3@ AFAl CBBD S50BB 77BB 3C48

user@debian:~/Downloads$ [

When this step is over, type “exit” and press “enter” or click on the “x” in the upper right
corner when this step is done. You will not need the terminal again.



19. Now it's time to import the Whonix images into VirtualBox. Click on “Places” in your upper
left hand screen and select “Downloads.”

Applications  Places

Home Folder

Desktop

Documents
E Music
Pictures
Videos
Downloads

Computer

ey 4.0 GB Filesystem

i 32 GB Unrecognized

@ Metwork

Connect to Server...

Recent Documents

20. In the window that appears, double click on the file named “Whonix-Gateway-9.6.ova.”

Downloads - ( O

File Edit View Go Bookmarks Help

Devices < EHome HENTTEECE |Q search
] 34 GB Unrec... |

Personal File Sharing

c " Launch Preferences
OITPHYEY \You can receive files over Bluetoath into this folder

[ Home

[ Documents . w | | I
B Downloads Whaonix-Gateway- Whonix- Whonix- Whonix-Gateway-
9.6.0va Workstation-9.6.ova Workstation-9.6. 9.6.0va.asc

Music ova.asc
[& Pictures

Videos |

& File System patrick.asc




21. VirtualBox will now open automatically. Eventually, it will open then “Appliance Import
Wizard.” Click on “Import.”

- Pt P

Appliance Import Wizard

Appliance Import Settings

|, E < S

These are the virtual machines contained in the appliance and the suggested
settings of the imported VirtualBox machines. You can change many of the
properties shown by double-clicking on the items and disable others using the
check boxes below.

| Description Configuration |l

:Virtual System 1

%8 Name Whenix-Gateway =
@ Product Whonix-Gateway

& Vendor Whanix

@ Vendor-URL https:/fwww.whonix.org Tl
@ Version 3

# Guest OS Type {t| Debian

[ cpu 1

it pam FEA MR v

[] Reinitialize the MAC address of all network cards

! Import !| Cancel

L




22. A “Software License Agreement” window will pop up informing you of various

information, including what to do if you intend to run the Whonix Gateway on low RAM
systems. Click “Agree” to continue.

CHHFH SR RS

T

Software License Agreement

The virtual system "Whonix-Gateway" requires
that you agree to the terms and conditions of the
software license agreement shown below.

Click Agree to continue or click Disagree to cancel
the import.

FHF GATEWAY - LOW RAMY? 3¢

If your computer has 2GB or less RAM, set the
|RAM for Whonix-Gateway to 1 28MB to
|automatically boot into a command-line

environment. The Gateway will work normally,

| and yvou can configure it via the command-Lline. If |f

Print.. || Save.. , Disagree .i ﬁ_graaﬁi

T

L T

23. When the import process is complete, make a snapshot of the Whonix Gateway virtual
machine. This will provide you with an easy back up to restore from in case your virtual

machine ever has problems. Click on the button that says “Snapshots” in the upper right
corner of the VirtualBox Manager.
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24. Click on the icon that looks like a camera located above “Current State.

File Machine Help

ﬁ:} Q:;;\} % ‘l:l/ i) Details | Snapshots

Mew Settings Start Discard

 Current State

25. A window will pop up entitled “Take a Snapshot of Virtual Machine.” Choose an
appropriate label for your snapshot, or just accept the default, and click “OK.”

Take Snapshot of Virtual Machine

Snapshot Name
{original Install]

Snapshot Description

Help Cancel




26. Close the “VirtualBox Manager” and go back to the window displaying your Downloads
Folder. It is now time to install the Whonix Workstation. Double click on “Whonix-
Workstation-9.6.ova.”

Devices

Computer
Home
Documents
& Downloads
& Music
Pictures
Videos
|#] File System

=] 34 GB Unrec...

Downloads —| O

File Edit View Go Bookmarks Help

< [BElHome [zl eni | Q Search

Personal File Sharing

Launch Preferences

You can receive files over Bluetooth into this folder
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Whaonix-Gateway- Whonix- ' Whonix- Whonix-Gateway-
9.6.0va Workstation-9.6,ova Workstation-9.6. 9.6.0va.asc
ova.asc

patrick.asc

27. VirtualBox will now open automatically. Eventually, it will open then “Appliance Import
Wizard.” Click on “Import.”

Appliance Import Wizard
Appliance Import Settings

These are the virtual machines contained in the appliance and the suggested
settings of the imported VirtualBox machines, You can change many of the
properties shown by double-clicking on the items and disable others using the
check boxes below.

De“”p““”c“”ﬁg“r“'“” A
f %8 Name Whonix-Workstation ‘ -

& Product VWhonix-Waorkstation |

& Vendor Whonix ‘

@ vendor-URL https:/fwww. whonix.org il

& Version é ‘

43 Guest OS Type (| Debian

3 cpU 1 I
L pam FARAMB. L3

[] Reinitialize the MAC address of all network cards

! Import *|| Cancel |




28. A “Software License Agreement” window will pop up informing you of various

information, including what to do if you intend to run the Whonix Gateway on low RAM
systems. Click “Agree” to continue.

Software License Agreement

The virtual system "Whonix-Workstation"
requires that you agree to the terms and
conditions of the software license agreement
shown below.

Click Agree to continue or click Disagree to cancel
the import.

| # For internet access, Whonix-Workstation e
| requires that Whonix-Gateway be running. #

i L o 1 i 1
| HH WORKSTATION LOW RAM? ##
HHFHHHFHHHF S

| If your computer has less than 2GB RAM, you can
| lower the RAM for Whonix-Workstation to |[~]
|' |

Disagree || &ﬂrgq._;-kj

Print... |! Save...




29. When the import process is complete, make a snapshot of the Whonix Workstation virtual
machine. This will provide you with an easy back up to restore from in case your virtual
machine ever has problems. Click on “Whonix-WorkStation” and then click on the button
that says “Snapshots” in the upper right corner of the VirtualBox Manager.
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30. Click on the icon that looks like a camera located above “Current State.”
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31. A window will pop up entitled “Take a Snapshot of Virtual Machine.” Choose an
appropriate label for your snapshot, or just accept the default, and click “OK.”

Take Snapshot of Virtual Machine

@i Snapshot Mame

== Iﬂriginal fr15taLI.|

Snapshot Description

Help Cancel OK




32. To conserve space, you can now delete the Whonix files you downloaded. Go back to your
“Downloads Folder” window and select all the files. Then, click on the “Edit” menu in the
upper left area of the window and choose “Move to Trash.”
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33. Next, click on the “Trash” icon towards the lower left side of the “Downloads Folder”
window and click “Empty Trash.”

File Edit View Go Bookmarks Help
Computer

& Home

=

Documents

3 Downloads
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B Pictures Whonix- Whonix- Whanix-Gateway- Whenix-Gateway-
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(B Videos ova.asc

[ File System

34. When asked if you wish to “empty all items from Trash, “click on “Empty Trash.” This will
free roughly 3.3 gigabytes of hard drive space.

r’l:l‘j Empty all items from Trash?

ALl items in the Trash will be permanently deleted.

Cancel

After you have emptied the Wastebasket, you can close the file explorer window.



35. Now you should tweak a couple settings in Debian. Click on “user” in the upper right corner
and then click on “System Settings.”
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Lock Screen
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Log Out...

Shut Down...




36. In the window that appears, click on “User Accounts” which is towards the bottom.
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37. In the next screen, click on the “unlock” button in the upper right corner.

User Accounts

!I“-"h,.- Account

|~ -
. user e

! Administrator

Other Accounts

Account type  Administrater
Language British English
Login Options
Password eeses

Automatic Login

38. You will be prompted for your user password. Type it and click “authenticate.”

- I TN

Authenticate

Authentication is required to change user data

An application is attempting to perform an action that requires privileges.
Authentication is required to perform this action.

e e e e
Password: (esssssssssss

+ Details

Cancel




39. Click on the button that is in the “OFF” position next to “Automatic Login.” When switched
“ON,” this will remove the requirement to type your user password to login to Debian on
boot. Since you have an encrypted hard drive with a passphrase, this extra login check is not
necessary.

User Accounts |I'_'Jfﬁ‘c:<!]

P 8 Lock |
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@ user sy
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Login Options
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40. Next, click on the button in the upper left corner with the six squares on it. This will take
you back to the main system settings screen.
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Login Options
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41. Next, you need to disable all of your microphone/sound inputs. VirtualBox does not
currently have a setting to disable sound input in its current version. As a result, booting a
virtual machine can enable your microphone (if you have one) which is a security hazard.
Click on the “Sound” icon in system settings.

System Settings —w\tl'-"'_ :
|| 2
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and Lock Accounts Language
Hardware
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42. In the next screen, click on the “Input” tab.

Sound - | X

Output volume: o) \/ ) m

'Im Hardware | Sound Effects | Applications |
. _—

Choose a device for sound output:




43. Click on the “ON/OFF” button next to the Input Volume bar to set the device to “OFF.”

Sound

Cutput volume: & - . <) _ON. -

| Output | Input \Hﬁrsfwarﬂ."a Sound Effects  Applications |

Input volume: @, V. ' QQ
L

Input Level: anogoanoaoonoooaaonaonnoaonnnn

Connector: l Micmphnne! Microphone 1

Choose a device for sound input:

-—::;-i: Built-in Audio Analog Stereo




44. Click on the pull down menu next to “Connector.” Go through each device that is listed and
set them all to “OFF” as you did in step 43. When you have finished, close the window.

Sound =

Output volume: oy 1) m‘

) !
Qutput| Input | Hardware | Sound Effects | Applications
Input volume: @, | | N | OFF
Input level:
Connector: | Microphone / Microphone 1 . v

Choose a device for sound input:

i

-lh_[ Built-in Audio -Analﬂg_ Steren

When you boot any virtual machine in the future, a microphone icon may appear in
your status bar. In the example below, the icon appears towards the far left. If it looks
like the following, grayed out with an “x” in the corner, it is muted.

However, if the microphone icon looks remotely similar to the one pictured below, then
your microphone is on. Right click on it and choose “mute.”




45.

Now you are ready to run Whonix for the first time. In the “Oracle VM VirtualBox
Manager,” click on “Whonix Gateway” and click “Start.” Since this might be your first
time using VirtualBox, there is an issue that may confuse. When you click on any
running Virtual Machine (whether Whonix-Gateway or Whonix-Workstation), it will auto
capture your mouse. This is by design. However, your mouse may appear to get stuck
inside the virtual machine if you try to get to another window running outside your virtual
machine. If you experience your mouse getting stuck, simply press the “Right Control Key”
and VirtualBox will release your mouse.

Note: Depending upon the size and resolution of your monitor, you may discover that the
Whonix Gateway window cannot display everything and, as a result, has scrollbars. To
work around this, you can either run the Whonix Gateway in “Scaled Mode” by pressing
“RIGHT-CTRL C” or in “Full Screen Mode” by pressing “RIGHT-CTRL F.” If you wish
to exit either mode, you simply press the same keys used to enable them.

Machine Help

5 @)

Settings Star K Discard

|{E}Qefail5 (2] Snapshots (1)

Whonix-Gateway (Snapshot 1) =] General =l Preview
@ Powered Off

Mame:  Whonix-Gateway

Whonix-Workstation (Snapshot OS5 Type: Debian
@) Powered OFff

Whonix-Gateway

System

Base Memory: 768 MB ;

Boot Order: Floppy, =
CD/DVD-
ROM, Hard
Disk




46. A window will appear to start the Whonix Gateway boot sequence. You'll first see the
GRUB menu. You can let it automatically boot with the default.

GHU GRUB wversion 1.99-27+deb?ul

Whonix GHU-Linux, with Linux 3.10-3-686-pae

Use the T and } keys to select which entry iz highlighted.
Press enter to boot the selected 03, 'e’ to edit the commands

» »

before booting or "¢’ for a command-line.




47. Since it is your first time running the Whonix Gateway, it is going to run through a number
of procedures and reboot once. Eventually, when it finishes its boot process, a window will
appear entitled “First Boot Notice.” After reading it, click the “No” button to prevent from

reappearing on boot.

First use notice.




48. Next, the “Important Information About Whonix” will be present.. Click on
“Understood/Verstanden” to continue.




49. Next, an additional “Important Information About Whonix” window will appear. Click on
“Understood/Verstanden” to continue.




50. The next window will ask if you wish to automatically install updates from the Whonix
Team. Choose “Yes” and click “OK.”

51. Next, you will be asked which repository you'd like to receive updates from. Choose
“Whonix Stable Repository” and click “OK.”

52. The next screen will ask you how you want to connect to the Tor Network with a “which of
the following applies to you” prompt. For the purposes of this tutorial, it is assumed that you
live in a jurisdiction where connecting to the Tor Network is not something that has any
legal consequence. However, this is not the case in all jurisdictions throughout the
world. Please make sure that connecting to the Tor Network is something that is safe in your
locale. If you are confident that using the Tor Network is safe in your locale, select option #1
and press “enter” or click on “< OK >.”




53. The next screen will as if you wish to “connect to the Tor network now.” Press “enter” or
click “< Yes >” to continue.

54. At the next screen, press “enter” or click “< OK >” to reload Tor and check its status.

55. At the next screen, you should be informed that “Tor was successfully reloaded.” Press
“enter” or click on “< OK >” to continue.




56. The Whonix Gateway will now go through a secure time synchronization procedure, in
addition to checking the status of the connection and checking for software updates. When it
finishes, you will see a window appear similar to the screen shot below. Click on the “OK”
button if visible, or the “x” in the upper right corner of the results window to close it.

mnhcheckj Whomix%satcwiy] 0.4-1 | @ @ @ "@




57. Click on the “X” in the upper right corner of the “whonix-autosetup” window to close it.

: whonix-autosetu Lramr=) q

ni

' INFO;

| ~  whonix-autosetu




58. Now you should be at the Whonix Gateway Desktop. It's time to change the default
passwords and install the latest updates to the Whonix Gateway. Double click on the
“Konsole” icon to get to a command prompt.




59. Eventually you will come to a command prompt. At the command prompt, type “sudo -i”
and type “changeme” when prompted for “password for user.”

from the lo
three thing

[sudo] password for user: []

60. Now you need to change the default passwords. Again, don't choose a password that's easy
for a machine or human to guess. Type “passwd” and press “enter.” You will be prompted to
enter a new password. You will then be asked to confirm it. If the process is successful,
your screen will look like the screen shot below.

ootPhost ! #home/usert

nter new UNIX password:

letype new UNIX password:

asswd: password updated successfully
ootPhost: home usertt _

61. Next, change the password for the “user” account on the Whonix Gateway. Type “passwd
user” and press “enter.” You will be prompted to enter a new password. You will then be
asked to confirm it. If the process is successful, your screen will look like the screen shot

below.

ootPhost: homesuserst |
nter new UNIX password:
Retype new UNIX password:

asswd: password updated successfully
oot@host: home user# _




62. Now it is time to update the Whonix Gateway with any recent patches or software upgrades.
Type “apt-get update & & apt-get dist-upgrade” and press “enter.”

root@host i homesusertt apt-get update && apt-get dist-upgrade_

Apt-get will download the most current list of packages and patches. When asked if you

({2

want to continue, type “y” and press “enter.” Since this is your first time doing a system
upgrade, it is likely that you will have a large amount of data to download. Thus, this
process may take some time.

Calculating upgrade. .. Done
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libglibd . 0-0 1il i1t
Lilbk 1 libk -
libpan-modules libpam-runtine artedddeb libplymouthZ
libsglited-6 lib=zs10.9.8 i v idl 1ibxm inux-f irnuare
Limux=ge ic linux=-inage=-Z.6 generic 1inux neric login mount
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I wud phpS-cli phpS-common phpS 31 plymouth

plymouth-theme-ubuntu-text python python-apt python-minimal
= init-utils tar tzdata udeuv update-manager-core upstart linux
uuid-runtime xkb-data

31 upgrar v 1 newly installed o remove and © not upgraded

eegd to i 13508 of '
After this operation, 16 if additional disk space will be used.
Do you want fto continue [Ysnl7

Note: During the distribution upgrade process, you may be prompted to select various
options. It is generally best to simply go with the defaults. If, however, you are ever
prompted to overwrite a file, choose the option that keeps the original “local version”
instead unless the new file has “.whonix” as a filename extension.
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63. When the process finishes and you are returned to the command prompt, click on the “x” to
close the window.
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64. Now it is time to prepare to start the Whonix Workstation. You need to get back to the
VirtualBox Manager. However, when moving your mouse around, you'll probably notice
that it is stuck inside the Whonix Gateway virtual machine window. This is by design. To
release the mouse from the Whonix Gateway (or any virtual machine in the future), press the
“right-ctr]l” key (or the equivalent key if you use an Apple computer).

It will probably be more user friendly for you to run the Whonix Workstation in “Full Screen
Mode.” Unfortunately, a “Mini Toolbar” is present in VirtualBox's “Full Screen Mode” by
default, which can cause the mouse pointer to seem sluggish when used near the bottom of
the screen on a number of computers. Before starting the Whonix Workstation, let's address
that. Click on “Whonix Workstation” in the VirtualBox Manager and then click the
“Settings” button.
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64b. Next, click on the “Advanced” tab. Then, click on the check box next to “Mini
Toolbar” so it is unmarked. Then, click the “OK” button.
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64c. Now, with the “Whonix-Workstation” selected, click the “Start” button.
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65. A window will appear to start the Whonix Gateway boot sequence. You'll first see the
GRUB menu. You can let it automatically boot with the default.

NOTE: At this point, you will probably enjoy “Full Screen Mode” more. Press “RIGHT-
CTRL F” to run it in “Full Screen Mode.” If you wish to exit “Full Screen Mode,” simply
press “RIGHT-CTRL F” again.

GHU GRUB wversiom 1.99-27+deb?ul

Whonix GHU-Linux, with Linux 3.10-3-686-pae

Use the T and | keys to select which entry i=s highlighted.
Fress enter to boot the selected 05, "e’ to edit the commands

before booting or "¢’ for a command-line.
The highlighted entry will be executed automatically in Z=.




66. Since it is your first time running the Whonix Workstation, it is going to run through a
number of procedures and reboot once. Eventually, when it finishes its boot process, the
“Important Information About Whonix” window will appear. Click on
“Understood/Verstanden” to continue.




67. Next, an additional “Important Information About Whonix” window will appear. Click on
“Understood/Verstanden” to continue.




68. The next window will ask if you wish to automatically install updates from the Whonix
Team. Choose “Yes” and click “OK.”

69. Next, you will be asked which repository you'd like to receive updates from. Choose
“Whonix Stable Repository” and click “OK.”

70. At the next screen, press “Enter” to continue.




71. The Whonix Workstation will now go through a secure time synchronization procedure, in
addition to checking the status of the connection and checking for software updates. When it
finishes, you will see a window appear similar to the screen shot below. Click on the “OK”
button if visible, or the “x” in the upper right corner of the results window to close it.

=3 whonixcheck | Whonix-Workstation | 0.4-1 | R

INFO: Whonix is produced independently of, with no guarantee from, The Tor Project. Whonix is experimental
software. Do nat rely an it for strong anenymity bttps: fwww whonix org

s INFO; SocksPort Test Result; Connected to Tor, [P s s, Ko 10
INFO: TransPort Test Result: Connected to Tor [P Hs K. K00, K
INFO: Stream Isolation Test Result: Functional.

INFO: Whonix News Download Result: Installed whenix-werkstation-packages-dependencies version 0.4-1 is up to
date.

INFO: Whonix News Download Result: Installed Whonix Build Version 9 is up to date.

INFC: Whonix News Download Result: There is no news file available for whonix-workstation-packages-dependencies
version 0.4-1 yet.

INFC: Whonix News Download Result: There is ne news file available for Whonix Build Version g yet.

WARMNING: Debian Package Update Check Result: apt-get reports that  packages can be updated.
Please update Whonix-Gateway and Whonix-Workstation: (Open a terminal, Start menu -= Applications -> System =
Terminal.)

sudo apt-get update && sudo apt-get dist-upgrade

INFC: Whonix APT Repository, Enabled. When the Whonix team releases WHEEZY updates, they will be AUTOMATICALLY
installed (when you run apt-get dist-upgrade]) along with updated packages from the Debian team. Please read
https: www whonie orafwikiTrust to understand the risk. If you want to change this, use:

Start menu -= Applications = System -= Whonix Repository

INFO: Tor Browser Update Check Result: None installed, (fhome/userftor-browser_en-US does not exist.)

¥ OK

72. Click on the “X” in the upper right corner of the “whonix-autosetup” window to close it.

= [} ~: whonix-autosetu AL q

() ~ i whonix-autosetu



73. Next, you need to get to a shell prompt. Double click on the “Konsole” icon to open up a
terminal and reach a shell command prompt.

Connec

74. You need to reset the default passwords for the Whonix Workstation as well.
Type “sudo -i”and press “enter.” When prompted to enter “password for user,” type

“changeme” and press “enter.”

[suda] password for user: [J

75. Now you need to change the default passwords. Again, don't choose a password that's easy
for a machine or human to guess. Type “passwd” and press “enter.” You will be prompted to
enter a new password. You will then be asked to confirm it. If the process is successful,
your screen will look like the screen shot below.

ootPhost ! #home/usert
nter new UNIX password:
letype new UNIX password:

asswd: password updated successfully
ootPhost ! #home/usert




76. Next, change the password for the “user” account on the Whonix Workstation.
Type “passwd user” and press “enter.” You will be prompted to enter a new password. You
will then be asked to confirm it. If the process is successful, your screen will look like the
screen shot below.

rootfhost :homesusertt |
Enter new UNIX password:
etype new UNIX password:

passwd: password updated successfully
rootPhost:: home user# _

77. Now, update the Whonix Workstation with any recent patches. Type
“apt-get update & & apt-get dist-upgrade” and press “enter.”

root@host : ~homesusertt apt-get update && apt-get dist-upgrade_

Apt-get will download the most current list of packages and patches. When asked if you
want to continue, type “y” and press “enter.” Since this is your first time doing a system
upgrade, it is likely that you will have a large amount of data to download. Thus, this

process may take some time.
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Note: During the distribution upgrade process, you may be prompted to select various options. It is
generally best to simply go with the defaults. If, however, you are ever prompted to overwrite a file,
choose the option that keeps the original “local version” instead unless the new file has “.whonix”
as a filename extension.



78. When the process finishes and you are returned to the command prompt, click on the “x”

close the window.
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Congratulations! You have finished installing the “operating system” relating to the
“Safer Anonymous OS.” Feel free to take a break here. The next chapters will deal
with installing and/or using software in a secure and anonymous fashion over the

Internet. You can take a break from here if you like.



Chapter 4. Using Whonix Securely and Anonymously

If you made it this far, you're now ready to begin using Whonix. This tutorial is not intended
to be a full manual for everything involving Whonix or security and anonymity. However, you will
be given the basics on installing and using a number of very good tools. Additionally, unless
otherwise specified, all instructions are intended to be executed in the Whonix Workstation. To
learn more about Whonix and its various uses, it is strongly recommended that you visit and
read the following links:

e https://www.whonix.org/wiki/Documentation [ Whonix Documentation]
* https://www.whonix.org/wiki/Security Guide [Whonix Security Guide]
* https://www.whonix.org/wiki/Warning [Warnings Guide & Behavior to Avoid]

If you need any support or troubleshooting for using Whonix, please go to
https://www.whonix.org/forum.

As the first rule (or advice) going forward from this point, do not use Whonix to login to
any accounts that you have used without Whonix and can be traced to your identity. Consider
everything you do from here forward the creation of a new identity.

Additionally, when using this set up in the future, always boot the Whonix Gateway virtual
machine first in VirtualBox. If you boot the Whonix Workstation first, it won't work.

Finally, do not use the main Debian host operating system that you installed on your
computer for surfing the web or engaging in other net related activities! The goal is to keep
Debian as clean as possible. Surfing the web with the Debian host operating system opens up
greater possibilities that your machine may be infected with malware. If your Debian host operating
system becomes infected with malware, then your Whonix virtual machines are compromised as
well. Therefore, use Whonix Workstation for all your networking activities.


https://www.whonix.org/forum
https://www.whonix.org/wiki/Warning
https://www.whonix.org/wiki/Security_Guide
https://www.whonix.org/wiki/Documentation

Chapter 4a. Proper Start Up and Shut Down Procedures for Whonix

In order for Whonix to function as intended, there is a specific start up and shut down
procedure that you need to follow in the future. This chapter will explain how to do just that.

For an easy quick reference, here is the procedure:

Boot the Whonix Gateway first.

Boot the Whonix Workstation second.
Shutdown the Whonix Workstation first.
Shutdown the Whonix Gateway second.
Shutdown Debian last.

ik

Below are the slightly more detailed instruction.

1. When you have booted into Debian from your USB Flash Drive and reach your Dekstop,
click on “Applications — Accessories — VirtualBox” to open the VirtualBox Manager.
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z Tomboy Notes

E VirtualBox LJ‘




2. In the VirtualBox Manager, click on “Whonix-Gateway” and click “Start.” Whonix
Gateway must always be run first or the system won't work.
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3. When you reach the Desktop of the Whonix Gateway, go back to the VirtualBox Manager,
click on “Whonix-Workstation” and click “Start.” If your mouse is stuck in the Whonix
Gateway, remember you need to press the “right-ctrl” key to release it.
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When you reach the Desktop of the Whonix Workstation, you are ready to being using it as
you usually would any other computer.



4. When you are ready to shut down your computer, first make sure you have saved all
your work in the Whonix Workstation and closed the programs. Then, shut down the
Whonix-Workstation. Then, click on the “K” start button in the lower left corner of your
screen, hover the mouse over the “Leave” icon that appears in the right side of the Start
Menu and then click on “Shut down.”

User user on host

“ Search: |

Log out

Lock

Switch user

JIDR<E
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5. In the next window that appears, click on “Turn Off Computer.”

Turning off computer in 19 seconds.

Tum off computer [0

Cancel @




6. The next screen will prompt you to close “Abort active sessions.” Click on “OK” to
continue.

Turn Off Computer
Abort active sessions:

Session
user: TTY login

I

- @ cancel |

7. When the Whonix Workstation window closes from view, it is shut down. You can now
close the Whonix Gateway. To close the Whonix Gateway, switch over to the Whonix
Gateway window and repeat the choices made in steps 4-6 above. It is the exact same
process for shutting down the Whonix Gateway as it is for shutting down the Whonix
Workstation.



8. When the Whonix Gateway window closes from view, it is shut down. Now you can shut

down Debian. Click on the “user” menu in the upper right corner of your screen and click
“Shut Down.”

¢ Available

Busy
System Settings

Lock Screen
Switch User

Log Out...

Shut down ... i:,.

9. In the window that pops up, click “Shut Down.” Eventually your computer should power
off.

D | Shut down this system now?

" You are currently logged in as "user",
This system will be automatically shut down in 50 seconds.

Suspend Restart Cancel  Shut Down

Once your computer is powered off, you are finished. This is how you should start up and
shut down your system every time in the future.



Chapter 4b. Using the Tor Browser.

It may seem redundant to have an instructional section on something as simple to use as a
web browser. However, your web browser is often the most common piece of software that
attackers will manipulate to exploit you. The Tor Project has done a very good job in making the
Tor Browser as secure as possible. However, due to a debate about the trade off between usability
and security, the Tor Browser is currently set to allow all javascript to run.

The debate on the enabling or disabling of javascript is a fair one. Many web sites now
make use of multitudes of javascript to deliver their service or data. If javascript is disabled, then
the web sites often appear to be broken which will frustrate less patient users. However, javascript
is often a vulnerable vector that is leveraged by attackers, with one of the most notorious recent
examples involving infecting everyone who visited any server hosted by “Freedom Networking” on
the Tor Hidden Network with malware that exposed their real IP address. Whonix provides a very
good safe guard against leaking one's real IP address. But, there is no good reason to leave a door
open for malware infections. This chapter will instruct you on how to install the Tor Browser in
Whonix and how to make the most of the “NoScript” plugin, which will disable all javascript by
default, that comes pre-installed in the Tor Browser.

1. The Tor Browser does not come pre-installed on Whonix by default. However, the Whonix
Team has included a script on the Desktop that will install the Tor Browser. Thus, you first
need to double click on the “Update Tor Browser” icon on your desktop.

NOTE: As of time of publication, a bug is resulting in the installation of an Alpha version
of Tor Browser rather than the stable version. Alpha versions of software are not as tested
as the stable versions and are considered less secure as a result. If you wish to install the
stable version, please follow the alternative instructions at
https://www.whonix.org/wiki/Manually Updating Tor Browser. For more info on this bug,
follow the forum post at https://www.whonix.org/forum/index.php/topic,939.0.html.



https://www.whonix.org/forum/index.php/topic,939.0.html
https://www.whonix.org/wiki/Manually_Updating_Tor_Browser

2. A window will pop up a couple times informing you that it is checking for updates.

Eventually you will come to a window which will ask you if you want to install the Tor
Browser. Click on “yes.”

Tor Browser LUpdate Check (Whonix)

(2
>
(=

torbrowser Update Check (Whonix)

Currently installed version: Mone installed. (fhomefuserftor-browser_en-US does not
exist.)

online detected version(s) : 3.5.2.1 3.5.2

Install now?

3. A new window will eventually appear informing you that you are downloading the Tor
Browser. This process may take a few minutes. When it finishes, you will eventually come
to a window which asks if you want to run the Tor Browser. Click on “yes.”

Tor Browser Update Check (Whonix)

| Eal
L S o

Finished installing Tor Browser. Can be found in fhomejuseritor-browser_en-Us/,

Start Tor Browser?




4. In the next window that appears, you need to disable javascript via the NoScript plugin. The
NoScript icon will be to the left of the location bar in the browser and will look like the icon
below.

St

Click on the icon and select “Forbid Scripts Globally (advised)”.

jNew Tab x \L'ﬁ'
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St oty i)

Permanent "Allow" cornmands in private windows

Options...
About NoScript 2.6.9.10...

5. Now, click on the NoScript icon again and select “options.”
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6. In the next window that appears, click on the “Appearance” tab.

7. Click on the box next to “Temporarily Allow [...]” so that a check mark appears in it. You
want to enable this option.




8. Next, click the “OK” button to close the window.
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| Blocked Objects /| Revoke Temporary Permissions
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Donate Import Expaort Reset @ cancel | L -y_qr{_si‘

From now on, javascript, and other scripting, is disabled by default for every site you visit.
Additionally, you will have the option to temporarily allow individual scripts to run on
various sites. However, whenever you update the Tor Browser, NoScript will be reset to
enable all scripts. Thus, each time you update the Tor Browser, remember to disable all
scripting again in NoScript and configure as described in the steps above.



9. Now, try an example to get the feeling for how NoScript will work while you browse the
web. By default, most browser scripting is disabled. This provides protection against various
drive-by infections from sites hosting malware, obnoxious banner ads from advertisers, etc.
At the same time, it will require you to take some additional steps to get web pages that rely
on javascript to function properly. In Tor Browser, go to
https://www.youtube.com/watch?v=WaPni502Yyl

| Tor Browser

| New Tab x| =g

® @ v & 9| hitpsywwwyoutube com/watch7v=WaPni502Yy] v -ﬂ|

10. Notice that, aside from having a blank Youtube screen, you don't even see any player
controls. This is due to the fact that NoScript has blocked scripting. Thus, you need to
enable scripting from Youtube.com. Click the NoScript icon and click on “Temporarily
allow https://www.youtube.com.”

Anonyrmous Operation Last Resort - YouTube - Tor Browser

&

/ @ Anonymous Operatio... % | ==
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https://www.youtube.com/watch?v=WaPni5O2YyI

11. When the page reloads, eventually the video will begin to play.

| & Anonyrmous Operatioh Last Res... || 9P |

\:Q @%@% @" & J https /fwwwyoutube.comwatch?v=WaPniS 02yl - @
N(i]1] Tube operation last resort 4
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While the above example is specific to youtube.com, a similar process will apply to every
other web page you use. If you browse to a site and find that it is broken in a way that
makes it unusable, follow the steps you learned above with the quick reference below.

1. Be patient when learning what scripts need to run on various sites. Start by only
temporarily allowing the main domain name of the website in NoScript.

2. When the page reloads, if it works the way you like, you are done. If not, enable
other scripts that appear related to reload the page reload again with the
additional chosen scripts allowed. Do this until you find a combination that
works.

3. If you completely run out of patience, use the “Temporarily allow all this page”
option in NoScript.



12. When you are

done using the web page for which you temporarily allowed scripts to run, the

safest and most secure thing to do is close the Tor Browser and open it again if you wish to
continue using it. This will clear all of the temporary permissions you allowed in NoScript,
in addition to clearing all cookies, temporary browser data, etc. However, if you prefer not
to close the browser, you can disable the script permissions in NoScript the same way you

enabled them.

Click on the “NoScript” icon in your browser. Then, for every script that is

enabled click the option to “forbid” it.
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13. Once you have revoked the temporary permissions that you allowed for a site, you can either
browse to a new site or close the tab. The scripts will no longer be able to run on any
new web page you visit.

That's all there is to it. Keep in mind that, the less scripts you allow, the better. A solid
majority of scripts serve no extra purpose other than for various online entities to send you ads or
collect data about your browsing session. In the worst case scenario, it opens a vector to infect your
computer. While Whonix provides protections against some of the pitfalls that come with being
exploited by scripts, there is no reason to test fate. Thus, learn to live without scripting where
possible. To run the Tor Browser in the future, there is both a “Start Tor Browser” icon on your
Desktop, in addition to a quick launch icon next to the Start Button.



Chapter 4c. Using a Password Manager

Some of the most common mistakes people make involve the choice of a weak and easily
crackable password and/or reusing the same password for multiple accounts. It can be a frustrating
task for many people to choose different and complex passwords for every online account they use.
However, without doing that, if one of their accounts gets compromised, the attacker will very
likely have access to all of their accounts and will discover them shortly. Additionally, As of this
writing, CNET has reported that both the United States NSA and FBI have been asking service
providers for anything from individual user passwords to entire password databases.

No longer can the difficulty of remembering multiple complex passwords be an excuse for
dangerous behavior. The simple solution to the problem is a password manager. In this chapter,
you will install, and learn how to use, KeePassX, a secure and encrypted offline password generator
and manager.



1. First, double-click on the “Konsole” icon on your Desktop.

:I'

Apper:

2. At the command prompt, type “sudo apt-get install keepassx” and press “enter.” Type your
user password and press “enter” when prompted.

NOTE: If you wish to use “copy and paste” throughout the guide for any terminal
commands in the Whonix Workstation, and you are viewing this guide from within the

Whonix Workstation, press “LEFT-CTRL+SHIFT+V” to paste what you copied from this
guide into a terminal session.

userghost:

[sudo] password for user:

When the install process finishes and you have a command prompt, you can close the

Konsole terminal by typing “exit” and pressing “enter” or clicking on the “x” in the upper
right corner.



3. For simplicity, now add a shortcut for KeePassX to your desktop. Click on the K start button
and go to "Applications — Utilities." Right-click on "Cross Platform Password Manager"
and select "Add to Desktop." A shortcut to "KeePassX" will now be on your desktop.
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4. After you add the icon to the Desktop, the Start Menu will still be open. Click on "Cross
Platform Password Manager" to open KeePassX.
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5. When KeePassX opens, click on "File - New Database" to create your password database.

keePassX - Password Manager




6. You will now be prompted to choose a password for your database. Choose something
secure in a similar manner to how you chose passwords earlier in this tutorial and click

"OK." Remember that if you forget this password, you will not be able to access any of
the passwords you store in the database.
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7. When prompted to confirm your password, re-enter what you chose in step 6 and click
"OK.H

| i New Database
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Back




8. Next, save the database to create your database file. Click on “File — Save Database.”
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9. Now, choose a safe location and file name for your password database. When you have
chosen the location you want, click “Save.” In the example below, the database will end up
being saved as “mypass.kdb” in the “home” folder. This database will open automatically
the next time you open KeePassX.
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% Automatically select filename extension ( kdb)




10. Create a new account entry in the password manager. Click on “Entries” in the menu bar and
then click “Add New Entry.”
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From this point forward, it may be easier to create a dummy account to learn how to use
KeePassX. Open up Tor Browser and choose a site where you wish to create an account and
use it where appropriate with these steps. An easy and quick one to use is “safemail.net.”



11. In the window that appears, type the name of the site/service in the field called “Title” and
the username that you register with the Internet service/web-page in “username.” Then, click
on “Gen” to go to the password generation screen.
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12. The “Password Generator” window will now appear and look like the one below.

Click on the boxes next to “Ensure that password contains characters from every group” and
“Enable entropy collection” so that those options are enabled. When it appears, uncheck the
box next to “Collect only once per session” so that this option is disabled. These options will
remain the way you set them for each additional use.
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If your Password Generator now looks exactly like the one below, continue to the next step.
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13. Next, select the length of your password. Since you do not need to remember your password
(and may very well not want to ever remember it), you should ideally set the password to the
maximum length that the service allows. However, to prevent against brute force guessing
attacks, the default length of 25 above should be sufficient. When you've settled on a
password length, click on the “Generate” button.
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14. The “Entropy Collection” window will now appear. Move your mouse around and press

random keys to generate an entropy pool for the password generator. When it is finished,
click on the “OK” button.

| : (=] Random Number Generatar
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15. You will now be back at the Password Generator window. If you are curious to see what

your password looks like, you can click on the eyeball button next to the “New password”
field. Otherwise, click on “OK?” to continue.
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16. Now you will be back to the “New Entry” screen. Click on the “OK” button to continue.
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17. You will now be returned to the main screen of KeePassX. It is a good practice to save your
database whenever you add a new account and password to KeePassX. Thus, click on
“File — Save Database.”
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18. Now, whenever you need the password for an account, you can highlight the entry in
KeePassX and press “LEFT-CTRL C” or right-click on it and select “Copy Password to
Clipboard.” The password will be automatically cleared from your clipboard in 20 seconds.

'i— i3 (heme/user/mypass.kdb - KeePassx

4 Fle Entries Groups Wiew Extras Help
PR =L RalE]
|
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1 Copy URL ta Clipboard Ctri+!
I i Save Mtachment As
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2 ViEnFitEt e Ctri+G
<% Add New Entry., Ctrl+
¢ Wiew/Edit Entry.. Ctri+E
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Ready | A

If you were creating an account to follow along with these steps, now would be a good time
to test out using the password on that site. To use the password on any service, simply click
in the password field that it provides and press “LEFT-CTRL V” to paste the password in.

19. When you are finished using KeePassX, close it. There's no reason to leave it running the
whole time.

This concludes the basic instructions on using KeePassX in a secure manner. Use of
KeePassX as instructed above will result in passwords that are at low risk of being cracked by an
attacker, while also being individually unique to every service you use. It greatly minimizes the
fallout one can experience if an account they own is compromised and, thus, is one of the better
models to use.



Chapter 4d. Using the IRC and XChat

The Internet Relay Chat (IRC) is one of the best available technologies for real time group
conversations. Numerous different IRC networks exist that cater to multiple general interests to
incredibly niche interests. However, it is also a technology where a number of people who are
concerned about their privacy or anonymity have gotten exploited or have shot themselves in the
foot. This chapter will give you basic instructions on how to get started safely using the IRC.

XChat is a graphical IRC client that comes pre-installed with Whonix. As a result, most of
the settings that leave people vulnerable have been appropriately set by the Whonix developers.
Additionally, since all of your traffic is routed through the Tor network, this adds another layer of
security and anonymity to your IRC experience that simply didn't exist in the past. However, one
down side is that a number of IRC servers have intentionally blocked any incoming connections
from Tor. Circumventing the Tor blocking measures is a trivial task, but not a matter that will be
covered in this chapter. Instead, let's get you on a server that welcomes and embraces the Tor
Network where you can chat with us.

1. First, double-click on the “XChat IRC” icon on the Desktop.




2. Now, you need to tweak one setting before doing anything. In the window that opens, click
on “Settings — Preferences.”

o~ [ #Chat

X¥Chat \iew Server

e [

Window Help

|~ | Advanced

3. Click on the “Logging” tab and uncheck the box next to “Display scrollback from previous
session” and then click the “OK” button. If you do not do this, your system will log your
previous sessions automatically. If your computer is ever compromised, this could be data
that you would not want to be discovered.
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4. When you are returned to the main XChat screen, click on the “XChat” menu and then click
“Network List.” This will open up the Network List window which stores profiles for any
IRC server you desire to use.

XxChat [ Qg '

Xo T—
View Server Settings Window Help




5. In the “Network List” window that appears, click on “Add.”




6. A “New Network” profile will be created and highlighted in blue. In this example, type
“CGAN?” and press “enter.” This will be the profile for the Cyberguerrilla Anonymous
Nexus.

S S ¥Chat: Metwark List

User Information
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7. Next, click the “Edit” button.
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8. In the next window that appears, click on “Edit.” Then, type
“6dvj6vsimhny3anf.onion/6697” and press “enter.”

That address probably looks odd to you. This is a special address that is only available over
the Tor network. When connecting to a server with a “.onion” address on the Tor Hidden
Network, not only is your data connection encrypted between you and the server, you also
get greater anonymity protections than you would by merely connecting to a standard
Internet address like “cyberguerrilla.org.” Whenever you have the option of connecting
to a hidden service (a domain with a “.onion” suffix) for communication while using
Whonix, , whether in IRC or for any other service, use it.

| i) XChat; Edit CGAN
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Now, click the check boxes next to “Use SSL for all the servers on this network” and
“Accept invalid SSL certificate.” If your window looks like the screen shot below, click
“Close.”

Note: If possible, always enable the “Use SSL for all the servers on this network” option.
This will encrypt the data between your computer and the IRC server. If XChat complains
about the SSL certificate not being valid, this is either due to the IRC server being
compromised or, in most cases, the IRC server using a self signed SSL certificate (which is
not something you need to worry about). When connecting to a “.onion” address, lack of
SSL encryption between you and the IRC server is not something that needs to concern you
since the entire connection will be encrypted by the Tor Network.
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10. Next, click on “CGAN” and then click on the “Connect” button. This will connect you to the
CGAN IRC server.

REA =] ¥Chat MNetwork List

- User Information

Nick name: |user

Second choice; |user_

Third choice: |user_

User name: Iuser

Real name:! |user
Networks
E | oo
OFTC —
Edit...
Sort

Skip network list on startup




11. When you connect to the server, the “XChat: Connection Complete” window will appear.
This window can be more of a nuisance since, due to the instructions provided here for
using systems anonymously, it's of little use to you. Click on the circle next to “Nothing, I'll
join a channel later.” Then, uncheck the box next to “Always show this dialog after
connecting.” When the window looks like the one below, click the “OK” button to continue.

(i ¥Chat: Connection Complete

. Connection to CGAN complete.
In the Server-List window, no channel (chat room) has

been entered to be autormatically joined for this network.
What would you like to do next?
O Join this channel; |#

If vou know the name of the channel you want to join, enter it here.

N
21

O open the Channel-List window,

Retri




12. Now, change your nickname. It will default to “user.” To change your nick name, in the
white bar next to “user” at the bottom of the window, type “/nick YourDesiredNickname”
and press “enter.”

Note: Never choose a nickname that can be correlated to your real identity! This means
not to use any nickname which you've used or have been known by, whether it is something
your parents or friends called you or an alias you used online.

a = & =
| A

XChat “Wiew Server Settings Window Help
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*|35 :channels formed
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#|Current Global Users: 67 Max: 95

*|Cgan-71h.alu. je3reh . IP :is now your displayed host

*|luser sets mode +x user

*|user sets mode +w user

*|luser sets mode +1 user

*|luser sets mode +I user

*|user sets mode +T user

#|Chick's will be killed to counter botnet's cyberguerrilla's voodoo haz
grandes bolas!

#|#*% You are connected using SSL cipher "DHE-RSA-AES-256-CBC-SHAL"

user{;nick YourDesiredMick




13. If you intend to use this nickname again in the future, or if you want to take advantage of
additional identity masking by using a vhost (which you should and which will be
discussed in step 14), you should now register your nickname. To do this, you need to send
a specific message to the IRC server's “nickserv” service which will supply a password you
wish to use and a fake email address. Type “/msg nickserv register
[Password made with KeePassX] FakeEmail@lkdfgvirdfnvj.com”

Note: Use KeePassX to create a password and save it in its database along with the
nickname you chose.

¥|Current Global Users: 87 Max: 95

*|CghAn-71lh.alu.je3reh . IP :is now your displayed host

*luser sets mode +x user

¥luser sets mode +w user

¥luser sets mode +1 user

t|user sets mode +I user

*luser sets mode +T user

¥|Chick's will be killed to counter botnet's cyberguerrilla's voodoo haz grandes bolas!
¥|#%% You are connected using SSL cipher "DHE-RSA-AES-256-CBC-SHAL"

*|You are now known as YourDesiredNick

If you successfully registered your nickname, the server will send you a message stating
“YourDesiredNick is now registered” as shown below.

L;‘f’oL'JrDesi|'e|:1N:'Lck!user‘@Cc_;An-?r'lh.alu.je:-}reh.IP YourDesirledNick You are now logged in as YourDesiredhick
_Ni.:kSF.-rv-|YnurDesiredNick is now registersd to FakeEmail@lkdfgvirdfnvj.com, with the passwordKeePassXGeneratedPassword.

YourDesiredNick ||

In the future, when you choose the same nickname after connecting to the IRC server as you
did in step 12, you must supply the Nickserv with the password you set in the
instructions above. If you do not, the server will change your nickname to something else
in a certain period of time. To let the server know that you are the owner of a nickname type
“/msg nickserv identify KeePassXGeneratedPassword” and press “enter.”

rv-|This nickname is registered. Please choose a different nickname, or identify vwia /msg MickServ identify <password>.
-|You have 80 seconds to identify to your nickname before it is changed.

) e e e e e e e e e
*|You are now known as YourDesiredNick H

YourDesiredMick ]fmsg nickseny identify KeePass}(GeneratedPasswcrd_

14. Now, set up a virtual host, or vhost, for yourself. While a vhost may seem like overkill under
the circumstances since your IP address is already cloaked by Tor and probably the IRC
server, the type of masking the IRC server uses may still allow an observer to know you are
using Tor. There's no reason they need to know that. Thus, type “/j #vhost” to join the vhost
channel.

L;‘r’nﬂrDesiredNick!user@CgAn-ﬂh.alu.je3reh.IP YourDesiredNick :Yo
-MickServ- | YourDesiredMick is now registered to FakeEmail@lkdfgvirdfnvj.co

YourDesiredMick |,.f] #Ehug_‘!j‘


mailto:FakeEmail@lkdfgvirdfnvj.com

15. In the next window that opens, type “!vhost some.fake.host” and press “enter” to set your
virtual host. Different servers have different rules for how you can set a vhost. But, the
syntax for setting it is usually the same. From this point on, every time you identify your
nickname to the Nickserv, your vhost will be displayed. You do not need to create a vhost
every time you log in to the IRC server.

Note: Do not choose any fake host name that can be correlated to your identity. That
will include old inside jokes relating to gaming clans, old web forums where you were a
member, etc.

e [ XChat: YourDesirediick @ EGAN / #vhast (+CNRrit)
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16. If you successfully set your vhost, the server will inform you that you've been banned from
the channel. You can now close the channel window. Right-click on “#vhost” in the upper
right side of the XChat window and click on “close.” You can use this method to quit any
IRC channel in the future.
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17. Next, come join a channel where you can chat. An easy way to find channels on any server
is to use the “list” command. XChat provides a user friendly means of viewing the list. Click
on “Server — List of Channels.”

hl 5 WChat user@ CGAN

XChat View _ Settings  Window Help
& | Disconnect
=il Reconnect e
& |oin & Channel...

—i'
Marked Away Alt+a 1--

1 I [ T R 2 I EE R e |

18. A window will appear that provides various options. By default, it will filter out the listing
of any channel with less than 5 users present. You can change this if you desire. Otherwise,
simply click on the “Download List” button.

. ,‘,,:.. ;r;jjﬂf:hat: CII'I.EI'IHEI List TCGAI';J]

Displaying 0/0 users on 0/0 channels,

Channel + |Use |Topic

Find: | TGS
Search type:  Simple Search b

Look in: Channel name Topic Download
show only:  channels with |5 [:] to |o99s  |[7| users. @LEEHF:}




19. A list of available channels will now appear in your window. Join “#freeanons” to come and
chat with some of us. Click on “freeanons” and then click the “Join Channel” button. You
can then close the channel list window. In the future, if you already know a channel that you
wish to join, you can do so by simply typing “/j #YourDesiredChannel” and pressing
“enter.”
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20. Next, announce your presence to the channel. A simple “hi” will do. To chat with others in
the channel, simply type whatever you want to say in the section next to your nick name and
press “enter.” The #freeanons channel is mirrored across multiple different IRC networks.
While not always full of conversation, there are generally people around who will be eager
to welcome you and chat.

Suf i) XChat YourDesiredNick @ CGAN [ #freeanons [+Cntl
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The screen shot below is provided for reference. After you've typed something to be

displayed in the channel, it will be displayed next your nickname in grey. Text from other
users in the color red are messages intended for you. Text in regular black is general channel
chatter. You will also see some colored circles in the right column in most channels. The

more common ones are shown in the example. Anyone with a red circle next them is a Super

Operator in a channel. Those with green circles are Channel Operators. Think of these
people as administrators of the channel. They maintain control of the channel.
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21. When you wish to disconnect from the server, there are two ways to do this. If you only
want to disconnect from one server (it is possible to be connected to multiple servers at the
same time in XChat), type “/quit” and press “enter.” If you wish to disconnect from all the
servers and close XChat, simply click on the “x” in the upper right corner.

Fie [ XChat: YourDesirediick @ CGAN f #freeanons (+Cntl
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This covers the basics of connecting to, and using, an IRC server. For the future, remember
these important rules:

1.

2.

3.

4.
5.

Do not give any real personal information about yourself on the IRC if you
wish to keep your anonymity. IRC channels can be logged by anyone.

Be wary of clicking on any links that have been sent to you or posted in
channels. Various people may try to send you malware.

Do not ever use a nickname that you have used outside of Whonix. Additionally,
do not choose a nickname that can be correlated to your identity.

Do not chose a vhost that can be correlated to your identity.

Enable SSL encryption for any IRC server you use if possible.

Note: As you get more comfortable using XChat, you will probably notice that there are a
number of ways to store nicknames, either globally or specifically for certain IRC servers, and
passwords for various services, including Nickserv, on IRC servers. There is a reason you should
consider against using those features in XChat. This is due to the fact that XChat stores all of your
nicknames and passwords in a configuration file that is not encrypted. If an attacker
compromises your machine and views or copies your XChat configuration file, they will be
able to see every nickname and password that you have stored within it. Thus, it is safer to use
KeePassX to store all of your IRC account related personal/sensitive details.



Chapter 4e. Using an Instant Messenger

This chapter will instruct you on how to use an instant messenger account with the Off-The-
Record (OTR) plugin. OTR is a plugin that provides end-to-end encryption to instant messenger
sessions, thus making the chats much more secure. Before using an instant messenger, understand
the following issues with it, as detailed in the Whonix documentation at
https://www.whonix.org/wiki/Chat:

“Most of instant messenger protocols are unsafe from a privacy point of view. This is not a
Whonix specific problem. It is a general problem with instant messengers. [...]
Tor Exit Node eavesdropping can happen if no encryption to the server is enabled. Some protocols
have encryption disabled by default, some do not support encryption at all. See also Overview about

Pidgin protocols and their encryption features. If encryption to the server is enabled, the Tor Exit
Node can no longer eavesdrop. One problem solved, another problem remains unsolved.
The server could still gather interesting information.

* Account names
* Buddy list (list of contacts)
* Log login dates and times
* Timestamp of messages
*  Who communicates with whom
* If the recipient knows the sender and the recipient uses a non-anonymous account or
was ever logged in without Tor, this can be used as a hint who the sender is.

* Content of messages - Can be prevented using end-to-end encryption. This is covered [by]
OTR.

A server-based protocol designed with openness, security and privacy in mind is Jabber.”

With that in mind, it is strongly recommended that you use a Jabber account. As of this
writing, the most known Jabber server, Jabber.org, is not accepting new registrations. However, this
is unimportant. If you create a jabber account with any Jabber server, you will be able to
communicate with anyone who uses Jabber on any other server. Some Jabber servers offer different
encryption services than others. In this tutorial, the Tor hidden service for jabber.calyxinstitute.org
will be used as an example, which is a server with an A grade from the security rating system at

https://xmpp.net/result.php?domain=jabber.calyxinstitute.org&type=client.


https://xmpp.net/result.php?domain=jabber.calyxinstitute.org&type=client
https://tails.boum.org/todo/Pidgin_Protocol_Review/
https://tails.boum.org/todo/Pidgin_Protocol_Review/
https://www.whonix.org/wiki/Warning#Tor_exit_nodes_can_eavesdrop_on_communications
https://www.whonix.org/wiki/Chat

1. You first need to install two programs to use instant messaging, Pidgin and Pidgin-OTR.
Pidgin is your instant messenger client. Pidgin-OTR is a plugin for Pidgin that provides end-
to-end encryption between yourself and the person on the other side of your chat. If you do
not use Pidgin-OTR, assume that your communications can be intercepted and read.
To install these programs, first you need to open up a Konsole session. Double-click on
Konsole on your Desktop.

XChat JRC

2. At the command prompt in the window that appears, type
“sudo apt-get install pidgin pidgin-otr” and press “enter.” You may be prompted to enter
your password. Type your password and press “enter.” When asked “do you want to
continue? [Y/n]?” type “Y” and press enter.

3. When the installation process is finished and you've returned to a command prompt, type
“exit” and press “enter.”




4. For simplicity, now add a shortcut for Pidgin to your desktop. Click on the K start button
and go to "Applications — Internet." Right-click on "Internet Messenger" and select "Add to
Desktop." A shortcut to "Pidgin Internet Messenger" will now be on your desktop.
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5. After you add the icon to the Desktop, the Start Menu will still be open. Click on "Internet
Messenger" to open Pidgin.
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Wihinmie Fastiira Blan
o —

A B o)

Fawvorites Applications Computer Recently Used Leave

[4]¥]

m s = 3¢ /home/user/mypass.kdb - KeePassX




6. On the next window that appears, click on the “Add” button.

| W5 Accounts

Welcome to Pidgin!

You have no IM accounts configured, To start connecting with
Pidgin press the Add... butten below and configure your first
account. If you want Pidgin to connect to multiple IM
accounts, press Add... again to configure them all.

You can come back to this window to add, edit, or remove
accounts from Accounts=Manage Accounts in the Buddy
List window '

Close |




7. When the next window appears, open up an instance of KeePassX. Generate a password and
anonymous account name for your instant messenger account in KeePassX and save it.

8. Return to the Pidgin window. Now, you need to choose the protocol for Jabber. Click on the
pulldown menu next to “Protocol” and choose “XMPP.” XMPP is the protocol for Jabber.
Then, type the user name you wish to use next to “Username” and type
“jabber.calyxinstitute.org” next to “Domain.” Then, click on the checkbox next to “Create
this new account on the server.” Finally, click on the “Advanced” tab.

. |
@& Add Account ) ey

E‘Hsicq Proxy | voice and Video

Login Options

Protocol:

Username: -el_a_th_rgaﬁﬂﬁﬂ'nﬁxi S
Domain: " |iabber.calyxinstitute.org |-
Besource; I

Password: |

(] Remember password

User Options

Local alias: I
[ ] Mew mail notifications

[ ] Use this buddy jcon for this account:

gl RErmoye |

feadd |




Next, make sure the chosen option next to “Connection security” is “Require Encryption.”
Then, to use the Tor hidden service, type “ijeeynrc6x2uy5ob.onion” in the field next to
“Connect Server.” Then, uncheck the box next to “Show Custom Smileys.” Finally, click the
“Add” button.

. ﬁ ! &dd Account i Ve

Basic Advanced | proxy | voice and Video|

Connection security: | Re

[ Allow plaintext auth over unencrypted streams

Connect port: I5222

e

File transfer.pruxies: Iprnxy.eu.]abber.nrg

BOSH URL: |

Create this new account on the server

3;an:e| | '




10. The next window that appears will inform you that the SSL certificate you received from
ijeeynrc6x2uy5ob.onion belongs to “*.calyxinstitute.org.” Click the “Accept” button.

& SSL Certificate Verification )

Accept certificate for
ijeeynrc6x2uysob. onion?

The certificate for ijeeynre6x2uySob.onion could not be
validated.

The certificate claims to be fram ™. calyxinstitute.org" instead.
This could mean that vou are not connecting to the service
vou believe vou are.

view Certificate.., Reject

11. In the next window, enter the username you wish to use again in the “User” field and copy
the password you created with KeePassX into the “Password” field. Finally, click the “OK”
button.

Creating & new account o I I

B

Creating a new account W

Choose a username and password for use with this service.

Llsername: _]snmeanencuntatt

Password: *IIIIIIIIIIIIIIIIII

%gancel @gl{ ]

12. If your account was successfully created, you will see the window below. Click on the
“Close” button to continue.

@‘ o Registration Successtul s 1)

Registration Successful

Reqgistration of
someanoncontact@jabber.calyxinstitute. .org successful

Note: When you give out your Jabber screen name, it is similar to email. In this example, if
you wanted to tell someone what your screen name was, it would be
“anonymousalias@jabber.calyxinstitute.org”. All Jabber accounts follow the
username@jabberserverdomain syntax.



13. Now you need to enable your account to log in. Click on the checkbox under “Enabled”
next to the Jabber account you created so the box is checked.

ﬁ ] Accolnts |
o

Enabled |Username Protacal

someanoncontact@jabbar.calyxinstitute.org) ' XMPP

@l&dd... ' &&MDdify...' ﬁgelete l wgluse '

14. The next window that appears will prompt you for your password. Copy your password
from KeePassX and enter it into the field next to “Enter Password.” Then, click on the “OK”
button.

Note: Do not use the “Save Password” option. Pidgin does not store passwords and
account details in an encrypted format. Thus, if an attacker compromises your
machine and reads your Pidgin configuration file, they can get the password to your
Jabber account. The safest option is to use KeePassX to store your password and enter it
into Pidgin when prompted as the program starts in the future.

Pidgin L] A

Enter password for w
someanoncontact@jabber. calyxinstitute.org/
(XMPP)

Enter Password: }llllllllllll...ﬂ

[ ] Save password

ﬁgancel

ok




15. You will next be returned to the the “Accounts” window. Click on the “Close” button.

ﬁ Lo Accounts A gf,l

Enabled |Username Protocol

=] someanoncontact@jabber.calyxinstitute .org) W XMPP

deadd.. | Gomodiy.. | @ pelete | @

16. Next, from the Pidgin “Buddy List” window, click on “Tools — Plugins.”

= Budd m

Buddies Accounts Help
Buddy Pounces
Certificates

() Customn Smileys Ctri+y

2o Preferences Ctri+P

Privacy

Set Mood Ctri+D
= File Transfers Ctrl+T
. Room List

System Log

Mute Sounds

() Available | - | @




17. Now, you need to configure the OTR plugin for future use. Scroll down until you see “Off-
the-Record Messaging.” Click the check box next to it so it is “enabled.” Then, click on
“Configure Plugin.”

= o Plugins

Enabled Mame
I_l m o

J
Hides extraneous join/part messages,

Log Reader 2.10.7
Includes other IM clients' logs in the log viewer,

Markerline 2.10.7
Draw a line to indicate new messages in a conv..,

Message Notification 2,10.7
Provides a variety of ways of notifying you of un...

Message Timestamp Formats 2.10.7
Customizes the message timestamp formats,

Mouse Gestures 2.10.7
Provides support for mouse gestures

Music Messaging 2.10.7
Music Messaging Plugin for collaborative compo...

MNew Line 2,10.7
Prepends a newline to displayed message.

Off-the-Record Messaging 4.0.0
Provides private and secure conversations

[ Offline Message Emulation 2.10.7
Save messages sent to an offline user as poun...
] Pidgin GTK+ Theme Control 2.10.7

Provides access to commeanly used gtkre settin..,

H Pidgin Theme Editor 2.10.7
Pidain Theme Editor, -

| ¥ Plugin Details




18. In the next window that appears, make sure every box is checked. Of particular importance
is to mark the “Require private messaging” box. If someone does not have the option of
chatting with you via an OTR encrypted session, then they aren't worth chatting with. Using
an instant messenger service without OTR will put both you and the person you are
talking to at risk of having your communications intercepted.

When you are done marking the boxes, click on “Generate.” This will create your unique
OTR private key for your account.

Note: If you create more than one account, you will need to generate an OTR key for each.

ﬁ il Off-the-Record Messaging (el L) )

Config | Known ﬁﬁg_&rpﬂnts

My private keys

Key for account: W someancncontact@jabber.calyxinstitute.org/ D{MPP]I =

No key present
Gererate

b

JDeFault OTR Settings

OTR U| Options-

Show OTR button in toolbar

xgnse




19. A “generating private key” window will next appear. When it says “done,” click the “OK”
button.

o Generating private key (an)426)

Please wait

Generating private key for -
someanoncontact@jabber.calyxinstitute.org/ (XMPP]... Done.




20. When you are returned to the previous “Off-the-Record Messaging” configuration window,
click on the “Close” button.

ﬁ () offthe-Record Messaging el

¢
(x

Config | Kn awm‘ﬁn_gerpiﬂnts.l
My private keys

Key for account: W someanconcontact@jabber.calyxinstitute.orgf I[}{MPP}Ii B

Fingerprint; D612028C DAS3AF6S 4E01890E B0A7BL17F 47489287

GeEnerate

Default OTR Settings

Enable private messaging
Automatically initiate private messaging
Require private messaging

Don't log OTR conversations

‘OTR Ul Options

Show OTR button intoolbar




21. Next. Do the final configuration tweaks to Pidgin. Click on “Tools — Preferences.

o

Buddies Accounts

(2} Custom Smileys

i

2
Help
Buddy Pounces
Certificates

Plugins

Pdvacy
Set Mr_md

Ctri+y
Ctrl+L

Ctrl4+-D

i

File Transfers
Roarm List
System Log

Ctr+T

Mute Sounds

@ Available

|

»



22. On the next window, click on the “Conversations” tab on the left side of the window. Then
unmark the “show formatting on incoming messages,” “enable buddy icon animation,”
“notify buddies that you are typing to them,” “highlight misspelled words,” “use smooth-

scrolling” and “resize incoming custom smileys” options. When your window looks like the
image below, continue to the next step.

- (5 Preferences

Conversations

[ Close IMs immediately when the tab is closed
[¥] Show detailed information

Minimum i'npu"t ar’ea-hej:ght in lines: |2 E

Default Formatting
‘AJEont |k Insert | () Smile!

This is how your outgoing message text will appear when you use
protocols that support formatting.

23. Click on the “Logging” tab on the left side of the window. Unmark every option here. When
your screen looks like the image below, continue to the next step.

B iGi) Prefererices

Logging
Log format; HTML




24. Next, Click on the “Proxy” tab on the left hand side of the window. Then, select
“Tor/Privacy (SOCKS 5)” in the pull down menu next to “Proxy type.” Next, type
“10.152.152.10” in the field next to “Host.” Then, type “9103” in the field next to “Port.”

Preferences

25. Click on the “Sounds” tab on the left side of the window. Enable the “mute sounds” option.
When your screen looks like the image below, continue to the next step.

M 5 Prefererices




26. Click on the “Status / Idle” tab on the left side of the window. Then, click on the pull down
options next to “Report idle time” and select “Never.” Next, unmark the box next to “change
to this status when idle.” Finally, click on the pull down options next to “Auto-reply” and
select “Never.” When your screen looks like the image below, continue to the next step.

g P S —

~ Idle
Report idle time:

Minutes before becoming idle:

Auto-reply:

Status at Startup
[ Use status from last exit at startup

SEEbiEs Te Sppl e




27. Click on the “Themes” tab on the left side of the window. In the pull down options next to
“Smiley Theme,” select “none.” Then, click on the “close” button.

5| Prefererices

Theme Selections
Select a therme that you would like to use from the lists below,
‘New themes can be mstalled by dragging and droppmg them onto the theme list.

TR L Default - Penguin Pimps
E”.dd.;? List Themne: @]‘ha default Pidgin buddy list theme v
Default - P‘en uin Pimps
SEHLAE e Thwe' @Tha default PL gin status icon thema T
Ly - Default - Penguin Pimps
Sound Theme: The default Pu:[?grn sound themes -

Themss

Sm,il!a)_r Theme;




28. Next, when you have returned to the “Buddy Icons” window, click on “Tools — Privacy.”

- cl m
Buddies Accounts Help
Buddy Pounces
Certificates
Customn Smileys Ctri+y
4 Plugins Ctrl+L
o Prefarences Ctrl+p
Set Mood Ctrl+D
%ﬁ File Transfers Ctri+T
- PRoom List
Systern Log
« Mute Sounds

() Available - |




29. In the pull down option field beneath the “Set privacy for: {your nickname},” select “Allow
only the users on my buddy list.” Then click “Close.”

Note: In the future, only users on your buddy list will be able to send you messages.
There are trade-offs here. On one hand, you will be creating a buddy list that will be stored
on the Jabber server you use. If an attacker gains access to the server, whether through an
exploit or legal process, they will be able to access your buddy list and possibly profile you
based on who it contains. On the other hand, this also weakens the abilities of random
attackers to exploit vulnerabilities in your client by directly sending you a message before
you've authorized them to be in your buddy list.

ﬁ ke Privacy

&
&
(x

Changes to privacy settings take effect immediately.

Set privacy for: "W someanoncontact@jabber.calyxinstitute.argf {KMPP}II :i

Congratulations. You have now installed and configured Pidgin for general use in
Whonix. The remainder of this chapter will instruct you on how to chat with others using
Pidgin with OTR.



30. To initiate a chat with someone, first add them to your Buddy List. From the “Buddy List”
window, click on “Buddies — Add Buddy.”

- il:l_ Buddy List

Accounts Tools

[ New Instant Message...
& |oin & Chat...
€) Get User Info...
View User Log...

Show
Sort Buddies

| & Add Chat..
|| 4k Add Group...

| 4 quit

() Available




31. In the next window, type the contact address of the person you wish to chat with in the field
next to “Buddy’s username.” This will be in the format of
username@JabberServerDomain. Then, click on the pull down menu next to “add buddy
to group” and select the group you wish to add the contact to. When finished, click the
“Add” button.

Bc Add Buddy s
= =) Adda buddy.

(x

Account W someanoncontact@jabber.calyxinstitute.org/ (XMPP) ~

Buddy's username: !iﬁﬁbﬁﬁ@é:ﬂaﬁéj;l:;-l::er.calyxin_stitute.org| |

{Optional) Alias:
{Optional) Invite message:

Add buddy to group: v

'“ - @cCcancel |

Note: The contact you add will not appear in your Buddy List immediately at this
point. This is due to the fact that your contact must authorize you to add them to your
Buddy List and, after you are authorized, must be online.




32. When your newly added contact has authorized you to add them to your Buddy List, you
will see their screen name appear in your Buddy List if they are online. You will also be
prompted by Pidgin to authorize them to add you to their Buddy List. If it is someone you
contacted, or someone you wish to chat with, click on the “Authorize” button.

B o Buddy List & ) X0
‘Buddies Accounts Tools Help
+ Buddies

() RandomAncnBuddyl@ja...

33. Next, to chat with a contact in your Buddy List, double-click on their screen name.

B Buddy List & e
Buddies Accounts Tools Help
v Buddies

& RandoemAnonBuddyl@ja...




34. In the next window that appears, you need to start an OTR “private conversation.” Click on
“OTR - Start private conversation.”

(:_} kg RandomAnonBuddyl@jabber calyxinstitute.org v 120 |
Conversation Options ':'g.".-:IT'.a-_m-ﬁg'
{_) RandomAn “= Sl

End private conversation
Avthenticate huddy

W RandomAnonBuddyl@jabber.calyxinstitute.org (someanoncontact@jabber calyxinstitute.org/)

L Not Private

ko What's this?

=

i) Eont | & Insert | ()Smile! | () Attention! (i ot private
| '

Note: Since you set private conversations as “required” in the OTR configuration, simply
typing some text and sending it will also start a private conversation. However, until the
private conversation handshake is completed between you and the other user, anything that
you've typed will not be seen by them. Thus, it's better to use the method above and wait for
the confirmation that the private conversation has started.



35. Eventually, you will receive a message that your “private conversation” has started.
However, note the “Unverified” status message. Also, notice the “Unverified” icon towards
the lower right corner that is highlighted in red in the image below. These inform you that
you haven't verified the identity of the person your are chatting with yet.

{:_} o RandomAnonBuddyl@jabber caly<institute.org ) 1~ 3
Conversation Qptions  Zend o QTR &

() RandomAnonBuddyl@jabber.calyxinstitute.org

>

(12:15:44 PM) Attempting to start a private s
conversation with
'RandomAnonBuddyl@jabber. calyxinstitute.org...

(12:16:45 PM)
randomanonbuddyl @jabber. calyxinstitute.org has
‘not been authenticated yet. You should
‘authenticate this buddy.

| P . i
Gﬂ (12:16:45 PM) Unverified conversation with
randomanonbuddyl@jabber. calyxinstitute.org/
1a5c9feb5-3996-40f1-bcb3-cc43bcel54a7 started.

5

-

JohEont | ok Insert | (&) Smile! | () Attention!

For future security purposes, you need to verify the identity of the sender. Click on the
“Unverified” icon highlighted in red in the image above and select “Authenticate buddy.”
| T pant A jreart | S gmilal | d&tFantinml A | imrarifiad |
Refresh private conversation

End private conversation

W randomanonbuddyl@jabber.calyxinstitute.orgjascofebs-3996-40f1-bch3-cc43bee154a7 (someanonco
?ﬁ Unvaﬁﬁ'&d
& what's this?




36. On the next screen, click on the pull down menu under “how would you like to authenticate
your buddy” and choose “manual fingerprint verification.” The contact's fingerprint will be
listed directly below your's, and is a series of five strings of random letters and numbers.

If you currently have the ability to communicate with your contact in real time by another
channel, such as IRC, have them repeat what their OTR fingerprint is. If it matches up, you
are safe. If not, you may be experiencing a man-in-the-middle attack and, thus, may have an
unsafe communication session. If the contact asks for your fingerprint, supply them with
what is shown as your OTR fingerprint in this window by the same means.

If you have no way to initially authenticate your contact in real time, find a means to
confirm it with them later outside of Jabber. Other options may exist for this, such as an
encrypted email signed with a corresponding GPG key (which will be discussed in the next
chapter), Twitter, or some other communication service.

If you choose to authenticate the contact without actually verifying their fingerprint, be wary
of discussing anything sensitive in the Pidgin chat until you have confirmed that you are
indeed chatting with the contact you want.

Once you have finished the manual verification procedure (or have concluded that you
can't), select “I have” in the pull down menu preceding “verified that this is in fact the
correct fingerprint for [contact name]”and click on the “Authenticate” button.

B S e B e—

& suthenticate Buddy L e

- - Authenticate
- randomanonbuddyl@jabber, calyxinstitute.org

Authenticating a buddy helps ensure that the person you are
talking to is who he or she claims to be.

How would you like to authenticate your buddy?

‘Manusl fingerprint verificat

T LA

To verifi the fingerprint, contact vour buddy via some other
authenticated channel such as the telephone or GPG-signed

[ email. Each of you should tell vour fingerprint to the other If
evendthing matches up, vou should indicate in the above diaglog that
vou have verified the fingerprint.

Fingerprint for you, . .
someanoncontact@jabber.calyxinstitute.orgf (XMPP):
DE12028C DAS3AFES 4E01B90E BOATELTF 47489287

Purported fingerprint for
randomanonbuddy1@jabber. calyxinstitute org:
C7BFDOAS DERABESES0 BD3CEFFE B53CE3263 1AFBFACS

s verified that this is in fact the correct
fingerprint for randomanenbuddyl@jabber.calyxinstitute org.

[ Help

: @ Cancel




37. Notice how the status of the conversation has changed to “Private,” which is highlighted in
red in the image below. For all future conversations with this contact, if their OTR key has
remained the same, the status will always be marked as private. IMPORTANT: If the
status ever reverts to “Unverified,” you may not be talking to the contact. It could be
that someone has hacked his Jabber account or that a server somewhere in the middle
has meddled with the encryption process. Be very wary if a contact who you've verified
reverts to an unverified status.

Sending messages at this point is straightforward. In the section of the screen shot below
where you see “this is where you type text,” that is where you type messages to be sent to
your contact. When you are ready to send it, press the “enter” key.

L:':u . RandomAnonBuddyl@jabber calyxinstitute.org w0 o0 (%

Conversation Options Send T OTR

() RandomAnonBuddyl@jabber calyxinstitute.org

(12:15:44 PM) Attempting to start a private s
conversation with
RandomAnonBuddyl@jabber calyxinstitute.org...

(12:16:45 PM)

randomanonbuddyl@jabber. calyxinstitute.org has
not been authenticated yet. You should
authenticate this buddy.

A (12:16:45 PM) Unverified conversation with
rrandomanonbuddyl@jabber. calyxinstitute.org/
a5c9feb5-3996-40f1-bcb3-cc43bcel154a7 started.

& (12:18:20 PM) The privacy status of the current
\conversation is now: Private

S |

i) Eont | =k Insert | (=) Srile! | (L) Attention! G

Wi This is where you type text |




The message you sent will show up next to your name which will be blue. Messages you
receive will show up next to the contact's name which will be red.

{:) g RandomAnonBuddyl@jabber calyxinstitute.org 1w 120 %)
Conversation Qptions Send 7o OTR Q

() RandomAnonBuddyl@jabber.calyxinstitute.org

not been authenticated yet. You should A
‘authenticate this buddy. i
i (12:16:45 PM) Unverified conversation with
randomanonbuddyl@jabber. calyxinstitute.org/
'a5c9feb5-3996-40f1-bcb3-cc43bcel54a7 started.

& (12:18:20 PM) The privacy status of the current
\conversation is now: Private

[(12:46:28 PM)

'someanoncontact@jabber calyxinstitute.org/32bbé
Id3&-::502-4Qd9-ﬂe48-355bbﬁ4b0?0f: This is where

you type text.

(12:47:41 pm)

|RandnmAnanBuddy1@jabben calyxinstitute.org: G
(This is text sent to you, ?‘,,!

lf Eont | & Insert | (&) Smile! | ([ Attention! g Private




38. Pidgin is also controlled by an icon that sits in the lower right corner of your Taskbar. It is
highlighted in red in th image below.

(% Buddy List

First, enable the icon to blink when you receive new messages. This will make it easier for
you to know someone has sent you a message if you are using other windows in Whonix.
Right-click on the Pidgin related icon in your Taskbar and select “Blink on New Message.”

+ Show Buddy List

[ New Message...
& Join Chat...
Change Status

Accounts

4 Plugins

e Preferences

~ Mute Sounds

Bd] Quit

Jst

Finally, to quit Pidgin, you need to do more than close your message windows or Buddy List
window. Right-click on the Pidgin related icon in your Taskbar and select “Quit.”

< Show Buddy List

[ New Message..,
& |oin Chat...
Change Status

Accounts

¢ Plugins

= Preferences

« Mute Sounds
Blink on New Message




You've reached the end of the chapter on Pidgin and OTR. For future reference, remember

these points.

1.

2.

Do not ever use a screen name that you have used outside of Whonix. Additionally,
do not choose a screen name that can be correlated to your identity.

Make sure the Jabber provider you uses implements the proper encryption protocols
at every level. Resources on the net will tell you if it does or does not.
(calyxinstitute.org currently passes the test).

If you aren't using Off-The-Record encryption during your chat sessions, assume
that they are being logged and that anyone can read them.

Just because you are using Off-the-Record encryption, don't assume that the
person you are chatting with isn't logging your conversation. As with any other
communication technology, do not share any real information about yourself which
could identify you.

If anyone you've ever chatted with via Off-the-Record encryption changes from
a “Verified” to an “Unverified” status, assume you are talking to an impostor.
DO NOT USE PIDGIN TO STORE PASSWORDS! All passwords and account
details stored by Pidgin are unencrypted. If your machine is compromised by an
attacker, they could gain access to your screen name by viewing Pidgin's
configuration files if you use Pidgin to store passwords. Only use KeePassX to store
your passwords.

Now you are ready to continue on to the next chapter that deals with one of the more
underused technologies by beginners, anonymous email and GPG encryption.



Chapter 4f. Encrypted email with Icedove and Enigmail

Due to the complexity of the software in the past, one of the most underutilized forms of
protection for users is email encryption. However, with the use of Icedove (the Debian Project's
email client) and Enigmail (a graphical front-end for using the GnuPG [“GPG”] encryption
program), taking advantage of encrypted email is now much easier. This is not the same as online
services that promise “encrypted email” in transit or storage such as Lavabit. Those types of
systems can still be broken by an attacker if the system cooperates. Rather, the email encryption
discussed here involves direct end-to-end encryption that can only be read by the intended recipient
and, thus, is much more secure.

Be aware that e-mail is a very insecure system by design when it comes to privacy and
anonymity and, thus, must be used with great discipline and caution. For example, even if you
encrypt all of the email that you send to a recipient, if they reply to your email and don't encrypt it,
then they have just sent an email that contains their message, and likely a quote of the one you
typed, which can be viewed by numerous different attackers. Furthermore, the names of email
recipients and the subject line of your email cannot be encrypted and, thus, are always viewable to
an attacker. Additionally, there is a number of different types of metadata that can be harvested
from email, depending on how it is used. Therefore, please be careful if you use email to engage
in sensitive communications.

With that out of the way, let's proceed.

1. First, open a Konsole session. Double-click on the Konsole icon on your Desktop.

a
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2. Next, install the Icedove email client and the Enigmail GPG encryption add-on. Type “sudo
apt-get install icedove enigmail” and press “enter.” You may be prompted to enter your
password. Type your password and press “enter.” When asked “do you want to continue?
[Y/n]?” type “Y” and press enter.




Next, download “TorBirdy.” This is a plugin for Icedove created by the Tor Project to
further anonymize Icedove.

Type “wget https://www.torproject.org/dist/torbirdy/torbirdy-current.xpi” and press
“enter.”

userghost:~§ wget https://www.torproj




4. The following steps are optional but strongly recommended. Next, download the necessary
files to verify the integrity of the TorBirdy installer.
Type “wget https://www.torproject.org/dist/torbirdy/torbirdy-current.xpi.asc” and press
“enter.” If you wish to skip the verification procedure, proceed to step 7.

st:~% wget hitps://www.torproject.org/dist/torbirdy/torbirdy-current.xpi.

5. Now, download the GPG signature of Jacob Appelbaum, one of the developers of TorBirdy.

Type “gpg --recv-key AA679F137971DA32FA86E2E602636620744301A2 and press
“enter.”

userghost:~§ gpg --recv-key AAG79F137971DA32FASGE2EGD2636620744301A2

When you have imported the key, your screen will like the screen shot below. You can safely
ignore the “libtorsocks” error. This is a bug in the current version of Torsocks that will be
addressed in the soon to be released new version. It does not affect the ability to import keys
from a key server, nor does it jeopardize your anonymity.

trust model
, 0On, Om, Of, =




Next, it is time to verify the integrity of TorBirdy. Type
“gpg --verify torbirdy-current.xpi.asc torbirdy-current.xpi” and press “enter.”

:~§ gpg --verify torbirdy-current.xpi.asc torbirdy-current.xpi[]

When the verification is done, your screen should look similar to the screen shot below. If
you see “gpg: Good signature from "Jacob Appelbaum (offline long term identity key)
<jacob@appelbaum.net>"" on your screen, then you have successfully verified the
integrity of the program installer. The warnings that appear after that line can be ignored.
However, if you see “gpg: BAD signature from "Jacob Appelbaum (offline long term
identity key) <jacob@appelbaum.net>"” on your screen, delete the image and do not
use it. This means the image has probably been tampered with or got corrupted during the
download process. Try downloading the image again at a later time.

ertifi
ndicat




8. For simplicity, now add a shortcut for Icedove to your desktop. Click on the K start button

and go to "Applications — Internet." Right-click on "Mail Client" and select "Add to
Desktop." A shortcut to "Icedove" will now be on your desktop.

User user on host

a Search: |

All Applications =  Internet

% XChat IRC (=]
@ Internet Messenger

Mail Client
g Tor rwser {\]lﬁ Add to Favorites
{-} Tor Browser Re ﬁ 8 _Eﬂ"""‘-
: Uninstall

6 Whaonix Contribute Page
'-—'
o] Whaonix Developer Mailing List

% Whonix Documentation Online

B
3T Whaniv Manata Pamna =
S e __-q

" "8 ) K | ©7- . I

: B 9

" —
Computer Recéntly'- Used

Favarites

Leave




9. After you add the icon to the Desktop, the Start Menu will still be open. Click on "Mail
Client" to open Icedove.

User user on host [ExceloeskTor]

a Search: | |

All Applications = _Internst

% XChat IRC [=]
EJ Internet Messenger

Tor Browser (Whonix)

@ Tor Browser Recommended
w

-
fomat =}

Whonix Contribute Page —
Whonix Developer Mailing List

Whonix Documentation Online

Whaniv Manota Poama E

Favorites Applications Computer Recéﬁl} Used Leawve

we B @



10. The first window that will appear on running Icedove for the first time will ask you if you
“would like a new email address.” Click on “I think I'll configure my account later.”

I a o Welcame to lcedove

Would you like a new email address?

Search

‘ folUr mame, or nickname

In partnership with several providers, lcedove can offer you a new email account. Just fill in
your first and last name, or any other words you'd like, in the fields above to get started,

gandi.net & Hover.com

The search terms used are sent to Mozilla (Privacy Palicy) and to 3rd party email providers
gandinet (Privacy Policy, Terms of Service) and Howver.com (Privacy Policy, Terms of Service]

to find available email addresses,

Skip this and use my existing email

11. When you reach the main Icedove window, click on the icon that has the 3 horizontal bars
towards the upper right corner.

—
'

b

chat () Address Book | 7+ |2, Quick Fiter | search... <Ctrl+k> Qq
Icedove
[ Accounts ]
= Create a new account




12. In the menu that appears, click on “Preferences — Menu Bar.”

reb,, = Ctrl+K

=

New Message b Activity Manager
LLElT | MEsEs = Filter
Edit 0 » e Add-ons
j Firid Preferences -
= Prin Account Settings... |
Save As + Mail Toolbar ’
Folders >
Empty Trash < Quick Filter!- r b
_ ~ Status Bar 3
sl Quit b

Toolbar Layout...

Layout 3

13. A menu bar will now appear towards the top of the Icedove window.

Click on “Tools — Add-ons.”

g_ﬁ_ - lcedowve MailiNews

Fle Edit View Go Message [iCET Help

I
2 Wil - M"M’Ith L;—_Jch

[Tk Address Book Ctrl+shift+8
Saved Files Ctrl+
Activity Mansher
Chat status g
[T I'i |_'

Messans Bijftars
Aum Flltars or Falder
L1t e I =Twks
1AL | e Mail = 1]
e |ata gl Mgrk=H ILide 1 lelet
Impart..,
B Error Console Ctri+Shift+]

Clear Recent History..,




14. On the next screen, you will see an icon towards the upper right side that resembles a
wrench and a screwdriver in an X formation. Click on that icon and choose “Install Add-on
From File.”

Tools Help

| ¢ Add-ons Manager x \ -

ye

Check for Updates
[ View Recent Updates
g A What are Add-ons?

i y f Add-ons are applications that let you
extra functionality or style, Try a time-

¥ Update 5(_1.&—5!’1 s A’ut;ﬂ.}mat-i;':a_ ly
Reset All Add-ons to Update Automatically

—|

15. In the next window that appears, click on the “user” icon in the left side column. Then, click
on “torbirdy-current.xpi” and click on the “Open” button.

|ﬁ id Selsct add-aon to install

Blaces | Narme v |size Modified | —
7, search B torbirdy-currantxp 1156 kB 11/04/13
&) Recertly Used
[=1 Desktop
[C] File system
cdrom0
o Add-ons |~
) s




16. In the “Software Installation” window that appears, you will first be asked to wait a few
seconds. When the wait timer finishes, click on the “Install Now” button.

Install add-ons only from authors whom you trust.

Malicious software can damage your computer or viclate your privacy.

You have asked to install the following item:

TorBirdy (Author not verified)
file:/ffhomefuserftorbirdy-current xpi

§Cancel | ﬁ

17. When you are returned to the main Icedove screen, click on the button towards the upper
right side of the window that says “Restart Now.”

Add-onis Mariager - lcedove MaillNews B R
Tools Help
-ons Manager x- v
t lcedove,

[ =
"‘J-V s | Search all add-ons Fo %




18. When Icedove restarts. You will be presented with a screen to setup your new email account
that will look like the screen below.

| fdl i@ Mail Account Setup

Your name:

Email address: | cmail@example.com

Password:

Rermember password

Protocol: POP3Z (¥

Cancel

You are going to leave this window alone for now. Before entering any info, you need to
manually configure TorBirdy to make full use of the protections it offers.

18b. Click on the words that say “TorBirdy Enabled” in the lower right-hand corner of the
Icedove window and select “Open TorBirdy Preferences.”

£H Use Whonix
wh Use JonDo (Premium)
¢ Use Tor Onion Router

usage, performance, and




18c. A window will appear stating that changing the advanced settings of TorBirdy is not
recommended. Click the “OK” button to continue.

al TorBirdy Advanced Settings [

L

a0

Please note that changing the advanced settings of TorBirdy is NOT recommended.

You should only continue if yvou are sure of what you are doing.

ﬁ(:ancel

18d. On the next screen, click on the radio button to select “Use custom proxy settings.”
Then type “10.152.152.10” in the field next to “SOCKS Host” and click the “Save” button.

Show this warning next time

) TorBirdy Preferences

-.\_’.-' I':." k)_(-'
Proxy] Privacy Enigmail Sé_curi_tyl

(0 Use the recommended proxy settings for TorBirdy (Tor)

() Choose an anonymization service

Whonix [~
@Jse custom proxy settings

S0CKS Host: {i0,152.152.10 % port: | o102

O Transparent Torification (warning: requires custom transproxy or Tor router]

Test Proxy Settiﬂgsi

Restare Defaults %Cahcel

18e. Now you you need to create a new email account. So, while leaving Icedove running,

click on the Tor Browser icon located near the K Start Button towards the lower left side of
your screen.

o Would you like to help improve Icedove MailfNews by au
responsiveness to Mozilla? Learn More

réE Done

=]

E —_— :i 7 Mail Account Setup




19. First and foremost, there are multiple email providers that you have the option to choose
from. For the purposes of this tutorial, the example used will be vfemail.net. This is not to
be confused with an endorsement of vfemail.net as the best or most secure email
provider. In fact, vfemail.net leaves a lot to be desired. As a commercial service, vfemail.net
can place text ads in the footers of your outgoing mail and has a hard limit of 50 megabytes
of bandwidth per month. However, at the time of this publication, vfemail.net is one of the
few free regularly available email providers offering POP3 email access through a .onion
address in the Tor Hidden Network. To learn more details regarding the features and
offerings of vfemail.net, go to https://344c6kbnjnljjzlz.onion/faq.php.

If used properly with GPG encryption, vfemail.net's Tor Hidden email service will provide
you with strong anonymity and privacy. However, remember that this is a Tor Hidden
Service which means you have no way of ever determining who is running it. Thus, if
you do not use GPG to encrypt your e-mail, and the people who send you e-mail do not
encrypt it with GPG either, it can be easily read by the e-mail service provider, random
computers on the internet that relay a sent email message, or anyone who manages to
gain access to your account!

When Tor Browser opens, type “https://344c6kbnjnljjzlz.onion/register” in your location
bar to go to the vfemail.net Tor hidden service web page and press “enter.”

If you wish to use another email provider, go to its registration page, create your new
account with them, use KeePassX to generate your password for it, and continue to step 26.

Tor Browser

&|

Im

ile Edit Wiew History Boockmarks Tools Help

']

] MNew Tab || Er |

@v & ¢ Hftps-:ﬁBMcEkbn]nljjzlzLnnianfregisterl v B


https://344c6kbnjnljjzlz.onion/register
https://344c6kbnjnljjzlz.onion/register
https://344c6kbnjnljjzlz.onion/register
https://344c6kbnjnljjzlz.onion/register
https://344c6kbnjnljjzlz.onion/faq.php

20. Next, the Tor Browser will warn you that the web page's “connection is untrusted.” This is
expected. The warning is due to the fact that the SSL certificate you received is from
vfemail.net, but the domain you are connecting to is 344c6kbnjnljjzlz.onion. Click on the
text that says “I understand the risks” and then click on the “add exception” button that will
appear beneath it.

http

&1 :344c6.|.<|.:m.j;1|j|:-2|2.oni.cn.-u--_--:::-_;i-'_-! e E ‘iv Startpage &

This Connection is Untrusted

You have asked TorBrowser to connect securely te 344c6kbnjnljjzlz.onion, but we can't
confirm that your connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place, However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue,

Get me out of here!

Technical Details

‘1 Understand the Risks

If vou understand what's going on, you can tell TorBrowser to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification,



21. Next, a window prompting you to “add security exception” will appear. Click on the
“Confirm Security Exception” button.




22. The registration screen for vfemail will now load. As of this publication, javascript is
required for the registration process. Thus, click on the NoScript icon to the left of the
browser location bar and select “temporarily allow https://344c6kbnjnljjzlz.onion.”

ﬁ - VFErmail - Tor Bro
File Edit View History Bookmarks Tools Help

| @ vFEmail | %

<3 Ep &u.ﬂ |'|ttp5:j,-f3-‘la'lcﬁkbn_jr_1|jjz|z.nninn;’regiater:

,_f_ci }émpdra@: allow }gtps;@ageadéWEsmd&aﬁﬂmm

._ §§ ?émpdraﬁgﬁtaﬂawaﬂ this page
St Allow Scripts Globally {dangsrous)

Options...
‘About NoScript 2.6.8,16...

23. Now, you need to reload the page in order for the javascript to load. Click on the green icon
in the far right of your browser location bar to reload the page.

& o FErnail - Tor Browser
fle Edit View History Bookmarks Tools Help

[.VFEmaiI
i By @v S iﬂ |'|ttp5:f_-"344c6_|<bnjn|j]z|z.cniunfrequter_."




24. When the page reloads, you will need to create your email account name and password.
Open up KeePassX and create a password as instructed in Chapter 4b.

When finished, creating your password in KeePassX, type fake information into the fields
under “First Name” and “Last Name.” Then, type the email name you wish to use in the
field under “User Name.” Next, select “vfemail.net” in the pull down menu under “Domain
name.” Then, copy the password you created in KeePassX and paste it into the fields under
“Password” and “Confirm Password.” Finally, type the letters that appear in the CAPTCHA
puzzle in the field under the “Type the letters you see above” heading and click on the
“Register” button.

W vFEMmail | < |
@~ & @& hitpsu3aacekbninljzlz onionjregister v @ W sta

* By creating an account, you are agreeing to the VFEMail.net Terms Of Service.

First Name
Fake

Last Name

Mame

User Mame

youranonemail

Domain name

viemail.net: !

Password
0000009000900 00P0RPOROORO

Confirm Password

Jazgx

Type the letters you see above
jazgy|

Reqgister




25. The next screen will confirm that you have created an account. The email address you
selected will be displayed on the page. Copy that address and paste it into the
“description” or “username” fields of KeePassX that are associated with your
password immediately. Then, save your KeePassX database. Then, click the X button to
close Tor Browser and continue to the next step.

';1' s WFEmail - Tor Browser L) 3}5%
Fle Edit View History Bookmarks Iools Help =
2 vrEmal | + |

<= @ v S) | @ httpsi//344cekbnjnljjzlz.onion/registerjwelcorne php?nu=youranonemaild Gt e B v startpage & ’\ﬂ/ @ :d.."

User Control Panel I Account Grid I Bulk Mail (')plinrsl FAQ | Contact

|
UPGRADE NOW! | System Status

Welcome

Thank you for choosing viemail net

Your email addre ss isyauranone mall@yfe mailnet
Your FULL Email address is your userame

26. Now, return to your Icedove “Mail Account Setup” window by clicking on the “Mail

Account Setup” button in your taskbar at the bottom of the screen. It is highlighted in red in
the image below.

From this point forward,if you did not choose the vfemail.net hidden server as your email
provider, you will need to use the appropriate server name/domain name where
“344c6kbnjnljjzlz.onion” is instructed as the entry in this tutorial.

me Done Read

ses B @ 7 Mail Account Setup A OpenPGP Setup Wizard ' - lcedove Mail/News




27. When you are returned to the “Mail Account Setup” window, type the alias that you wish to
use in the field next to “Your name.” This will appear next to your email address in emails
you send to others. Then, type the vfemail.net email address you just created into the field
next to “Email address.” Finally, uncheck “remember password” and click the “Continue”
button.

a

Mail Account Setup bt B e R L

Your name: | Your Alias Your name, as shown to otbears

Email addressy 'ynurannnema]l@ufema'll.netj’ =

Password; | Password

Ljfaemember password

Protocol: POP3 |+

Cancel Eaﬂtmua‘]

28. The next window that appears will inform you that Torbirdy has blocked the automatic
configuration process to protect your anonymity. Click on the “OK” button to continue.

|

] TorBirdy

| W o
b % B

TarBirdy has disabled Thunderbird's auta-configuration wizard to protect your anonymity,
A The recommended security settings for youranonemail@vfermnail.net have been set.

You can now configure the other account settings manually.




29. In the next window, you need to configure Icedove to connect to the hidden server of
vfemail.net. The fields you need to change are highlighted in red. Type
“344c6kbnjnljjzlz.onion” in the field next to “Server Name.” Then, type your complete
email address into the field next to “User Name.” Additionally, unmark the box next to

“Leave messages on server.” Finally, mark the box next to “Empty Trash on Exit” and
continue to the next step.

Ll
R

Account Settings @i

= youranonemail@vfemail.net

Copies & Folders
Composition & Addressing
Junk Settings
Disk Space
OpenPGP Security
Return Receipts
Security

- Local Folders
Junk Settings
Disk Space

Outgoing Server (SMTP)

W serversenng

Server Type:  POP Mail Server
Server Name .‘ﬂ 34‘%55%111{111}2[2& nion

wRort: | ggs 3| Default: 995
youranonemail@vfernail.net e

User Name:

Security Settings

Connection security: SSL/TLS

Authentication method: Normal password

Server Settings

[1 check for new messages at startup

(] check for new messages every I 10 : minutes

[] Automatically downlead new messages
[IFetch headers only

[l For at most days
[“luntil | delets them

Message Storage

Advanced... |
Browse.., |

Local directory:

jhomejuser/.icedove/sksofigoh.default/Mail/pop vfemnail net




30. Next, click on “Copies and Folders” in the left column. Each option you will need to change
is highlighted in red below. In the pull down menu next to “'Sent' Folder on,” select “Local
Folders.” Next, in the pull down menu next to “'Archives' Folder on,” select “Local
Folders.” Additionally, in the pull down menu next to “'Drafts' Folder on,” select “Local
Folders.” Now, in the pull down menu next to “"Templates' Folder on,” select “Local
Folders.” Finally, mark the box next to “show confirmation dialog when messages are
saved.” When finished, continue to the next step.

™ [ Account Settings [T e L?,S-'

= youranonemail@vfemail.net Copies & Folders
Server Settings

Copies & Folders

When sending messages, automatically:

Composition & Addressing Blace n capy i

Junk Settings =
Disk Space ® "Sent" Folder oni| Local
OpenPGP Security
Return Receipts
Security [ rlace replies in the folder of the message being replied to
+ Local Folders
Junk Settings

Disk Space []Bec these email addresses: | Separate addresses with commas
Outgoing Server (SMTP)

O other: Sent on yeuranonemail@vfernail net [+ |

[]cc these email addresses:

Separate addresses with commas

Message Archives

[] Keep message archives in: Archive options...

® "Archives" Folder on;: 4

O other: Archives on youranenemall@vfernal.net [ |

Drafts and Templates
Keep message drafts in:

(@ '"Drafts" Folder ony | Local Folders

(O Other: Drafts on yeuranonemail@vienail net |- |
Keep message templates in:

® "Templates" Folder ond

O other Templates on youranonemall@viemail.net [+ |




31. Next, click on “Local Folders” in the left column. Then, click on “Empty trash on exit.”
When finished, continue to the next step.

Py

Account Settings (o)

= youranonemail@vfemail.net
Server Settings
Copies & Folders
Compaosition & Addressing
Junk Settings
Disk Space
OpenPGP Security
Return Receipts
Security

'~ Local Folders
Junk Settings
Disk Space
Outgeing Server (SMTP)

&

%)

Account Settings

The following is a special account. There are no identities associated with it,

Account Name: I Local Folders

Messaia 5toraie

Local directory:

Ifhomefuser}.icedovefsksosgoh.defaulthaiIfLocaI Folders Browse... |

32. Now, click on “Outgoing Server (SMTP)” in the left column. Then, click on the “Edit”

button.

W -

- youranonemail@vfemail.net
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Disk Space
OpenPGP Security
Return Receipts
Security
- Local Folders
Junk Settings
Disk Space
Outgoing Server (SMTP)

Account S_etf:irjgs_

Outgoing Server (SMTP) Settings

When managing your identities you can use a server from this list by selecting it as the
Outgoing Server [SMTP), or you can use the default server fram this list by selecting

"Use Default Server!,

youranonermail - smtpvfernail.net (Default)

Rermove

Sat Default

Description:

Server Name:

Port:

User Name:!
Authentication method:
Cannection Security:

=<not specified=
smitp sfemail.net
465
youranonemail
Normal password
S5LTLS




33. In the next window that appears,type “344c6kbnjnljjzlz.onion” in the field next to “Server
Name.” Then, type your complete email address into the field next to “User Name.”
Finally, click on the “OK” button.

e SMTF Server b A Y Al

Settings

Description:

Server Namet'| 344c6kbninljjzlz.onian

Port: 465 Default: 465

Security and Authentication

Connection security: SSLTLS |
Authentication methed: MNormal password [
User Name: i |yuurén’nhemail@_’gﬂ:ﬂmﬁii.Heﬂ. Ib

%Cancel l @GK




34. When you are returned to the “Account Settings” window, click on the “OK” button.

gy

< youranonemail@vfemail.net
Server Settings
Copies & Folders
Compaosition & Addressing
Junk Settings
Disk Space
OpenPGP Security
Return Receipts
Security
= Local Folders
Junk Settings
Disk Space
Outgeing Server (SMTP)

Account Actions -

Account Settings

SR GRS

Outgoing Server (SMTP) Settings

When managing your identities you can use a server from this list by selecting it as the
Outgoing Server (SMTP), or you can use the default server from this list by selecting
"Use Default Server!.

youranonsmail@vfemnail.net - 344cekbnjnljizlz.onlon (Default] Add...

Edit, ..

Remove

Set Defaultl

Description:

Server Name:

Port:

User Name:
Authentication method:
Connection Security:

<not specified=
344cekbnjnljjzlz.onion

455
youranonemail@vfemnail .net
Mormal password

SSLTLS




35. Icedove will now attempt to connect to 344c6kbnjnljjzlz.onion. When it connects, the “Add
Security Exception” window will appear informing you that there is an issue with with the
SSL certificate. This is expected. The warning is due to the fact that the SSL certificate you
received is from vfemail.net, but the domain you are connecting to is
344c6kbnjnljjzlz.onion. Click on the “Confirm Security Exception” button.

(1N i Add Security Exception L MLV

Legitimate banks, stores, and other public sites will not

c You are about to override how lcedove identifies this site.
ask you to do this.

Server

Location: ‘Bﬂracﬁkbnjnljjzlz.Dnian:QQS Get Certificate

Certificate Status

This site attempts to identify itself with invalid View.
information, —

Wrong Site

Certificate belongs to a different site, which could indicate an identity

theft,

Permanently store this exception

Confirm Security Exception ‘ & cancel

36. You will now be returned to the “Add-ons Manager” tab in the main Icedove window. At the
bottom of your screen, Icedove will likely be asking you if you wish to help improve
Icedove by sending various data to Mozilla. Click “No.”

__ Would you like to help improve |cedove Mail/News by automatically reperting memory usage. performance, and -
responsiveness to Mozilla? Learn More Yes i No b

i@

T S (e L VA LU o



37. Next, close the “Add-ons Manager” tab. Click on the “x” in the tab.

g i3 Add-ons Manager - Icedove Mail/News

Fle Edit Wiew Go Message OpenPGP Tools Help

= | o Add-ons Manager Q

& &

38. You will now be returned to the main Icedove window. Click on “Edit — Preferences.”

ﬁ ‘ol - lcedove MailjNews

File \iew Go Message OpenPGP T
Vi Y =T
| E %,_JI. | Ll :

- g e shift+-Ctr+Z
%‘%L TR “ﬁddrﬂl
b g : Copy Cri=Ee |
&L L Jow

) Deleta Meszane Dal
Select 4
rIREEries.. Read
Account Settings...

mrite



39. In the window that appears, click on the “Advanced” tab. Unmark the box next to “Enable
Global Search and Indexer.” Then, click on the “Return Receipts” button.

I. . -
a_;:. lcadove Preferences

e 4 - a8 ¢ K

General Display Composition Chat  Security  Attachrments [aGiERE-

General [R

Determine how Icedove handles return receipts

Scrolling
[ Use autoscrolling
[l Use smooth scrolling
System Integration
O Always check to see if lcedove is the default mail ci[g_nt on startup Check Now

Advanced Configuration
[ submit Performance Data
‘More information about Telern

Config Editor...




40. In the next window that appears, mark the circle next to “Never send a return receipt.” Then,
click the “OK” button.

i;j il Return Receipts




41. When you are returned to the “Icedove Preferences” window, click the “Close” button.

| ﬂg:. lcadove Preferences

e 4 - a&a ¢ K

General Display Composition Chat  Security Attachments | ElDEREEE

General |

Deterrnine how Icedove handles return receipts Lﬁe‘furﬂ' Hé_f_{:gjpts.,i.él

.Enrnliin_g

[ Use autoscrolling

[¥] Use smooth scrolling
System Integration

[ Always check to see if lcedove is the default mail client on startup C—htéck_._ﬂuwl
Advanced Configuration

[]Enable Global Search and Indexer

[ submit Performance Data
More information about Telemetry




42. Next, you will be returned to the main Icedove window. Click on “OpenPGP — Key
Management.”

L M
File Edit View Go Message BelsEalElEN Tools Help
(B y Save Decrypted Message
'é} _ = : Preferences B
(=) Get Mail ~ I_’-;‘fwr'te =) ch Key Management
b [ = youranone...mail.net (i Help
b = Local Folders Setup Wizard C

About OpenPGP

[ N

43. In the next window that appears, mark the box next to “Display All Keys by Default.” You
will now see the public GPG key you imported earlier for Jacob Appelbaum. Then, click on
“Generate — New Key Pair” to begin the process of creating your personal GPG keys.

Ll CpenPGP Key Management

File Edit Wiew Keyserver BeCREIEie

Mew Key Pair
. Bevocation CeMf |

MNarmne w | Key D | E'3|
P Jacob Appelbaum (offline long term identity key) <jacob@appelbaum .net=> 41932197

Search for:




44. In the next window that appears, choose a strong passphrase and input it into the fields next
to “Passphrase” and “Passphrase (repeat).” Create your passphrase using the same
methodology that you used for the passphrase to encrypt your hard drive in the beginning of
this tutorial. You will need your passphrase to sign messages with GPG or to decrypt
messages sent you. With a strong passphrase, if your machine is ever compromised and
someone steals your GPG Secret Key, you won't have to worry about them being able to
read your encrypted emails or being able to impersonate you.

After you have entered your passphrase in the appropriate fields, click on the “Advanced”
tab. Click on the pull down menu next to “Key size” and select “4096.” Then, click on the
“Generate Key” button.

Generate OpenPGP Key wd MY

'_'i |

Account [ UserID Your Alias <yvouranonemail@wfemail.net> - youranonemail@vfem... |»

Use generated key for the selected identity

[ Mo passphrase

PESSPhFESEII.I....I.I.II.I Passphrase (repeat) |9 0000000000000 0

Comment ]

Key expiry:'.ﬁgy;rﬂtaﬂ‘

Key size ﬂﬂﬂﬁ hd

Key type iRSA \d

Generate k_Ey’ Cancel

Key Generation Console

MOTE: Key generation may take up to several minutes to complete. Do not exit
the application while key generation is in progress. Actively browsing ar performing
disk-intensive operations during key generation will replenish the 'randomness pool' and
speed-up the process, You will be alerted when key generation is completed,




45. When the next window appears, click the “Generate Key” button.

OpenPGP Confirm

i
{»
=

46. You will now be returned to the “Generate OpenPGP Key” window. However, this time you
should notice a progress bar moving on the bottom of the window. The key generation
process needs to collect entropy in order to generate the keys. Thus, either move your

mouse around in a random manner or open a copy of Tor Browser and browse to random
sites.

When the key generation process has completed, on the window that appears, click on the
“Generate Certificate” button.

- OpenPGP Confirm

NG
kKey generation completed! Identity <vouranonemail@vfermail.net=> will be used for signing,

we highly recommend to create a revocation certificate for your key. This certificate can be

used to invalidate your key, e.q. in case your secret key gets lost or compromised, Do you
want to create such a revocation certificate now?

%Cancell <|Generate




47. The next window will ask you where you want to store your GPG Revocation Certificate.
Click on “user” in the left column. Then, choose a filename other than the default for your
GPG Revocation Certificate. The default name uses spaces which can make a step later in
this guide trickier for you. Finally, click the “Save” button.

L TS Create & Save Revocation Certificate L) A Lo
Name: « |yauranonemail@vfemail.net-rev.asc

Save in folder; 4 Irﬁuse'r- Create Folderl

Places | Mame - l Sizel Modified ‘ —

Ty, search [ Desktop 03/02/2014

s Recently Used [~ tor-browser_en-Us 01/01f2000

B user

[ Desktop

[E] File system

cdromo
i w ASCI Armored Files (*.asc) |+ l
% cancel

48. You will next be prompted for your GPG passphrase to create and save the GPG Revocation

Certificate. Type you GPG passphrase you created in the steps above and click the “OK”
button.

* ELE pinentry o) e

“Your Alias =youranonemail@vfemail.net="

"i)l You need a passphrase to unlock the secret key for user:
= 4096-bit RSA key, ID OxE2A444A0ABELDEGS0, created 2014-03-11

Passphras




49. Next, you will be informed the the GPG revocation certificate was successfully created.
Click the “OK” button.

[ i@ OpenPGP Alert

&  The revocation gertfﬁ:cate‘haa'heem successfully created. You can use it to invalidate your
@ public ka}f; £.g. in case you would |oseyourﬂec'ret |(E_.l:|i‘.

Please transfer it to a medium which can be stored away safely such as a CD or Floppy

Disk. If somebody gains access to this certificate they can use it to render your key
‘unusable.




50. Note: The following steps are optional, but recommended. Before continuing with Icedove,
take the time to encrypt your revocation certificate. Your GPG revocation certificate can be
used to revoke your public encryption key that you have added to key servers even if you no
longer have access to your GPG Secret Key or have forgotten your password. If an attacker
gets their hands on your GPG revocation certificate, they can revoke your keys. Encrypting
the GPG revocation certificate with a passphrase you can remember will protect you against
an attacker using it to revoke your keys if they manage to steal your revocation key. Open
up a Konsole / Terminal session to get to a command prompt. Click the K start button and
then click “Terminal.”

If you wish to skip encrypting your revocation key, continue from step 56.

1
User user on host [feoE]oEEKTGF]

“ Search: ||

Fawvorites
% Tor Browser (Whonix)
Whonix Documentation Online
Whaonix Check
( :__ Whonix Timesync

}W System Settings

] Software Management
o o
g rminal [
kansole b 1

g=| File Manager

Favorites Applications Camputer Recently Used Leave

m-n = @& ™ icedove 3% fhomefL




51. At the command prompt, type
“gpg --cipher-algo --symmetric RevocationCertificateFileName” and press “enter.”

Tip: If you included spaces in your file name, once you typed the first few letters of it, you
can complete the rest of the file name by pressing the “Tab” key. This can save you time
when typing any file name from the command prompt.

userghost:~$ gpg --cipher-algo AESZ256 --symmetric youranonemail@vfemail.net-rev.asc i

52. You will be prompted to “Enter passphrase.” Choose a secure passphrase and enter it into
the passphrase field. Then, click the “OK” button. If you ever need to use your revocation
certificate, this the passphrase you will use to decrypt it first.

| Enter passphrase

Passphrase §FREREREERRER Y,

o e Cancel |

53. You will be asked to re-enter your passphrase. Type it again into the passphrase field and
click the “OK” button.

| Repeat passphrase

Passphrase [HEREEEEEEERE IR

—

54. Eventually, you will be returned to the shell prompt. Type “Is *.gpg” and press “enter.” If
you see a file that has the same name as your revocation certificate ending with “.gpg,” you
have successfully encrypted your revocation certificate ad can continue to the next step. If
you don't see such a file, start again from step 51.

¥ our v.ds5c.,




55. Now, securely delete your unencrypted revocation key.
Type “shred -n 30 -uvz RevocationCertificateFileName” and press enter.

userghost:~$ shred -n 30 -uvz youranonemail@vfemail.net-rev.ascll

€

When the process completes, close the Terminal/Konsole window by clicking on the “x” in
the upper right corner or typing “exit” and pressing enter. Then, go back to Icedove.

In the future, if you ever need to use your revocation key, decrypt it by typing
“gpg -0 RevocationCertificateFilename.asc -d RevocationCertificateFilename.gpg”.

56. In Icedove, the Key Manager window will now show your GPG key in your key library. It
will appear in a bold font. You can now close this window.

m OpenPGP Key Maragernent o L @]

File Edit Wiew Keyserver Generate I
Display All Keys by Default

Search for: Clear
Marme ¥ | Key ID ‘ = ‘ '
b Jacob Appelbaum (offline long term identity key) <jacob@appelbaum.net> 41934197
b Your Alias <=youranonemail@vfemail.net= BE1DEG30

57. Next, in Icedove, click on “OpenPGP — Setup Wizard.”

5]
File Edit Wiew Go Message BEslEhEEEN Tools Help
B Save Decrypted Message
o ; e Preferances
[ Get Mail ¥ | fwrite = |Ch Key Management i
b 2 youranone...mail.net 11 Help

b = | ocal Folders Setup Wizard _ |

About OpenPGP S




58. On the next window that appears, choose “Yes, I would like the wizard to get me started”
and click the “Next” button.

| ﬂ__.r_, CperPGP Setup Wizard

Welcome to the OpenPGP Setup Wizard

This wizard helps you to start using OpenPGP right away, Over the next few
screens we'll ask you some questions to get everything setup.

To keep everything simple, we make some assumptions about configuration.
These assumptions try to provide a high level of security for the average user
without creating confusion. Of course, you can change all of these settings
after you finish the wizard, You can find out more about the OpenPGP features
in the Help menu or on the Enigmail website,

If you hawve any trouble using this wizard, please let us know by emailing us.

This wizard is automatically invoked when you first install Enigmail, You can
also launch it manually from the OpenPGP menu.

Thank you for choosing Enigmail OpenPGP!

izard now?

Would you like to use the

(O No, thanks. | prefer to configure things manusally

38 cance q




59. On the next screen, you will be asked if you want to “digitally sign all of your outgoing

emails.” Select “No, I want to create per-recipient rules for emails that need to be signed.”
Then, click the “Next” button.

a o OpenPGP Setup Wizard

Signing
Digitally Sign Your Outgoing Emails

OpenPGP allows you to digitally sign your emails. This is like the electronic
version of signing a letter, and it allows people to be sure that an email is
really from you. It's good security practice to sign all outgoing email.

To verify your signed email, people need an OpenPGP-aware mail program. If
they don't have an OpenPGP-aware mail program they will be able to read
your email, but the signature will be displayed as an attachment or as text
around the email message. This might annoy some people. You need to

choose if you want to sign all outgoing email, or if you want to aveoid sending
signed email to some people.

Do you want to sign all your outgoing email by default?
O Yes, | want to sign all of my email

& cancel 4 Back Ii




60. On the next screen, you will be asked if you wish to encrypt all outgoing emails. Choose
“Yes, I have public keys for most of my contacts” and click the “Next” button.

Note: You may read or hear elsewhere that this makes sending email to people who do not
use GPG more stressful. Ignore such discussions. It is not more stressful than accidentally
sending a message to someone unencrypted that should have been encrypted. The option
you selected above makes such a scenario much less likely.

EE’- OpenPGP Setup Wizard BEE

Encryption
Encrypt Your Outgoing Emails

OpenPGP allows you to encrypt your email messages and any attachments.
Encryption is like putting a letter in an envelope. It makes things private. It's
not just for "secret" messages, but for everything that you would not send on
a postcard.

On a technical level, encryption works like a padlock that only the recipient has
the key for. Unlike signing, to use encryption all the recipients of an email
need to use OpenPGP. People need to give you their public key before you can
send them encrypted email (the public key is the pad lock we were talking
about).

Unless most of your communication partners have public keys, you should not
enable encryption by default.

Shall your nutgoini email be encrypted by default?

(O Mo, | will create per-recipient rules for those that sent me their public key

o] s [




61. Next, you will be asked if you wish to change your email settings to make OpenPGP work
more reliably. Choose “yes” and click the “Next” button.

DpenPGP Setup Wizard




62. Now, chose the key pair that you created earlier for encrypting emails with Thunderbird.
Select “I want to select one of the keys below for signing and encrypting my email.” Then,

click on the corresponding “Account / User ID” that is shown in the window and click the
“Next” button.

AT OpenPGP Setup Wizard

(<
O
(x

Key Selection
Create A Key To Sign And Encrypt Email

We have detected that you already have an OpenPGP key. You can either use

one of your existing keys to sign, encrypt and decrypt emails, or you can
create 3 new key pair.

(=) | want to select one of the keys below for signing and encrypting my email:

Account [ User D

O I want to create a new key pair for signing and encrypting my email

¢ cancel | <= Back




63. On the next screen that appears, click the “Next” button to continue.

| 5 CpenPGP Setup Wizard




64. On the next screen that appears, click on the “Finish” button.

m!i'. o SpenPGP Setup Wizard




65. Next, you should change one setting that wasn't addressed by the OpenPGP Setup Wizard.
At the main Icedove window, click on “Edit — Account Settings.”

R g
File BEEI8 View Go Message OpenPGP
[ B 4 Undo Ctri+Z
= g@w Redo shift+ctrl+=
= ol Cut Ciribx [pddr
b (B L) EoRY Ctri+C
p m| ] Paste cir v low
Delete Messags Ciel
Select -
©, Find ¢ ail
Fropertias) eac

& Preferences

| T Writ



66. In the window that appears, click on “OpenPGP Security” in the left column. Then, mark the
box next to “Sign encrypted messages by default” and click the “OK” button.

il

St

Account Settings )

Return Receipts
Security
= Local Folders
Junk Settings
Disk Space
Outgoing Server [SMTP)

Account Actions

= youranonemail@vfemail.net
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Disk Space
_OpenPGP Security

OpenPGP Options (Enigmail)

Support for OpenPGP encryption and signing messages is provided by Enigrmail, Yau
need to have GnuPG (gpg) installed in order to use this feature,

Enable OpenPGP support (Enigmail) for this identity

(O Use email address of this identity to identify OpenPGP key
(®) Use specific OpenPGP key ID (0x1234ABCD):

| OXBE1DEB30 Select Key ...|

Message Composition Default Options
si d by default

Encrypt messages by default

Use PGP/MIME by default

&€ cancel |




67. Next, this tutorial will walk you through importing the GPG public key for the email
account affiliated with support for this tutorial. There are multiple ways to import keys into
your GPG keyring. By far, the most common and easiest method is the use of a key server.
Unfortunately, as of the time of this publication, there is an issue with TorBirdy that prevents
Enigmail's key manager from importing keys directly from a keyserver. This is not a
problem. In this case, you will use Tor Browser.

Open up Tor Browser, type “http://qdigse2yzvuglcix.onion” in the location bar and press
“enter.” This is the Tor hidden service address for “zimmerman.mayfirst.org,” a public GPG
keys server.

x;“ Tor Browser

|Ei|e Edit Wiew History Bookmarks Tools Help
o

| @ @v 8 | qdigseﬁyzvuglcix.uni;m v |

|3 New Tab |

68. Next, in the field next to “Search String,” type “0xBD8083C5237F796B” and then click on
the “Search” button. 0XBD8083C5237F796B is the identification number associated with
the public GPG key for anonguide@bitmessage.ch.

Note: You can search for other peoples' public GPG keys on this server as well by entering
their email address in the field next to “Search String” and clicking the “Search” button.

.‘L. g SKS CpenPGP Public Key Server - Tor Browser
File Edit Wiew History Bookmarks Tools Help

| € SKS OpenPGP Public Key Server | < |

@ @v 8 qaigsezyzvuéicix.oniun VE

SKS OpenPGP Public Key Server

Extracting a OpenPGP Key

Index: Verbose Index: *

Search String:«{0xBD8083C5237F 7968
¥ Show OpenPGP "fingerprints” for keys

~ Only return exact matches

Reset WiSearchl)



http://qdigse2yzvuglcix.onion/
http://qdigse2yzvuglcix.onion/
http://qdigse2yzvuglcix.onion/
http://qdigse2yzvuglcix.onion/

69. In the “search results” that appear, click on the link next to “pub” and above “fingerprint.”

This will take you to the public GPG key for anonguide@bitmessage.ch.

->
S
File Edit Wiew History Bookmarks Tools Help

]ﬁ-’Search results for 'Oxbd8083c52... “ -é- |

G B @v [ 5] _,Ei"i-g;@zvugléi;:;i}an-|.-'r.;'..-I-.--'.-I.I.|i.-5'-:-;.-:.=::-.ie<:..;'.r:-:;;|-.l'|==.- BD8083C . w

Search results for '0xbd8083c5237F7960" - Tor Browser

Search results for '0xbd8083c5237f796Db'

Type bits/lkeyID cr. time exp time key expir

I P013-11-26

pub 4096RAZ3
i =6422 2488 D257 3091 0C47 A904 BDBO 83CS 237F 796B

Fingerpr

uid Anon Guide <anonguide@bitmessage.ch=
sig sig3 237F796E 2013-11-26 2018-11-25 [selfsig

sub 4096R/AFDASD74 2013-11-26
sig shind 237F796B 2013-11-26 2018-11-25 []

70. The next web page you see will show the random text that is the public GPG key for

anonguide@bitmessage.ch. Save this as a text file to your hard drive.
Click on “File — Save Page As.”

& L Public Key Server — Get "~ Oxbd8083c

(Ele: Edit \View History Bookmarks Tools Help

| New Tab Ctrl+T = |
[ | New Private Window Ctrl+mN .i;;;lcix.aniun_.w.-'r:.=-:I- wokup?op=get&search=0x
L3 open File... Ctri+0

Email Link...

er -- Get " Oxk

Page Setup...

il Print Pregiew rst.org
b Print i Ctrl+p *TeUYBHN7exoKWHHZL3CTY CUAKXSP] 65T PEDK
Gotar nshThTdY2MrgpgbbpC/amDeHL rxCy xdmZ3w
Work off shlwVAnS3VkBG33cCkek ZpaWD7kwe CTmLX1k
Fasiiie 5CG30 XhWLY /EBU1 85WSupRs thhOR73uTwLLnh
&4 uit ctri+q 1WOTwg9ngs 2R+ZB1 84+ vPAXTngdmgOx rIs+0vn
Tyxch]410eqsZZd11+xtmAIqWEXDhdpulB8vls

BRRENFArANERLLINERN/QeEaNFa L cubPakakPRUTL 41 CHRAKPNENT cTqaquErEy L dat Tep



71. In the “Save as” window that appears, click on the “user” folder under “Places” towards the
left side of the window. Then, in the field next to “Name,” type “anonguide.asc.” Next,
click the pull down menu located towards the bottom right corner of the window and select

“Text Files.” Finally, click on the “Save” button.

(<
¢
L

£ Save As

w (e

Mame: -.ianong;‘.iidé.‘as.:i:

Savein folder: < EEuser > @ Desktop Create Folder

v : Size  Maodified _:

Places | Mame

& Search i Desktop 00:41

@ Recently Used E5i storage 01:29
% | S tor-browser_en-Us 01/01/2000
B Desltop

[ File system

[[] storage

L edrormo

o
~

q _@gancel

You will be using the same web page again to host your public GPG key. Thus, you may
leave the browser open and continue to the next step.

72. Next, return to Icedove and click on “OpenPGP — Key Management.”

el
File Edit View Go Message BelsEalElEN Tools Help

Save Decrypted Message

i)

._& _ = : Preferences B
() Get Mail ¥ | jfwrite [=]Ch Key Management

b [ = youranone...mail.net (i Help

b = Local Folders Setup Wizard C

About OpenPGP
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73. In the Key Management window, click on “File — Import Keys from File.”

74. In the next window, click on the “user” folder under “Places” towards the left side of the
window. Then, click on “anonguide.asc” and click on the “Open” button.

Import OpenP G-ﬁﬂy'ﬁf: —W

Desktop
S| storage
j tor-browser_en-Us

[ File System

=] storage
& edromo




75. The next window that appears should inform you that the key was successfully imported
Click on the “OK” button to continue.

= &

OpenPGP Alert (g )
‘The keyls) were successfully imported

gpg: key 0xBDB083C5237F7968: public key "Anon Guide <anonguide@bitrmessage.ch="
imported

gpg: Total number processed: 1
apg: imported: 1 (RSA: 1)

76. Now, verify the integrity of the newly imported key for “anonguide@bitmessage.ch.”
Double-click on the key for “Anon Guide <anonguide@bitmessage.ch>" to open the “Key
Properties” window.

i3 -~ OpenPGP Key Management A e

File Edit View Keyserver Generate

Search for; clear | | Display All Keys by Default
_Name

— - v KeyD @

Anon Guide I11gLIIC dej; -| itmessage.ch 237F7968
' s|acob Appeau offline ng term identity ey) {jacob@appelbaum net= 41934197
*Your Alias <=youranonemail@vfemail.net>

BE1DE&30



mailto:anonguide@bitmessage.ch

77. In the window that appears, note the fingerprint. It should be
“6422 2A88 D257 3091 0C47 A904 BD80 83C5 237F 796B”. The full fingerprint may not
display in the Key Properties window. You can scroll through it by clicking in the field next
to “Fingerprint” and using your arrow keys.

If the fingerprint anything different, assume the public key for this tutorial that you
downloaded has been tampered with and do not use it. When you have confirmed the
fingerprint, click the “OK” button.

Note: It is always important to verify any GPG public key you have added to your keyring
with a fingerprint provided to you by the person you wish to communicate with. The reason
for this is that anyone can add a GPG public to a key server that claims to belong to a certain
email account. If an attacker is monitoring an email account through surveillance, and you
use an encryption key that they created to falsely correspond to the person you wish to
communicate with, the attacker will be able to read your email.

|'-""' I K&y Properties el )k

L

Primary User ID  Anon Guide <anonguide@bitmessage.ch>

1 lEN

Key ID 0x237F7968
Tvpe public key
| Key validity unknown i |
.i Owner trust unknown .5
Fingerprint 1 D257 3091 'a:_:?i? AQD'Q';EID:HQIEECS 237F TBE-:E‘I .|
Additional User ID valid
Key .. 1w} Al Cre.. Expiry

primar... 0x237F7... RSA 4096 11/26/2... 11/25/2... Si..
subkey OxAFDAS.. RSA 4096 11/26/2... 11/25/2... En..

Select action ... v




78. Now you should begin the process of exporting your public key to a GPG key server. Click
on the entry for your email address in the Key Management window. Then, click on
“Edit — Copy Public Keys to Clipboard.”

. L G OpenPGP Key Management
Flle Edit View Keyserver Generate

Sea Import Keys from Clipboard | | Clear | Display All Keys by Default

g

=
|

|
N : v  KeyID L B
> Sign Key .:ge.ch:r | 237F796B
> o dentity key) <jacob@appelbaurm,net> 4193A197
‘ Set Owner Trust Ml e BE1DE®30 .
Disable Key |
Revoke Key
Delete Key Del

Manage User [Ds
Change Passphrase

Add photo

Add to Per-Recipient Rule

Select g_:“ Keys Ctrl+a




79. Now, go back to the Tor Browser and return to the opening page of
http://qdigse2yzvuglcix.onion by either using the back buttons or entering it in the location
bar and pressing “enter.” When you are back at the opening page, scroll down to the section
entitled “Submitting a new OpenPGP Key.” Then, click in the text area directly underneath
“Enter ASCII-armored OpenPGP key here.” You should see a cursor blinking in the text
field.

' Show OpenPGP "fingerprints" for keys

& Gnly return exact matches

Submitting a new OpenPGP Key

Enter ASCll-armored OpenPGP key here:



http://qdigse2yzvuglcix.onion/
http://qdigse2yzvuglcix.onion/
http://qdigse2yzvuglcix.onion/
http://qdigse2yzvuglcix.onion/

80. Next, click on “Edit — Paste” to paste the contents of your clipboard into the text field. The
text you paste into the field will be random characters. If it is something else, go back to
step 78 and copy your public key again.

e SKS OpenPGP Public K
File ‘Hiew History Bookmarks Tools Help
| s 9 Undo ctr+z i | 4 |
| . o
@ = Rado Crrl+Shift+2 2yzvugleix.onion
an CUL CLri-x ; :
o rprints” for keys
Copy Ctrl+E |
| & Delste Gel
Re -
=/ select All Chrl+A .
@8 Eind

M OpenPGP Key

St
| #* Preferences
Enter ASCIl-armored OpenFGFE key here:




81. Now, click on the “Submit” button under the text field where you pasted your public GPG
key.

]ﬁ SKS OpenPGP Public Key Server ” -E- |
@ @ v & 0 gdigse2yzvuglcix.onion

_ Only return exact matches

Reset Search!

Submitting a new OpenPGP Key

Enter ASCIl-armored OpenPGF key here:

DIQYSleM]?yHDmuaRPNEZwmHdKKwAhFWlB?qQU9821dwsbxgqmlB]?AsulyGHTM =
+601T1ETfXbwSo1CTz3AZgtzbmt3H] Iwc tRR3SDAKqo M-y HZ T vo LMRSYWAGQT St AdY
GEM2pkNOQNsdT /zS0nk ol Uk ShBskOw Im ] VSGs 2VSqnehd+x SouR4aQaoGEQQDMPTG
ZNNLy fuprlgqreTZ4Nr rM2HRUIaYEqThEaV1 0G0t 200POFT Gw\Szp On /ox tEFP73Z
S1LLcTpE3I+1 1 dBaldYFOfY+GKHg ricLCEaQKHOT 900 461F ronQosL1RAk /1e rim
ZEMGm roS0t rol81kSE0a J10dRECRBY gb Wwax TEABZKeh s Wl AEQEALY k CIQ0Y AQo A
DwLICUx9sTQIbDALICHYBg AAKCRD1 pEQKvh 3mMOwpD /465117251 FDOIG/MBRe] /S
R3CWdzqzp JEEMpTsKpU,/ooDBhHZ1 ANGWLMT 8OWEL q+oRUb g 7cFpLOGMTUsHgMEga
WY/ /LoBnCfRFULZKTFMn Wz Mg Dwk ZeT4gLI g LKS Ty LS1NVIRnpmLY ]On8cSESGI3n
BL70OTQqHBUSTLAMY 2T yo CVEWLZ rLSNEBASS BuoQzMCPYqub 2T BwreY XLRYNTWFS
yPOIOG0IZ226mS,/BvpbiTYLJwS3Yh7 /hhD/ cWlutgpGAcIMOROGY x J1CFISwpgeus3
TnwWaiNKP1Wgv 2b812490sp rfglgSSB13+mhmyyW,/ r LN sUESGhaFEASMZchNB1ZD |
B1Ero4IKsKBGwE+0BmAop rz Asgmv+oxSCWML Koy 30aSkew2I 04SN 7L A+GOOpMUY
+ypph2RRFHgtqbkpEs 71Xt X0qgBxLPEI ta2VpEENChTame 32w 1AGMgbg 3T rkBol
RIXWBz . HpRNOT ImRZnBUrbh47yz TP22HL 4x KNw1 ZZ80Kmy ETGNO0 DgVEFT 3X0uFp
+11/1MAyDTq6z8PwdekFsuFoj ry2J6YHMgGD | Vo TH/hpS0ZSEQ/ghNIiBydAHmALh
HvaVEGIeLFHOoW2mBz 0alYGSRZY MwOaMCiIHNLTT2tugh AEEhsUATaVIMNKU /e B+8
wsiy lck 3mEq4000e t8AGH

=qmd@d

----- END PGP PUBLIC KEY BLOCK-----

<3|




82. You should next see a screen confirming that your public GPG key has been “added
successfully.” You may close the Tor Browser now if you wish.

& ke Tor Browser
File Edit View History Bookmarks Tools Help

]ﬁ' httpjigqdigsezyz...ix.onion/pks/add ";]
ﬂl £ @v & @ gdigse2yzvuglcix.onion/pks/add v i@

Key block added to key server database. New public keys added:
1 key(s) added successiully.

83. Now, let's prepare Icedove to inform people about your public GPG key through listing it in
your email signature. Return the the “Key Management” window in Icedove and double-
click on the key entry for your vfemail.net email address to open the “Key Properties”
window.

L ST CpenPGP Key Management L e )

File: Edit \iew Keyserver Generate

Search for: | . .Clear._ | \ Display All Keys by Default
Name .. v Kyb o m
»Anon Guide =anonguide@bitmessage.ch> 237F7926B

4193A197
BELDEG30

*Jacob Appelbaum (offline long
Your Alias

term identity key)

=youranonama




84. In the window that appears, click in the field next to “Fingerprint.” Then, “select all” of the
text in the field by typing either “LEFT-CTRL A” or doing a right-click and choosing
“select all.” Next, copy the text to your clipboard by typing “LEFT-CTRL C” or doing a
right-click and choosing “copy.” When you have copied the text to your clipboard, click the
“Close” button.

L A Key Properties

Wiy

Primary User ID  Your Alias <youranonemail@vfemail.net>

Key D OxBE1DEGZ0

Tvpe ' key pair

Key validity ultimate

Owner trust ' ultimate

Fingerprint [

 Additional User ID. - valid
f_t{Ejf... LD Al - Cre.. - Expiry

primar... OxBE1DE... RSA 4096 03/11/2... 03/10/2... Si.. |
subkey OxAOE06.. RSA 4096 03/11/2... 03/10/2... En...

| Select action .. v




85. From the main Icedove window, click on “Edit — Account Settings.”

e
File View Go Message OpenPGP

/ E 4 Undo Ctrl-+Z
= @ Redo Shift+-ctrl+z

A 8¢ cut Ctrlx rddre

>3 [ Copy ctri+C [
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Delete Messags Cial

Select [
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86. Now you are going to create a signature that will be included in all of your outgoing mail
that will contain both your GPG public key ID and your GPG public key fingerprint. In the
next window that appears, click in the text field located underneath “Signature text.” Then
paste the contents of your clipboard on to two separate lines in the text field.

On the first line, type “GPG Public Key:” before the fingerprint you just pasted. Then,
delete all but the last 16 characters of the fingerprint from this line. If you look at the
example below, you'll notice that your fingerprint consists of 10 groups of 4 characters.
Delete the first six groups. Then, delete the spaces in between the remaining groups of
characters. Finally, type “0x” (that is the numeral zero) directly in front of the remaining
characters. In the example below, that results in “OxE2A4440ABE1DEG630.” The end result
of what you create here is your GPG public key ID number. People can enter that into
various GPG key servers to find your public key and send you encrypted messages.

On the second line, type “Fingerprint:” in front of the characters you pasted there. This will
help enable people who download your GPG public key to verify that it is they key you wish
them to use.

| AT Account Settings

o

k<
G
(=

v youranonemail@vfemail.net A,t‘- BnUhtSetth‘ms [ p— hm'naii @V&ma

Server Settings
Copies & Folders
Composition & Addressing

Account Name: | youranonemail@vfemail.net

Jl-l_”k Settings Default Identity

Disk Space _ Each account has an identity, which is the information that other peaple see when
OpenPGP Secunty they read your messages.

Return Receipts

Security Your Name: Your Alias

v Local Folders
Junk Settings
Disk Space Reply-to Address: | Recipients will reply to this other address

Outgoing Server (SMTP)

Email Address: youranenemail@vfemail.net

Organization:

Signature text: | |Use HTML (e.g., <b=bold</b=)

| GPG Public Key: OxE2A4440ABE1DES30
Fingerprimt: FDC2 4045 D485 3578 F482 AB7D E2A4 4404 BE1D E630

| | Attach the signature from a file instead (text, HTML, or image):

Chooss

| |Attach my wCard to messages | Edit Card... |

Outgoing Server (SMTP): | youranonemail@vfemnail.net - 244cekbnjnljjzlz.onion ... v




87. Next, click on “Server Settings” in the field to the left side of the “Account Settings™
window. Due to a bug in either Icedove or Torbirdy, you may notice that “Check for new
messages at startup” has been enabled. Uncheck the box next to “Check for new messages at
startup” to disable the feature. Then, click on the “Close” button.

« youranonemail@vfemail.net

Copies & Folders
Composition & Addressing
Junk Settings _
Di_'sk."'s‘;':ag;g ; youranonemail@vfernail .net
OpenPGP Security
Return Receipts
Security

~ Local Folders
Junk Settings
Disk Space

Outgeing Server (SMTP)




88. When you are returned to the main Icedove window, expand the folders for your newly
created account. They will be located under the “Get Mail” button. Click on the “>” arrow
signs to have them point downward and expand your folders.

ﬁ \ g

Fle Edit View Go Message OpenPGP Tools Help

¥.2 youranone...email.net

& Inbox - lcedove Mai
F Tash
'*‘!‘ Local Folders
& Trash [ =
[ outbox Email

89. Now you will be instructed on sending out your first test email to
anonguide@bitmessage.ch. Click on the “Write” button located in the upper left region of
the window.

- NI

File Edit Wiew Go Message OpenPGP Tools Help

W g i = Chat @Address Book

v @2 youranone...email.net

& inbox - lcedove Mail -
& Trash
v+ 2 | ocal Folders
ﬁ Trash [ Email

[ Outbox




90. A new window will open for you to compose an email message. In the “To” field, type
“anonguide@bitmessage.ch”. Then, type “key test” in the “Subject” field. Then, type
whatever you wish into the message body. You do not need to go into great detail. The

point of this email is to test your encryption key and get you familiar with a common
encrypted email exchange.

Notice the pencil and key icons in the lower right corner. These icons should be in a yellow
color, which means your message will be signed and encrypted (if you have a corresponding
public key). If they are grey, that means encryption and/or signing is disabled.

Note: The Subject field is NEVER ENCRYPTED, even when you encrypt your message
and attachments. Thus, be wary of any information you put in a subject field.

When you are ready to send the message, click the “Send” button.

) el Write: key test o) L2y
Il fle Edit Wiew Options OpenPGP Tools Help
Speling v @ Attach v g OpenPGP v () SMIME v | Save
1 ) Frorm: | Your Alias =youranonemail@wfemail.net= vouranonemal@viemal ner e |

3" To: ! | & anenguide@bitmessage.ch

Subject: * EEYTE 5f|_

| Type your message here,

GPG Public Key: OxE2A4440ABELDEG3C
Fingerprint: FDC2 4045 D485 3578 F482 ABTD E2A4 4404 BEID E630




91. You will next be prompted to enter your GPG passphrase. This will enable you to sign the
message you are sending to us. When you sign a message, this provides a mechanism which
allows the recipient of an email to be confident that you actually wrote the email and not an
impostor. Type your passphrase and click the “OK” button.

pinentry L)) L2

"“four Alias =youranonemail@vwfemail.net="

i1 <
;IQ| You need a passphrase to unlock the secret key for usern
S AD96-bit RSA key, ID OXEZA4440ABE1DEG30, created 2014-03-11

Passphra saﬁwwwwmmmmmmmw i

S e |

92. If you take too long to enter your GPG passphrase, the window imaged below may appear.
Don't worry about that. Finish typing your GPG passphrase and, when you get to the
“Warning: Unresponsive Script” window, click the “Continue” button. Your email will now
be encrypted.

[ ﬂp‘ Warning: Unresponsive script

A script on this page may be busy, or it may have stopped responding. You can stop the
script now, or you can continue to see if the script will complete,

Script: resource fjenigmail/subprocess.jsm:1699
[1Don't ask me again

¥




93. Since this is your first time sending an email, another “Add Security Exception” window
will appear. This is expected. The warning is due to the fact that the SSL certificate you
received is from vfemail.net, but the domain you are connecting to is
344c6kbnjnljjzlz.onion. Click on the “Confirm Security Exception” button. You won't have
to do this again in the future.

= | Add Security Exception

N

.é_

You are about to override how |lcedove identifies this site,

— Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: | Raacekbnjnljjzlz.onion;465 Get Certificate|

Certificate Status
This site attermpts to identify itself with invalid T
information, —

Wrong Site

Certificate belongs to a different site, which could indicate an identity
theft.

-+ Permanently store this exception

@ Cancel |




94. As aresult of the issue with the SSL certificate in the last step, the sending of your message
will fail. Select the Icedove “Write: key test” window from your task bar.

Then, click the “OK” button in “Send Message Error” window that appears.

Send Message Error ot L T

3
C

Sending of message failed.
The message could not be sent using SMTP server 344c6kbnjnljzlz, onien fnran unknown
reason. Please verify that your SMTP server settings are correct and try again, or contact

your network administrator.,

ey
- -
"

Finally, when you are returned to your email composition window, click on the “Send”
button again.

I3 o Write: key
Fle Edit View Options OpenPGP Tools Help
| spelling v @ Attach v g OpenPGP v [ spvip

- T . " . - .
asuranonemail@vfemail.net> vourar

Send this mﬁfsﬁagq now 2 : ¥
| o) | & aHGHQU|Je@b|tmessage ch

—_

o

Subject: | key test

Type your message here.

GFn Public Key: OxEZA4440ABE1DEGRD
Fingerprint: FDC2 4045 D485 3578 F482 ABTD E244 4404 BE1D ESG30




95. Next, you will be prompted to enter the password for your vfemail.net account. This will
happen each time you start Icedove and send an email for the first time since your password
is not stored by the program. However, once you have entered the password, Icedove will
remember it for the session. The same process applies to receiving email. When asked to
enter your password, copy it from KeePassX, paste it into the password field and click the
“OK” button.

Ll SMTP Server Password Required > ) X

Enter your password for youranonemail@vfemail.net on 344cekbnjnljjzlz.onion:

! --ITIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII..J . | |

Lise Password Manager to remember this password.

@cancel @Ok D

Note: Do not use Icedove's Password Manager to store your password. Icedove does not
encrypt stored passwords by default. Thus, if an attacker compromises your machine and
manages to access your Icedove folder, they will gain the password to your email account if
you have stored it in Icedove.

96. You will now be returned to the main Icedove window. If you notice a new “Sent” folder in
your Local Folders on the left side of the window, your email to anonguide@bitmessage.ch
was sent.

"

File Edit \iew Go Message OpenPGP Tools Help

!_..4:"_-, Get Mail v | jf Write |~ |Chat @Address Book Tad
v & youranone...email.net. .

& Inbox Icedove Mail - yc

- & Trash

v B Local Folders

B Sent [ -

& Trash Email

[ Qutbox -
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97. In some instances, you may wish to send an email to an address for which you have no GPG

public key in your keyring. When you reach a new mail composition window like you did in
step 90, you have the option of sending your GPG public key to the recipient as an
attachment. If you wish to do that, click on “OpenPGP — Attach My Public Key.”

L IS Write: ino subject]
Fle Edit wiew Options myauls Help
_@Send 35 Spelling + Sign Message Ctrl+shift+5 SIMIMIE

|+ Encrypt Message  Ctrl4+-Shift+E |
From: | Your A uran

i :
[ o IT + Lse PGP/MIME for This Message
i Key Managerment
| Unde Encryption
Subject;
Help
@xtw' Public Key: OxE2A4440ABE1DEG30
Fingerprint: FOC2 4045 D485 3578 FABZ AB7D E244 4404 BEID E630

Once you have composed the message and click the “Send” button, you will see the window
imaged below. Mark the box next to “Send mail unencrypted and unsigned.” Then, click the
“OK” button.

Note: Remember that this email is unencrypted. Thus, it is possible that, if someone
intercepts your email at some point, it could be read. Be wary of what information you
share in an unencrypted email.

._ﬂ'

OpenPGP Key Selection AR

i<
4
L

J
et

Recipients not valid, not trusted or not found
somerandomname@somerandom.com

Select Recipients for Encryption

i Account [ User ID Trust Expiry Key 1D B
O Anon Guide <anonguide@bitmessage.ch> - 11/25/2... 237F796B
O :jacob Appelbaum (offline long term identity key) <jacob@a... - 41934197
O our Alias =youranonemail@vfemail.net> ultimate 03/10/2... BE1DEG30

Refresh Key List| | Download missing keys

Create per-recipient rulels) @ Cancel 1%:

The remainder of this chapter will discuss downloading and reading email.



98. In the near future, you will want to check your mail to see if you got a response from us or if
anyone has sent you email messages. From the main Icedove, click on the “Get Mail” icon
to check for any new email messages on the server and download them.

LA

Fle Edit VWiew Go Message OpenPGP Tools Help

|_;/fWrite Lf_lchat @Address Book 3

vig you et new messa.t;;es - '
el Icedove Mail -y
& Trash

99. Next, you will be prompted to enter your password for your email account. Once you have
entered the password, Icedove will remember it for the session. When asked to enter your
password, copy it from KeePassX, paste it into the password field and click the “OK”

button.

.3 g Enter yvour password A

7 -~ Enter your password for youranonemail@uvfemail.net on 344c6kbnjnljjzlz onion:

_— -

+IIIIllll-I-I-I-I-I-I-I-I-I-Illlllllﬂ J

=——
lUse Password Manager to remember this passward.
" @ cancel
100. When you receive new emails, a counter will appear next to “Inbox” in the left

column. Click on “Inbox” to go to the list of new emails. Then, click on the email that you
wish to read.

P Inbosx - lcedove Mail/News
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Fle Edit View Go Message OpenPGP Tools Help

B Inbox
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B4 Ihbox
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101. If the message you received was encrypted with your public key, you will need to
type your GPG passphrase to decrypt it. If a window like the one in the image below
appears, type your GPG passphrase and click the “OK” button.

1\ pirrentry

)

' You need a passphrase to unlock the secret key for user:
I| “Wour Alias =youranonemail@viemail net="
4096-bit RSA key, ID Ox6E2DBBFEACEQS62D, created 2014-03-11 (main
key |D OKE2A4440ABE1IDEGZ0)

LTI T WSS - o o o

102. The email will next display in the lower portion of your Icedove window. From
here, you have the option of replying, forwarding, deleting, etc. If you're reading the
message sent to you by anonguide@bitmessage.ch, your encryption configuration is

working.
# OpenPGE Decrypted message; UNTRUSTED Good signature from Anon Guide <anonguide@bitmessage.ch> Details v
B A e o | % Reply |=» Forward| | & Archive| | @ Junk | @ Delete!
“ubject Re: key test ’3 E 03:15 PM +0000
To Mels Other Actions v
Your Alias:

Type your message here.

Your message was recelved.

GPG Key: OxBDS
Fingerprint: &

Unread:0 Total:l .7 ' TorBirdy Enabled: ‘Whonix



Congratulations. You have reached the end of the Icedove and Enigmail email tutorial. It
should be emphasized that this is not meant to be an all inclusive tutorial on the safest way to
use GPG/PGP encryption. There are a number of other resources on the Internet, or people you
can talk to, that can provide more tips that may be better for the perceived threat model you want to
address. However, you now have a strong starting point that has laid down the basic fundamentals
of using encryption over email. Remember the following tips regarding email:

* Do not contact people you know in real life at non-anonymous email addresses
with the email account you created here. Do your best to keep your real world
identity separate from your online identity in Whonix.

* Be wary of what you share about yourself in email! Just because your email is
encrypted doesn't protect you if the person you are communicating with stores your
emails in an unencrypted format. Nor does it protect you from someone receiving
messages from you who desires to use the information you provide to exploit you.

* Never include sensitive information in an email subject, EVEN IF THE EMAIL
IS ENCRYPTED! Subject headers in email are never encrypted, despite the fact
that the rest of the message is.

* If you send email to a recipient without encryption, assume it can be read by
anyone!

*  Whenever you have the option to use a Tor hidden service, a domain name with a
.onion extension, use it! If you can confirm it is controlled by the service you wish to
use, it will give you greater protections.



Chapter 4g. Malware Mitigation.

One of the most common risks to a secure system that you will encounter is malware.
Despite what some may say about Linux, it is not immune to the threat of malware. The standard
approach for most users to prevent malware is a virus scanner. However, such a method is flawed
since, once malware has found its way on to your computer, it's already been compromised. All a
virus scanner can do is attempt to clean up the mess. Additionally, using a virus scanner only
detects known malware. Any unknown malware will get past it and compromise your system
undetected.

The method described in this chapter provides a means of limiting the risk of a lasting
compromise of your Whonix Gateway and Whonix Workstation by malware. Rather than relying
on a virus scanner, this method involves creating an additional virtual hard drive for persistant
storage of various files and then restoring the Whonix Gateway and the Whonix Workstation from a
snapshot after each use. The benefit of this method is that, if either the Whonix Gateway or the
Whonix Workstation are compromised by malware during your session, it will simply be erased and
gone the next time you use the Whonix Gateway or Whonix Workstation.

While this method provides a fairly good way to mitigate the risks associated with malware,
do not become overconfident in it and get reckless with your networking habits. This method will
only work against malware that is confined to the Whonix virtual machines. If the malware is
advanced enough to break out of the restrictions of a virtual machine and compromises your host,
then this method will no longer do you any good and your entire system will no longer be secure.
Additionally, standard malware that infects your v can still compromise communications that you
believed to be encrypted, thus weakening a significant aspect of the security methods discussed
earlier in this guide. Therefore, while this method will mitigate against a persistent install of
malware in your Whonix Gateway or Whonix Workstation, remember that it is still best to avoid
malware compromise entirely.

Also be aware that if you create a snapshot of a either the Whonix Gateway or Whonix
Workstation after it has been compromised, and you are using that snapshot for this method, then
the mitigation techniques described in this chapter will essentially be worthless. Thus, if you've
already used the Whonix Gateway or Whonix Workstation to visit risky internet sites, consider
doing a fresh install of Whonix as described in this guide before implementing the method in this
chapter.

Let's begin.



1. First and foremost, if your Whonix Gateway and Whonix Workstation are running,
shut them down as described in steps 4-7 of Chapter 4a. The first thing you need to do is
create a new virtual hard drive to use with your Whonix Workstation. This is done from
inside the VirtualBox Manager. If your VirtualBox Manager is not currently running in your
Debian host OS, click on “Applications — Accessories — VirtualBox” to open the
VirtualBox Manager.
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2. If you've made it this far, you've done some substantial work with your Whonix virtual
machines. Take snapshots of them for backup purposes before proceeding. First, click on
“Whonix Gateway” and then click on “Snapshots.”

| |
Oracle VM VirtualBox Manager - | O
File Machine Help
£ S‘fb} [l e
& @ D ) Details | (@
Mew Settings Start Discard - _

@. General .@. Preview

¢ MName: Whonix-Gateway

Whonix-Workstation (Snapshot Q5 Type: Debian
@ Powered Off

Whonix-Gateway

System

Base Memory: 768 MB

Boot Order: Floppy,
Co/DVD-
ROM, Hard

Display

Video Memory: a8 MB
Remote Desktop Server: Disabled
(] Storage

Whonix-Gateway
SATA Part O: Whonix-Gatewav-8-disk1. vmdk




3. Next, click on the icon that looks like a camera towards the upper center of the screen to
take a snapshot of your Whonix Gateway.

Oracle VM VirtualBox Manager HE‘H

File  Machine Help

A ER

MNew Settings Start Discard

@ 2iE ¢ @

j Take Snapshot (Ctrl+Shift+S)|)

@ Current State (changed)

4. On the next screen that appears, choose whatever name you want for your snapshot and
click the “OK” button.

— Whonix-Gateway (Snapshot 1
@ ' Powered Off L i )

Whenix-Workstation (Snapshot
@) Powered Off

= RIS LibEn IHE—= LagpEen

Take Snapshot of Virtual Machine

| Snapshot Name

Snapshot Description

Help ] | Cancel |

5. Next, click on the “Whonix Workstation” to select it and click on the camera icon towards
the upper center of the screen to take a snapshot.

Oracle VM VirtualBox Manager uﬂl_fﬂ

File Machine Help

& B D 9

New Settings Start Discard
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6. On the next screen, choose whatever name you want for your snapshot and click the “OK”
button.

= LA Ly [HE—=" x

Take Snapshot of Virtual Machine

TSR]

| Snapshot Name

Snapshot Description

Help I | Cancel |

7. Next, with the “Whonix Workstation” still selected, click on “Settings.”

Oracle VM VirtualBox Manager HHW

File Machine Help
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8. In the window that appears, click on “Storage” on the left side of the window. Then, click
the small icon that looks like a circular disk with a “+” sign on it towards the bottom of the
window and select “Add Hard Disk.”

I Whonix-Workstation - Settings I
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System
Display
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@ Serial Ports
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Help
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9. In the next window that appears, click on the “Create new disk” button.

(] [ | (T T TS, L L O O

VirtualBox - Guestion
7 You are about to add a virtual hard disk to
@ controller Whonix-Workstation.
Would you like to create a new, empty file to

hold the disk contents or select an existing
one?

Cancel | | Choose existing disk




10. In the window that appears, choose “VirtualBox Disk Image” and click “Next.”

Create Mew Virtual Disk
Woelcome to the virtual disk creation wizard

This wizard will help you to create a new virtual disk for your virtual machine,

Use the Next button to go to the next page of the wizard and the Back button to
return to the previous page. You can also press Cancel if you want to cancel the
execution of this wizard.

Please choose the type of file that you would Like to use for the new virtual disk. If you
do not need to use it with other virtualization software you can leave this setting
unchanged.

File type
@ Wi

) VMDEK (Virtual Machine Disk)
() VHD (Virtual Hard Disk]}

) HDD (Parallels Hard Disk])

etz | cancel




11. On the next screen, select “dynamically allocated” and click on the “Next” button.

Create Mew Virtual Disk

Virtual disk storage details

Please choose whether the new virtual disk file should be allocated as it is used or if it
should be created fully allocated.

A dynamically allocated virtual disk file will only use space on your physical hard disk
as it fills up, although it will not shrink again automatically when space on it is freed.

A fixed size virtual disk file may take longer to create on some systems but is often

faster to use.

Storage details

® [byn Ly alloc

) Fixed size

i < Back H _Rig;x:t:ﬂ Cancel |




12. Now, choose a name for your new virtual hard disk in the field under “Location.” Then,
choose the maximum amount of data you want the drive to be able to hold by either
adjusting the slider under “Size” or typing in the size you prefer in the field next to the
slider. If you believe there is ever a chance that you will be storing a lot of data on your new
hard drive, choose a larger size. Since the virtual hard disk is “dynamically allocated,” a
larger size won't instantly take up more disk space on your local hard drive. Rather, the
virtual hard drive will only increase in size as data is written to it. Finally, when you are
ready to proceed, click the “Next” button.

Create New Virtual Blsk
Virtual disk file location and size

Please type the name of the new virtual disk file into the box below or click on the
folder icon to select a different folder to create the file in.

Location

Mhuﬁz.iﬁtnnaiu- | a

Select the size of the virtual disk in megabytes. This size will be reported to the Guest
05 as the maximum size of this virtual disk.

Size -

= ————1_200joo G

4.00 MB 2.00TB

. | Cancel




13. On the next window that appears, click on the “Create” button.

Create New Virtual Disk

Summary

You are going to create a new virtual disk with the following parameters:

File type: VDI (VirtualBox Disk Image)

Details: Dynamically allocated storage

Location: /home/user/VirtualBox VMs/Whonix-Warkstation/Whonix-Storage.vdi
Size 200.00 GB (214748364800 B)

If the above settings are correct, press the Create button. Once you press it the new

virtual disk file will be created.

Cancel




14. When you are returned the “Whonix Workstation Settings” screen of the VirtualBox
Manager, click on the “OK” button.
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15. Next, you need to set the new hard drive you created to not be affected when you restore
your Whonix Workstation from a snapshot. To do this, open the Virtual Media Manager in
the VirtualBox Manager. Click on “File — Virtual Media Manager.”

P " —
Oracle VM VirtualBox Manager oz U
il | Machine Help
Import Appliance... Ctrl+| ‘{E}_J:_)atalls | @] Snapshots
Export Appliance... Ctrl+E : -
Preferences... Ctri+G = General & Preview
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H{t_@ SO : Workstation
Whonix- 3
Workstation
System
Base Memory: 768 MB
Boot Order:  Floppy,
co/ovD-
ROM, Hard
Display
Video Memory: 128 MB
Remote Desktop Server: Disabled
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16. In the next window that appears, click on the name of the new virtual hard drive you created

in the steps above and then click the “Modify”

button.

+ Actions

t

| & 2 8 @
b Copy Femove Release Refresh

Virtual Media Manager

—|Maodify... (Ctri+5Space)

| B Floppy Images |

ez

~  Virtual Size

Actual Size

Whonix-Gateway.vdi

Whonix-Worlstation-&-diskl.vmdlk

8.00 GB
200.00 GB
100.00 GB

804.00 KB

36.00 KB

2.72 GB

Type: Normal
Location:
Format; VDI

Dynamically allocated storage
Whonix-Workstation

Storage details:
Attached to:

/homefuser/VirtualBox VMs/Whonix-Workstation/Whonix-Storage.vdi

Help |

Modify the attributes of the selected medium

C!._use




17. On the next screen, select “Writethrough” as your medium type and click the “OK” button.

Modify medium attributes

You are about to change the attributes of the virtual disk located in
/home/user/VirtualBox VMs/Whonix-Workstation/Whonix-
Storage.vdi.

Please choose one of the following medium types and press OK to
proceed or Cancel otherwise.

Choose medium type:

! (0 Mormal
) Immutable
() Shareable

([ Multi-attach

Cancel




18. When returned to the Virtual Media Manager, click the “Close” button.

5 i — .
Virtual Media Manager Hm‘

Actions s

8 8 =2 & & -

b Copy Modify Remove Release Refresh

Hard Disks | () CD/DVD Images | EJ Floppy Images -

sy

I

MName *~  Virtual Size | Actual Size
Whonix-Gateway.vdi 8.00 GB 36.00 KB
Whonix-Storage.vdi 200.00 GB 804.00 KB
Whonix-Workstation-8-disk1.vmdk 100.00 GB 272 GB !

Type: Writethrough
Location: fhomefuser/VirtualBox VYMs/Whonix-Workstation/Whonix-Storage. vdi
Format: VDI

Storage details: Dynamically allocated storage
Attached to; Whonix-Workstation




19. Now, start your Whonix Gateway. Click on “Whonix Gateway” in your VirtualBox Manager
and then click the “Start” button.

File Machine Help

'f‘::} {c} % / |{3}Qefa,{t5 @l Snapshots (1)
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System

Base Memory: 768 MB

Boot Order:  Floppy,
CD/BVD-
ROM, Hard
Disk

20. Next, start your Whonix Workstation. Click on “Whonix Workstation” and then click on
the “Start” button.

File Machine Help

i‘f}i}%
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NG |{E}Qefa{t5 (@] Snapshots (1)
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Q Preview
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21. When the system boots and you reach the Whonix Workstation Desktop, click on the
“Konsole” icon on your Desktop to open a terminal session.

WV

chiot
[#]

| Ml |
XChat IRc




22. Now, you need to format the new virtual hard disk you created. In the terminal, type
“sudo fdisk /dev/sdb”. When prompted for your password, type it and press “enter.”

1= | fhomejfuser : sudo se) )2

File Edit W“iew Bookmarks Settings Help

|| fhomefuser : sudo e e L

File: Edit Wiew Bookmarks Settings Help

- 0SF disklabel

Warning: invalid flag

Command (m for helpl: |

24. For the remaining prompts that appear while creating the new partition, accept the defaults.
Simply press “enter” after every prompt that appears that is highlighted in red below.

| fhomefuser : sude o RN ..

File Edit View Bookmarks Settings Help

Warning: invalid flag

Command {m for helpl: n
Partition type:




25. When returned to the main prompt in fdisk, type “w” to write the changes to disk.

| | fhomefuser | suda A I I 4

File Edit “Wiew Bookmarks Settings Help

(2 primary, O extended, 4 free)

9, default 415

Command (m for help):

26. You will now be returned to your terminal command prompt. You need to format the newly
created partition in order to be able to use it. Type “sudo mkfs.ext4 /dev/sdb1” and press
“enter.”

27. When the disk finishes formatting and you re returned to the command prompt, create a
directory that will be used by the new virtual hard disk in the future.
Type “mkdir storage” and press “enter.”

userghost: ~§

28. Next, you need to configure your Whonix Workstation to mount the new virtual hard disk on
every boot. Type “sudo nano /etc/fstab” and press “enter.”

userghost: ~§




29. The next screen is the nano editor. Use your down-arrow key to navigate to the bottom of

the file and type “/dev/sdbl /home/user/storage ext4 defaults 0 2” as the
last line.
GNU nano 2.2.6 File: /etc/fstab Moditied

Ah77
- noauto

End of Whonix

defaults.errors
(0] (2]

grml.gid=grml O @

=remount-rof

30. Next, type you need to use a left-control-keystroke to exit nano and save the file.
Press “LEFT CTRL-X”. When prompted to save your changes, type “Y”.

defaults




31. The next prompt will ask you to select a file name to which you will save the file which
should default to “/etc/fstab”. Press “enter” to continue.

defaults

32. Next, restart the Whonix Workstation for your changes to take effect. Click on the “K” start
button in the lower left corner of your screen, hover the mouse over the “Leave” icon that
appears in the right side of the Start Menu and then click on “Restart.”

User user on host [Fkoe][cezrroer

“ Search:

|: DR €
5
(]
&

i : Switch user

Hibernate

| Restart
> Restart camputar .

iu Shut down

3 ( . :'j-:-n! = G

| o i :
Favorites Applications Compute Recently Used Lzave




33. In the next screen that appears, click on the “Restart Computer” button.

Restarting computer in 23 seconds.

T

Cancel @

34. A window will eventually appear asking if you wish to “abort active sessions.” Click on the
“OK” button.

Restart Computer
Abort active sessions:

Session
user: TTY login

|

Bes

@ cancel

35. Let the Whonix Workstation go through its reboot process
Desktop, click on the “Konsole” icon on your Desktop.

. When you are returned to the

chitit

Ll

XChat IRC




36. Next, you need to change which account owns the “storage” directory in order to make use
of it. Type “sudo chown user:user storage” and press “enter.”

userghost: ~§

37. Now, you need to move various files and directories to the persistent “storage” directory.
This step of the tutorial is assuming you saved your KeePassX password database as
“mypass.kdb” in your home directory. If you saved it as something else, replace
“mypass.kdb” with the path and file name you chose in the following command.

Type “mv -t storage .gnupg .icedove .purple .xchat2 mypass.kdb” and press “enter.”

] |

38. Next, you need to create symbolic links in your home directory to the files and directories
you just moved to the storage directory. If you are familiar with Microsoft Windows, think
of these as being similar to “shortcuts.” This will take a few steps.

Create a symbolic link for your GPG encryption data. Type “In -s storage/.gnupg .gnupg”
and press “enter.”

userghost:~4

39. Next, create a symbolic link for your Icedove e-mail data.
Type “In -s storage/.icedove .icedove” and press “enter.”

userghost:~%

40. Next, create a symbolic link for your Pidgin instant messenger data.
Type “In -s storage/.purple .purple” and press “enter.”

41. Next, create a symbolic link for your XChat IRC data.
Type “In -s storage/.xchat2 .xchat2” and press “enter.”

userghost: ~%




42. Next, you need to point KeePassX to where you've moved your password database. Either
open KeePassX through the K Start Button or double-click on the KeePassX icon on your

Desktop.

43. KeePassX will now open to an empty screen. Click on “File — Open Database.”

®¥o

KeePassX - Password Manager

.En‘tries Groups Wiew Extras  Help

| | New Database..,

" Bookmarks I >

Ctri+n

.1|-

Title v illsername i LIHL

FPassword

FComments

3 Close Databass CLel+wW
[d Save Database Cir+ 5
[4 Save Database As,,
- Ddtsbase Sattings:
Change MastsrKay.
Expurtto.., >
| f Lock Workspaca  (Gtrlel
@ qut culeg




44. In the next window that appears, click on “Home” in the column to the left side. Then,
double-click on “Storage.”

®o Open Database. .. P Yo
F (e [ |

| keePass Databases € v|| |




45. In the next screen, click on “mypass.kdb” and then click the “Open” button.

NOTE: This step assumes you named your KeePassX database file “mypass.kdb.” If you
named it something else, click on the file name you chose.

ﬁ* ) ‘Open Database... 2o @@‘
(- ecscm oo—— D&




46. When prompted to enter your password, type the main password you set for your KeePassX
password database in Step 6 of Chapter 4c in the field next to “password” and click the
“OK?” button.

I ﬁ o) fhomefuserfstorage/mypass. kdb L2

ﬁ Enter Master Key Last Flle

Enter a Password and/or choose a key file,

key

L Password:

T i ] i i i S

|‘_.| Hﬁ)" Fflﬂ: I " I | E|'.'-'".l':':... |

q ﬁ C:—._meérj

47. Close KeePassX by clicking the “X” symbol in the upper right corner.

ﬁ X fhomefuser/storage/mypass kdh - KeePassX
File Entries Groups WView Extras Help

[Gruups | Title ~ i Username ‘URL i Password ‘Comments




48. Next, shut down both the Whonix Workstation and the Whonix Gateway as described
in steps 4-7 of Chapter 4a.

49. When both the Whonix Workstation and Whonix Gateway have shut down, you can now
clone them. Click on “Whonix Gateway” to select it in the VirtualBox Manager. Then click
on “Machine — Clone.”

Oracle VM VirtualBox Manager - 2

Ctri+N
Ctrl+A !{E}Eetaiks | & Snapshats (2)

Ctri+5

General Q Preview

Ctrl+R ame: Whonix-Gateway

|S Type: Debian

M

50. In the next window that appears, type “Whonix-Gateway [Mitigated]” for the name of the
new virtual machine. Then, click on the “Next” button.

Clone a virtual machine [
Welcome to the virtual machine clone wizard

This wizard will help you to create a clone of your virtual machine.

Use the Next button to go to the next page of the wizard and the
Back button to return to the previous page. You can also press Cancel
if you want to cancel the execution of this wizard.

Please choose a name for the new virtual machine:

|Whonix-Gateway [Mitigated]|

[[] Reinitialize the MAC address of all network cards

ET Cancel |




51. In the next screen, select “Full Clone” and click the “Next” button.

2

Clone a virtual machine

Cloning Configuration

Please select the type of the clone.

If you choose Full Clone an exact copy (including all virtual disk
images) of the original ¥YM will be created. If you select Linked Clone,
a new VM will be created, but the virtual disk images will point to the
virtual disk images of original VM.

Mote that a new snapshot within the source VM is created in case you
select Linked Clone.

—

() Linked Clone

< Back | Hﬂxtﬂz& i | Cancel

—




52. When the next window appears, select “Current machine state” and then click the “Clone’

button.

5

' o

Clone a virtual machine

Cloning Configuration

Please choose which parts of the wvirtual machine should be cloned,

If you select Current machine state, only the current state of the
virtual machine is cloned. If you select All states, the current machine

state and all snapshots are cloned.

() ALl states

< Back | | Clone | | Cancel




53. When you are returned to the VirtualBox Manager, click on “Whonix Workstation” to select

it. Then, click “Machine — Clone.”

Oracle VM VirtualBox Manager

E{E}Qetaﬂs | [& Snapshots (2)

{:} MNew... Ctrl+N
Add... Ctri+A
New -
| Settings... Ctrl+5
ﬁj o lone 3 il |~ General & Preview
oy Remove Ctrl+R bme:  Whionix- P
'F\}: Start Workstation

Whonix-

54. In the window that appears, type “Whonix-Workstation [Mitigated]” for the name of the

new virtual machine. Then, click on the “Next” button.

ik

Clone a virtual machine

if you want to cancel the execution of this wizard.

Please choose a name for the new virtual machine:

Welcome to the virtual machine clone wizard

This wizard will help you to create a clone of your virtual machine.

Use the Next button to go to the next page of the wizard and the
Back button to return to the previous page. You can also press Cancel

|Whonix-Workstation [Mitigated] -

- =

L] Reinitialize the MAC address of all network cards

Cancel




55. In the next screen, select “Full Clone” and click the “Next” button.

2

Clone a virtual machine

Cloning Configuration

Please select the type of the clone.

If you choose Full Clone an exact copy (including all virtual disk
images) of the original ¥YM will be created. If you select Linked Clone,
a new VM will be created, but the virtual disk images will point to the
virtual disk images of original VM.

Mote that a new snapshot within the source VM is created in case you
select Linked Clone.

—

() Linked Clone

< Back | Hﬂxtﬂz& i | Cancel

—




56. When the next window appears, select “Current machine state” and then click the “Clone”
button.

' o

Clone a virtual machine

Cloning Configuration

Please choose which parts of the wvirtual machine should be cloned,

If you select Current machine state, only the current state of the
virtual machine is cloned. If you select All states, the current machine

state and all snapshots are cloned.

() ALl states

' < Back ||. E_L:QHE_-:II Cancel

= B | |

57. Next, you have to temporarily remove some drives from your Whonix virtual machines in
order to change the state of those drives. When returned to the VirtualBox Manager, click
on “Whonix Gateway [Mitigated]” and then click on “Settings.”

Oracle VM VirtualBox Manager = =
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58. Next, click on “Storage.” Then, click on the disk entitled “Whonix-Gateway [Mitigated]-
disk1” and click on the icon of the disks with the “-” symbol on it towards the bottom of
your screen to remove the disk.

I Whonix-Gateway [Mitigatad] - Settings I

l@. General Storage
System
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Display == :
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Details: Dynamically allocat...
Location: /homefuser/Virtual...
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@ Q @ =

Removes the attachm| Remove Attachment (-) orage Tree.

Help Cancel | | QK




59. Once you have removed the disk, click the “OK” button.

I Whonix—-Gateway [Mitigated] - Settings I

@ General Stcrage
System :
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60. When you are returned to the VirtualBox Manager, click on “Whonix-Workstation

[Mitigated]” to select it and then click “Settings.”
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61. Next, click on “Storage.” Then, click on the disk entitled “Whonix-Workstation [Mitigated]-
disk1,” which will be the disk closer to the top in the series of disks, and click on the icon of
the disks with the “-” symbol on it towards the bottom of your screen to remove the disk.

Whonix—Workstation [Mitigated] - Settings 1
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System

Storage Tree Attributes
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Help Cancel l | oK




62. When you have removed the disk, click on the “OK” button.

W honix-Workstation [Mitigated] - Settings

Q General Stnrage
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63. When you are returned to the VirtualBox Manager, click on “File — Virtual Media
Manager.”

Oracle VM VirtualBox Manager L@-‘thi-l ;

Machine Help
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64. In the next window that appears, click on “Whonix-Gateway [Mitigated]-disk1.vmdk” and
click the “Modify” button.

Virtual Media Manager L-.w_lqé_t_'!_l,hlmi;ﬁl
Actions
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Copy | Remove FHelease Refresh
: \Modify... (Ctri+5pace)
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Mame ™ Virtual Size Actual Size
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P Whonix-Gateway-8-diskl.vmdk 100.00 GB 2.53 GB

Whonix-5torage.vdi 200.00 GB 804.00 KB

i Whonix-Waorkstation [Mitigated]-diskl.vmdk 100.00 GB 2.72 GB -
Type: Mormal
Location: /home/user/VirtualBox VMs/Whonix-Gateway [Mitigated]/Whonix-G...
Format: VMDK
Storage details: Dynamically allocated storage
Attached to: Not Attached
Help | Close

Modify the attributes of the selected medium




65. On the next screen, select “Immutable” and click the “OK?” button.

Modify medium attributes

You are about to change the attributes of the virtual disk located in
/homefuser/VirtualBox VMs/Whonix-Gateway
[Mitigated]/Whonix-Gateway [Mitigated]-diskl.vmdi.

Please choose ane of the following medium types and press OK to
proceed or Cancel otherwise.

Choose medium type:

) Mormal

) Writethrough
) Shareable

() Multi-attach

Cancel




L

1 —

66. When you are returned to the Virtual Media Manager, click on

“Whonix-Workstation [Mitigated]-disk1.vimdk™ and then click the “Modify” button.

Actions

Virtual Media Manager
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67. In the next window that appears, select “Immutable” and click the “OK” button.

Modify medium attributes

You are about to change the attributes of the virtual disk located in
/home/fuser/VirtualBox VMs/Whonix-Workstation
[Mitigated]/Whonix-\Workstation [Mitigated]-diskl.vmdk.

Please choose one of the following medium types and press OK to
proceed or Cancel otherwise,

Choose medium type:

() Mormal

' () Writethrough

() Shareable I

() Multi-attach

Cancel




68. When you are returned to the Virtual Media Manager, click the “Close” button.

Virtual Media Manager s e Ly e

Actions
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Type: Immutable
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Format: VMDK
Storage details: Dynamically allocated storage
Attached to: Not Attached
Help

69. Now you need to reattach the disks to the Whonix virtual machines. When you are returned
to the VirtualBox Manager, click on “Whonix Gateway [Mitigated]” and then click on
“Settings.”
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70. In the window that appears, click on “Storage” on the left side of the window. Then, click
the small icon that looks like a circular disk with a “+” sign on it towards the bottom of the
window and select “Add Hard Disk.”
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71. On the next screen, click on the “Choose existing disk” button.

VirtualBox - Guestion

: You are about to add a virtual hard disk to
9 controller Whonix-Gateway.
Would you like to create a new, empty file to

hold the disk contents or select an existing
one?

| Cancel

72. Next, select “Whonix-Gateway [Mitigated]-disk1.vindk” and click on the “Open” button.

Create new disk

Note: This file is located in “/home/user/Virtual Box VMs/Whonix-Gateway [Mitigated].” It
should come up by default in this step. But if it does not, click on “user” in the left hand
column of the window. Then, click on the “Virtual Box VMs” folder. Then, click on the
“Whonix-Gateway [Mitigated]” folder. You will find the file you need to open in that

location.
Choose a virtual hard disk file
‘T.rf‘ ‘T ‘ user | VirtualBox VMs Whonm"ﬁqheway[l‘dit}gqbed]
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Pictures
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73. When returned to the “Settings” screen, click the “OK” button.
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74. When you are returned to the VirtualBox Manager, click on “Whonix-Workstation

[Mitigated]” to select it and click on the “Settings” button.
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75. In the window that appears, click on “Storage” on the left side of the window. Then, click
the small icon that looks like a circular disk with a “+” sign on it towards the bottom of the
window and select “Add Hard Disk.”
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76. On the next screen, click on the “Choose existing disk” button.
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77. In the next window that appears, you will need to navigate to a new location. Click on the
“Virtual Box VMs” folder button towards the top of the window. Then, double click on the
“Whonix-Workstation [Mitigated]” folder to open the folder.
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78. Next, select “Whonix-Workstation [Mitigated]-disk1.vimdk” and click the “Open” button.

Choose a virtual hard disk file
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79. When you are returned to the “settings” window, click the “OK” button.
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80. When you are returned to the VirtualBox Manager, select “Whonix-Workstation
[Mitigated]” and click “Snapshots.”

| — ')
Oracle VM VirtualBox Manager Im;-__—'dle-__',-_?,_"—h'&'_.._“",d-

Machine Help

e o
P W (Bowis |4

MNew Settings Start Riscard

Whonix-Gateway (Snapshot 2) =l Preview

{@ Powered Off =l General

MName: Whonix-

@ ggg;i:r;\gfgfrrkstatiun (Snapshot il bt

[Mitigated] Whonix-
Whonix-Gateway [Mitigated] Workstation
@ Powered Off [Mitigated]
' A FAAI System
3 Base Memory: 768 MB
Bommd Medae Clmmeas

81. Click on the camera icon towards the upper center of the screen to take a snapshot of the
“Whonix-Workstation [Mitigated]” virtual machine.
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82. On the next screen, choose the name you want for your snapshot and then click the “OK”
button.
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83. Next, click on “Whonix-Gateway [Mitigated]” in the VirtualBox Manager and click on the
camera icon towards the upper center of the screen to take a snapshot of the “Whonix-
Gateway [Mitigated]” virtual machine.
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84. On the next screen, choose the name you want for your snapshot and then click the “OK”
button.
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Congratulations! You have reached the end of the steps necessary to configure the
“Malware Mitigation” system. The next page will provide explanation on how it works
and how you should use it in the future.



IMPORTANT! DO NOT SKIP THIS PAGE!

Now that you have the malware mitigation system installed, here is an explanation of how it
works. When you changed the two Whonix virtual disks to “immutable,” this makes it so they will
be erased and restored from the most recent snapshot connected to the virtual machine on every
boot. Thus, every time you start “Whonix-Gateway [Mitigated]” and “Whonix-Workstation
[Mitigated],” anything that was written to the immutable disks will be erased unless you specifically
chose to take snapshots. The benefit of this is that, if you obtained malware during any regular use
of the virtual machines, unless it was advanced enough to break out of the virtual machines and
infect your Host OS, it will be gone the next time you use the Whonix “Mitigated” virtual
machines.

With that in mind, there is something that is incredibly important for you to
understand. Any documents you create, or files you download to the system will be erased on
the next boot unless you save them in your “/home/user/storage” directory. The “storage”
directory that you created earlier is connected to a disk that you configured as a “writethrough”
device. This means that it is not affected by snapshots and, thus, will not be erased on reboots. All
of the programs that you configured in the earlier subchapters of Chapter 4 have been moved to this
directory. Therefore, when you add new servers to XChat, download new e-mail, add other people's
public encryption keys, add new accounts and passwords to KeePassX, etc., they will not be erased
on next boot. Therefore, for anything else that you work on which you do not want to be erased on
the next boot, you must save them in your “storage” directory.

There is one more very important strategy to using this system. It deals with installing
periodic OS updates to your Whonix virtual machines in order to keep them the most current with
application updates, security patches, etc. When you do an upgrade to your system by the steps
described in steps 61 and 76 of Chapter 3, which is something you should do regularly, make sure
you have not used the virtual machines for anything else during that session. Start both the
“Whonix-Gateway [Mitigated]” and “Whonix-Workstation [Mitigated]” virtual machines. Then,
open a terminal in each and run the “sudo apt-get update & & sudo apt-get dist-upgrade”
command. When the upgrade has finished, shut down your machine as usual. Then, create a new
snapshot for both the “Whonix-Gateway [Mitigated]” and “Whonix-Workstation [Mitigated]”
virtual machines as you did in steps 76-79 above. Once you take the snapshots following the
shutdown of the virtual machines you updated, the OS updates will stay persistent through the next
uses of the virtual machines.

That's all there is to it. As usual keep the following practices in mind to avoid malware
infection:

1. Do not EVER use the Host OS for anything but hosting the Whonix virtual
machines. This betters your odds of keeping it free of malware. If your Host OS is
compromised, none of the protections otherwise afforded to you by Whonix are
secure.

2. Do not use javascript in your web browser unless absolutely necessary. If you must
use it for some sites, try to minimize the sites that you allow to send you javascript in
the session through selective use of the NoScript plugin.

3. Beware of suspicious links sent to you through the IRC, your instant messenger, e-
mail lists or anywhere else.

4. Be wary of attachments sent to you in e-mail, especially if you did not ask for them.



Chapter 5. Supporting the Projects that Made this Tutorial Possible.

Those of us who wrote this guide are merely users who took the time to document a means
of effectively using a number of tools. If it were not for the teams that actually developed these
tools, then this system would not be possible. If you have any funds or bitcoins that you can spare
for any of the projects listed below, please donate what you can. It greatly helps the continued
development of advanced tools to help protect our anonymity and privacy. Obviously, if you wish to
maintain your anonymity, be cautious in how you go about giving donations.

The Debian Project: The Debian Project is composed of many volunteers throughout the world
who have been active in creating and developing the Debian Operating System. Debian is the
Operating System used as both the base host Operating System in this guide, in addition to being
the Operating System which drives Whonix. The Debian Project established a non-profit
corporation in order to accept donations. For more information on donating to the Debian Project,

go to https://www.debian.org/donations.

The Tor Project: The Tor Project is the team that picked up and continued the development of Tor.
Tor is the software used throughout this tutorial to protect your anonymity by encrypting your
networking connections and layering them over multiple proxies. The Tor Project is a non-profit
corporation that relies heavily on grants and donations for funding. For more information on
donating to the Tor Project, go to https://www.torproject.org/donate.

The Whonix Team: The Whonix Team is a small group of volunteers that have put all the work
into the development and distribution of Whonix. Whonix is the Operating System relied upon in
this tutorial to ensure that all of your networking activity is initially sent through the Tor Network.
The only full time developer for Whonix is Patrick Schleizer. If you would like to donate to the

Whonix Project, please go to https:/www.whonix.org/wiki/Donate.

Cyberguerrilla.org: Cyberguerrilla.org is a number of servers and services run by Anonymous for
everyone. Cyberguerrilla.org hosts the IRC server used in this tutorial, hosts a Wiki for this guide at
no cost, while also offering a number of other online services to the community at large for free. If
you are interested in donating to Cyberguerrilla.org to keep the services running, go to

https://cyberguerrilla.info/donation or http:/lu4gfnnkbnduxurt.onion/donation.

Off-the-Record Messaging (OTR): OTR is the primary tool used in this tutorial to ensure that,
even if your networking connections are subjected to surveillance somewhere within an instant
messaging network, the content of your instant messaging discussions still remain private. For more
information on donating to OTR, go to https://otr.cypherpunks.ca/donate.php.

G10 Code (GPG): GPG is the main tool used to encrypt and decrypt emails as described in this
tutorial. The current source of funding is a German corporation known as G10 Code. To learn
more about donating the the continued development of GPG, go to http://g10code.com/gnupg-
donation.html.

CalyxInstitute.org: The Calyx Institute is the service providing the instant messenger services
detailed in this guide. Their approach is unique in that they offer access on a Tor Hidden Service
and require OTR encryption for messages to go across their network. For more information on

donating to the Calyx Institute, go to https://www.calyxinstitute.org/support-us/donate-by-mail.
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Conclusion

First and foremost, congratulations if you made it to this page. That likely means you read
this whole tutorial unless you are the kind of person that reads the last page of a book first. The
topics covered by this tutorial are fairly advanced for many users. Getting through this entire
tutorial shows that you are curious about what exists and have the patience to learn about it.

On that note, here is our final advice. With this system, your worst enemy will be yourself.
Do not ever expose any real information about yourself. Based on how you use this system, despite
all the efforts you make, you will still create fingerprints that may correlate to your true identity.
Never voluntarily divulge any information that may identify you. Or, if you feel that is necessary,
pad it with a lot of false information. How well you use this system is up to you. But, this system
cannot protect you from giving up social information that may identify you. Play it smart. Play it
safe. Don't “own yourself.”

Additionally, to emphasize this point again, read the documentation provided by the
Whonix Team to learn how to use this system to its maximum potential at the following links:

e https://www.whonix.org/wiki/Documentation [Whonix Documentation]

* https://www.whonix.org/wiki/Security Guide [Whonix Security Guide]

*  https://www.whonix.org/wiki/Warning [Warnings Guide & Behavior to Avoid]
*  https://www.whonix.org/forum [Community for Whonix Troubleshooting/Talk]

Finally, if you wish to share this guide, please use the official distribution links. This will
guarantee that people will get the most current version of the guide. Currently, the official
distribution links for this guide are https://anonguide.cyberguerrilla.org or
http://yuxv6qujajgvmypv.onion.

Thank you for taking the time to read this tutorial. We hope it was useful to you. Please
send any comments, suggestions or corrections you may have to anonguide@bitmessage.ch, GPG
Key = 0xBD8083C5237F796B, Fingerprint = 6422 2A88 D257 3091 0C47 A904 BD80 83C5 237F
796B.

We are Anonymous.
We are Legion.
We do not forgive.
We do not forget.
Expect us.
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